IT'S

(NOT So)

PLAIN TO SEE: THE CIRCUIT SPLIT ON THE

PLAIN VIEw

DOCTRINE

IN DIGITAL SEARCHES

Bryan K. Weir*
INTRODUCTION

A magistrate judge has just been handed the following request
for a warrant: the police have reliable information that a crazed baseball purist has stolen twenty boxes of Barry Bonds paraphernalia from
the Baseball Hall of Fame and has hidden them in a single room in the
Empire State Building. Every floor in the building is an identical hallway with an identical set of doors on each side; the only distinguishing
factor on each door is a nameplate. The police have indicated that
many of the rooms are too small to contain the boxes, but they are
unable to discern the size of the room until they open the door.
Thousands of parties with no connection to the stolen paraphernalia
use the building, but the police cannot know which rooms belong to
those parties until those rooms are entered. The police request unlimited time to search the building.
This hypothetical poses a particularly difficult problem for the
magistrate judge. The magistrate can allow the search, knowing that
the warrant will permit the police to open rooms that belong to innocent parties. While the police may find the Barry Bonds paraphernalia, the search would be invasive to third parties and could allow the
government to stumble upon evidence of unrelated criminal wrongdoing. Normally, the police need a warrant that specifies the evidence
that they hope to seize.' There is, however, an exception that allows
warrantless seizures of evidence that is in "plain view" during a legal
search.2 If the incriminating character of the evidence is immediately
apparent, the evidence is located clearly in plain view, and the searching officer had the lawful right of access to see the evidence, then that
* George Mason University School of Law, J.D. Candidate, May 2011; Georgetown University, B.A. English & Government, May 2005. I would like to thank Krissy Ellison and Patrick
McDonald for their helpful comments, suggestions, and edits. I would also like to thank Judge
Stanley P. Klein and Greg Muha for their guidance.
I Horton v. California, 496 U.S. 128, 133-34 (1990).
2 Id. at 134-35.
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evidence can be seized without a specified warrant.3 Accordingly, if
the magistrate approved the Empire State Building warrant request,
the searching officers would have the lawful right to enter every room
in the Empire State Building and could seize any incriminating piece
of evidence that they came across, even if the evidence was unrelated
to the initial warrant. For example, if, while executing the warrant,
the police opened a door and stumbled upon Manny Ramirez, Alex
Rodriguez, and David Ortiz "juicing" steroids in the privacy of their
own office, then those three could be prosecuted for their actionseven though there was no probable cause of wrongdoing specific to
them in the warrant.4
This hypothetical is an attempt to construct a physical-world scenario that is analogous to searching the digital world within computers. In the physical world, no magistrate judge could reasonably
grant such a broad warrant. However, this type of search happens
routinely in the digital world. Computer files are almost identical on
their face. File names, similar to the door nameplates in the hypothetical, are often the file's only identifying mark. File extensions such as
".jpg" or ".mov" can be manipulated, encrypted, or hidden from analysts so that little is known of a file's contents until the file is opened.
In the hypothetical, the baseball purist will remove the "Barry Bonds
paraphernalia" nameplate from the door, just as a criminal hiding an
incriminating computer file would change the file's name.' Further,
computers can contain immense amounts of data, much of which
could belong to third parties unrelated to the warrant, compounding
the problem. Thus, the Empire State Building search hypothetical
serves as a tangible analogy for a search of digital data in a computer.
To that end, a warrant issued to search a computer for specific
data places all of the data within that computer in plain view. Because
a government agent must open a file to know its contents, the contents
of every file on a computer will come into plain view during the

3 Id. at 136.
4 These prominent baseball players were, of course, not selected at random. Ramirez, Ortiz,
and Rodriguez's names were all on the list at issue in the Comprehensive Drug Testing litigation
and were inevitably leaked to the public. Michael S. Schmidt, Ortiz and Ramirez Said to Be on
'03 Doping List, N.Y. Timu-s, July 30, 2009, available at http://www.nytimes.com/2009/07/31/
sports/baseball/31doping.html?_r=1. See discussion infra Part I.B.2.c.
5 See David J. S. Ziff, Note, Fourth Amendment Limitations on the Execution of Computer
Searches Conducted Pursuant to a Warrant, 105 COLum. L. Ri-v. 841, 864-65 (2005).
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search.6 Any incriminating evidence on the computer, regardless of
its relation to the warrant, could be lawfully seized. Given this reality,
the application of the plain view doctrine to the digital world has
proven difficult. The United States Courts of Appeals for the Tenth,
Ninth, Seventh, and Fourth Circuits have all addressed this specific
problem, and each has come up with a different solution.'
This Comment analyzes the circuit split on the applicability of the
plain view doctrine to digital searches and concludes that the doctrine
should be abolished in the digital realm. Part I will examine the history of the plain view doctrine and introduce each circuit's opinion on
the doctrine's applicability to digital searches. Part II will analyze
each circuit's approach and discuss further alternatives that scholars
have proposed. Part II will conclude that the Ninth Circuit's initial
response, although unconventional, provides a guidepost to the correct solution. That initial response leads to the correct diagnosis of
the problematic application of the plain view doctrine in digital
searches and abolishes it, sub silentio, by mandating certain restrictions be placed on warrants. Unfortunately, the Ninth Circuit abandoned its own restrictions a year later in a second en banc decision,
leaving its initial decision as only a guidepost to the correct solution.
I.

BACKGROUND OF THE PLAIN VIEW DOCTRINE, ITS
APPLICABILITY TO DIGITAL SEARCHES, AND THE FOUR
CIRCUITS' OPINIONS.

The plain view doctrine is an exception to the Fourth Amendment requirement that all seizures be conducted pursuant to an
explicit warrant.8 The doctrine developed in the context of physical
searches where the police search a location under a valid warrant and
discover previously unknown, incriminating evidence.9 By permitting
admission of this evidence, the government is allowed to prosecute
6 Orin S. Kerr, Searches and Seizures in a Digital World, 119 HARV. L. RE'v. 531, 569
(2005).
7 United States v. Carey, 172 F.3d 1268 (10th Cir. 1999); United States v. Comprehensive
Drug Testing, Inc., 513 F.3d 1085 (9th Cir. 2008), aff'd en banc, 579 F.3d 989 (9th Cir. 2009);
United States v. Mann, 592 F.3d 779 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525 (2010); United
(U.S. June
U.S.L.W.
States v. Williams, 592 F.3d 511 (4th Cir. 2010), petition for cert. filed,
17, 2010) (No. 09-11474).
8 Coolidge v. New Hampshire, 403 U.S. 443, 465 (1971) (plurality opinion).
9 Id. at 465-66 (outlining several instances where the plain view doctrine applied as an
exception).
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crimes where the police had the fortune of discovering evidence in a
manner that did not invade the defendant's privacy interest." Section
A of this Part outlines the two Supreme Court cases that solidified the
plain view doctrine. Section B outlines how the four circuits have analyzed the doctrine's application to digital searches and their respective
approaches to the plain view doctrine in digital searches.
A.

The Fourth Amendment and the Origin of the Plain View
Doctrine

The Fourth Amendment provides the constitutional framework
for all searches and seizures:
The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to
be searched, and the persons or things to be seized."
The Fourth Amendment protects an individual's reasonable expectation of privacy from government invasion 2 and "guarantees the privacy, dignity and security of persons against certain arbitrary and
invasive acts by officers of the Government or those acting at their
direction. "'3
To comply with the Fourth Amendment, the government must
obtain a warrant from a magistrate to conduct most searches.' 4 Without a magistrate's approval in the form of a warrant, searches are considered "per se unreasonable under the Fourth Amendment-subject
only to a few specifically established and well-delineated exceptions."" As the text of the Fourth Amendment suggests, when the
government seeks a warrant, the requesting officer must provide the
magistrate with enough information to establish probable cause that
10 Horton v. California, 496 U.S. 128, 141-42 (1990).
11 U.S. CONSr. amend. IV.
12 Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring). See also G.
Robert McLain, Jr., United States v. Hill: A New Rule, But No Clarity for the Rules Governing
Computer Searches and Seizures, 14 GEo. MASON L. REV. 1071, 1074 n.20 (2007) ("The presently accepted formulation of the rule is taken from Justice Harlan's concurring opinion.").
13 Skinner v. Ry. Labor Executives' Ass'n, 489 U.S. 602, 613-14 (1989).
14 Katz, 389 U.S. at 361 (Harlan, J., concurring).
15 Id. at 357 (majority opinion).
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specific evidence of a crime will be found in a particularplace.16 The
particularity requirement of the Fourth Amendment is intended to
prohibit general searches." Thus, the scope of a legal search is
"defined by the object of the search and the places in which there is
probable cause to believe that [the object] may be found.""8 Once the
police obtain a valid warrant, a search and seizure conducted according to its terms is presumed to be reasonable.' 9
The plain view doctrine provides an important exception to the
warrant requirement.20 Under the plain view doctrine, the police
officer conducting a search may seize an item that was not particularly
enumerated in the warrant issued for that search so long as the officer
comes across the incriminating item while properly executing the warrant.2 1 If the initial intrusion is constitutional, anything that comes
into plain view during that intrusion may be legitimately seized.2 2
The United States Supreme Court first set a discernible standard
for the plain view doctrine in Coolidge v. New Hampshire.2 3 Writing
for a plurality, Justice Stewart noted, "the 'plain view' doctrine may
not be used to extend a general exploratory search from one object to
another until something incriminating at last emerges." 24 To prevent
general searches from occurring, the Court enunciated two principles
that it found implicit in the plain view doctrine. 2 5 First, the plain view
doctrine alone cannot justify a warrantless seizure of evidence because
it can only occur in the context of a primary, legal search.26 Second,
Justice Stewart explained that the discovery of plain view evidence
must be inadvertent and not the intention of the discovering officer.2 7
Otherwise, the plain view doctrine could act as an end-run around the
particularity requirement. 2 8 For example, without the inadvertence
Illinois v. Gates, 462 U.S. 213, 238 (1983).
17 Maryland v. Garrison, 480 U.S. 79, 84 (1986).
18 Id. (quoting United States v. Ross, 456 U.S. 798, 824 (1982)).
19 See McLain, supra note 12, at 1074.
20 Ziff, supra note 5, at 844.
21 Coolidge v. New Hampshire, 403 U.S. 443, 465 (1971) (plurality opinion).
16

22 Id.

23 Id. at 445-49.
24 Id. at 466.

25 Id. at 468-71.
26 Id. at 468.
27 Coolidge v. New Hampshire, 403 U.S. 443, 469 (1971) (plurality opinion).
28 Id. at 471.
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requirement a police officer could use a warrant to search for X as a
pretext for searching for Y.
In Horton v. California,the Supreme Court clarified Justice Stewart's plurality opinion. 29 The Court constructed three requirements
for the plain view doctrine.3 0 First, the incriminating evidence must be
plainly viewed during the proper execution of the warrant. Second,
the incriminating character of the evidence must be "immediately
apparent."3 2 Third, the officer must have had a lawful right of access
to see the evidence.33
Noticeably absent from those three prongs is the Coolidge inadvertence requirement. The Court rejected the need for inadvertence
on two grounds. 34 First, the Court noted a greater need for objective
tests instead of subjective inquiries into an officer's state of mind during a search.3 1 Second, the Court found that the inadvertence requirement was unnecessary to prevent the police from converting particular
searches into general ones.36 The Court explained that because the
original warrant must be particular as to the object and location of the
search, the warrant effectively constrains the scope of the search.3 7
The Court found that inadvertence adds nothing to redress Fourth
Amendment concerns: "If the scope of the search exceeds that permitted by the terms of a validly issued warrant or the character of the
relevant exception from the warrant requirement, the subsequent
seizure is unconstitutional without more."38
The following scenario is an example of the plain view doctrine in
practice. The police have a warrant to search a defendant's apartment
for a stolen television they believe is stored therein. Upon entering
29 496 U.S. 128 (1990). The Horton Court acknowledged that Justice Stewart's opinion on
the plain view doctrine in Coolidge was only a plurality. Id. at 136. But the Horton Court also
explained that Coolidge was still a binding decision because a fifth justice concurred in judgment, leading them to follow and clarify the Coolidge ruling. Id.
30 Id. at 136-37.
31 Id.

32 Id. at 136 (quoting Coolidge, 403 U.S. at 466 (1990)). For example, if the police see a
baseball bat during a house search, they cannot assume it is stolen property. It must be immediately apparent that it is stolen; if the bat had written on it "Property of Barry Bonds," that might
qualify.
33 Id.

34
35
36
37
38

Id. at 138.
Horton v. California, 496 U.S. 128, 138-39 (1990).
Id. at 139-41.
Id. at 138.
Id. at 140.
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the premises, the police see a bag of marijuana on a table in the middle of the room. That marijuana may be seized under the plain view
doctrine because (1) it is in plain view in an area where the television
may have been, (2) it is immediately apparent that the contents of the
bag are contraband, and (3) the police had approved access to search
the room.
In this hypothetical, the police did not exceed the limits of their
warrant and did not convert a particular search into a general one.
Allowing the police to use this newly discovered evidence does not
violate a reasonable expectation of privacy any more than the original
warrant allowed.3 9 The police were legally allowed to be in that room
regardless of whether the bag of marijuana was on the desk. The
search was no more intrusive than it would have been absent the
plain-view discovery.
But, during that same hypothetical search, if the police had suspicions of drug use, rummaged through a few desk drawers, and found
the bag of marijuana, that bag of marijuana would not be admissible
evidence because it was not in plain view within the terms of the warrant. The warrant authorized a search for a television, and a television
could not be in the desk drawers. This hypothetical shows how the
plain view doctrine can function without converting a narrowly tailored search to a general one, regardless of the officer's intent. An
inadvertence element would not provide any additional bar to
expanding the search.
B.

Plain View Applied to Digital Searches: Each Circuit's Opinion

In an era when technology is increasingly integrated into our
daily lives, courts have had a difficult time applying older standards to
a new digital world.4 0 These problems raise important threshold questions for how the Fourth Amendment, and more specifically the plain
view doctrine, should apply to digital searches. Should courts apply
the traditional plain-view standards, where computers are treated like
containers and their data treated like physical documents? Or should
there be specialized rules for digital searches?4 1
39

Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).

40 Ziff, supra note 5, at 841-43.
41 Thomas K. Clancy, The Fourth Amendment Aspects of Computer Searches and Seizures:
A Perspective and a Primer, 75 Miss. L.J. 193, 196 (2005).
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1. The Fourth Circuit: United States v. Williams and Treating

Digital Evidence the Same as Physical Evidence
Professor Thomas Clancy conducted an extensive analysis of the
perceived differences between digital evidence and physical evidence.4 2 According to this analysis, many courts view data within a
computer the same way they view documents in a file cabinet.43 Professor Clancy argues that there is no real difference between records
that are in paper form and records stored in a computer." Therefore,
it does not make sense to provide computer records with more
favorable rules than searches of paper documents.45 Although there is
some recognition that computers contain much more information than
a regular container, Professor Clancy views computers as essentially a
substitute for file cabinets and argues that they should be treated as
such.46
The Fourth Circuit came to this very conclusion in United States v.
Williams.47 In that case, the defendant sent a string of e-mails to his
church in which he threatened to molest young boys who attended the
church. 4 8 The police obtained a warrant to search the defendant's
home and all electronic media. 49 The magistrate granted the warrant
to search for and seize "[a]ny and all computer systems and digital
storage media, videotapes, videotape recorders, documents, photographs . .

. ."o

The magistrate allowed seizure of all digital media in

part because the detective swore in his affidavit that, in his training
and experience, "[a]dults who are engaged in the sexual exploitation
of children keep images and related documents with them. They also
collect images and texts describing sexual interaction with minors and
child erotica."51
42 Id. Professor Clancy's analysis concerns searches and seizures generally and not the plain
view doctrine specifically.
43 Id. at 197-98. Clancy provides an extensive list of cases. See id. at 197 n.4.
44 Id. at 197-98.
45 Id.

46 Id. at 198.
47 United States v. Williams, 592 F.3d 511, 516-17 (4th Cir. 2010), petition for cert. filed,
U.S.L.W. - (U.S. June 17, 2010) (No. 09-11474).
48 Id. at 515-16.
49 Id.

50 Id.
51 Id.
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The police and the FBI executed the search and seized computers, CDs, DVDs, and other media.5 2 Among the seized materials
was a DVD labeled "Virus Shield, Quaranteed (sic) Files, Destroy." 5 3
An agent searched the DVD and found more than a thousand images
of minor boys in "thumbnail view," some of which were sexually
explicit. 54 The agent ultimately found thirty-nine photos that qualified
as child pornography, which supported a new charge for possession of
child pornography.
The defendant argued that computer searches are different than
regular searches and, therefore, should be treated differently for
plain-view purposes.5 6 He explained that the amount of information
capable of being stored on a computer should lead to different, new
approaches to digital searches." The defendant argued that only
those files that relate to the initial charges-his threatening to molest
children-should have been permitted to be used against him. 8
The court rejected these arguments and explained that "the sheer
amount of information contained on a computer does not distinguish
the authorized search of a computer from an analogous search of a file
cabinet containing a large number of documents." 59 The court reasoned that "[o]nce it is accepted that a computer search must, by
implication, authorize at least a cursory review of each file on the
computer, then the criteria for applying the plain-view exception is
readily satisfied." 60 That is, once the police have approval to open
each file, incriminating files will come into plain view and therefore
will be seizable. The court acknowledged the danger to privacy when
executing a digital warrant, but it ultimately decided that the digital
world's characteristics did not force a different set of rules for digital
52 Id. at 516.

53 United States v. Williams, 592 F.3d 511, 516 (4th Cir. 2010), petition for cert. filed,
(U.S. June 17, 2010) (No. 09-11474).
U.S.L.W. 54 Id.

55 Id. The police also discovered an unregistered firearm while searching the house, coincidentally, by using the plain view doctrine in the physical-world context. Id.
56 Id. at 517-18. The defendant also argued that the search and seizure exceeded the warrant's scope. The court addressed and rejected both that argument and the plain-view argument
in the alternative.
57 Id. at 517. The defendant cited Orin S. Kerr, Searches and Seizures in a Digital World,
119 Harv. L. Rev. 531 (2005), the same source cited in this article. See Kerr, supra note 6.
58 Id. at 518.

59 United States v. Williams, 592 F.3d 511, 523 (4th Cir. 2010), petition for cert. filed,
(U.S. June 17, 2010) (No. 09-11474).
U.S.L.W.
60 Id. at 522.
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searches.61 Thus, in the Fourth Circuit, the plain view doctrine applies
to digital files just as it would to intermingled paper documents. Once
an officer obtains a warrant that authorizes searching a computer, any
file that is opened and contains incriminating evidence outside the
warrant is in plain view and is also seizable.
2. "Special Approaches" to Digital Evidence: The Tenth,
Seventh, and Ninth Circuits' Opinions on Plain View
in Digital Searches
Like the defendant in Williams, some scholars argue that the
Fourth Amendment demands special rules when executing digital
searches.6 2 Professor Orin Kerr rejects the Williams court's conclusion.63 He argues that the plain view doctrine is unable to cabin an
officer's subjective intent during a digital search the same way the
doctrine can during a physical search. 64 As discussed above, in Horton, the Supreme Court removed the subjective intent element of the
plain view doctrine because it was unnecessary in light of the particularity requirement of warrants.6 5 Professor Kerr argues that digital
searches are not subject to the same physical boundaries that permitted the creation of the plain view doctrine in the first place.6 6
While search warrants of homes can be restricted to specific areas
of the home, searching a hard drive cannot be restricted by physical
space because information is stored in a virtual world.67 A warrant to
search a physical space limits the area in which the police can conduct
the search because, in the physical world, each search location has
unique, spatial characteristics. 68 A stolen television can only be stored
in containers and rooms big enough to fit it. In a digital search, the
police cannot rule out particular areas to search based on the characteristics of the sought evidence because files lack the requisite particularity.69 The particularity requirement does not restrain the scope of a
warrant for a digital search; thus, the searching officer is effectively
61 Id. at 524.

62
63
64
65
66
67

See Clancy, supra note 41, at 202.
See Kerr, supra note 6, at 532-35.
Id. at 568-75.
Horton v. California, 496 U.S. 128, 140-41 (1990).
Kerr, supra note 6, at 568.
Id. at 568-69.

68 Id.
69 Id. at 569.
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given free reign to search anywhere on the hard drive.7 0 Generally,
the government must open a digital file to know its contents. Consequently, much information comes into plain view." An officer could
use the plain view doctrine to convert a narrowly tailored search for
specific data into a general sweep of a computer's entire hard drive or,
worse yet, a large server containing the information of millions of
third parties.
Professor Kerr acknowledges that in some instances very invasive
home searches are possible.72 For example, if a magistrate grants a
warrant to search a house for stolen diamonds, that warrant essentially allows the police to search everything in the house because of
the diamonds' small size. However, typically that type of invasive
73
home search is expensive and conducted under a time restriction.
Conversely, digital searches are typically conducted off-site on copied
hard drives.7 4 Instead of many officers searching a house in haste, a
single analyst can peruse a hard drive extensively and at his leisure,
providing a low-cost search without time constraints." The more time
an analyst has to conduct a search, the more intrusive that search
becomes because more files are opened.7 6
Professor Kerr concludes, "For a variety of reasons, computer
technologies may allow warrants that are particular on their face to
become general warrants in practice."7 7 The plain view doctrine,
which is "rooted in the contingent dynamics of physical evidence collection," needs to be re-examined as applied to digital searches, and a

70 An argument can be made that a file's size can provide a magistrate with a particularity
principle upon which to base a warrant. A file's size cannot be manipulated in the same way a
file name or file type can be. Accordingly, if the police have a warrant for a large picture file,
they could not open a file that is only a few kilobytes. This argument fails because pictures can
be stored in varying file types, for example as a ".jpg" or a ".gif" file, each of which greatly vary
in size because of the amount of pixels the picture contains. The same can be said of documents.
Where a document saved as a PDF could be many megabytes, that same document saved in Rich
Text Format could be only a few kilobytes.
71 Kerr, supra note 6, at 569.
72 Id.

Id.
Id. Indeed, this was precisely what occurred in Comprehensive Drug Testing. See discussion infra Part I.B.2.c.
75 Id.
76 Id.
77 Kerr, supra note 6, at 565.
73

74
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"special approach" is needed. 7 8 Otherwise, he contends, the balance
tips heavily in favor of general searches.
a. Tenth Circuit: United States v. Carey and Reinserting Subjective
Intent

One "special approach" to digital searches adds a degree of subjectivity into the plain-view analysis by reinserting the Coolidge inadvertence factor. The Tenth Circuit followed this approach in United
States v. Carey, the longest standing precedent in the circuit split.s0
In Carey, the defendant was suspected of possessing and selling
cocaine." The police obtained a warrant to arrest him, and the defendant agreed to allow the police to search his apartment.82 The police
seized two computers that they thought would contain evidence pertaining to the sale of drugs.8 Then, the officers obtained a warrant
allowing them to search the computers for files containing "names,
telephone numbers, ledger receipts, addresses and other documentary
evidence pertaining to the sale and distribution of controlled substances."84 While searching the computers for evidence, a detective
saw a file with a sexually suggestive title and a ".jpg" picture extension." He opened the file and discovered child pornography.8 6 The
detective then opened other ".jpg" files and found further child pornography. The defendant moved to suppress the evidence, arguing
that the search exceeded the scope of the warrant." The government
responded by arguing the plain view doctrine authorized the search of
".jpg" files. 89 The government analogized the search to looking
through a file cabinet's documents. 90 If the police had a valid warrant
to search the file cabinet and found child pornography, that pornogra78 Id. at 571.
79 Id.

80 United States v. Carey, 172 F.3d 1268, 1273 (10th Cir. 1999).
81 Id. at 1270.
82 Id.
83 Id. at 1270-71.
84 Id. at 1270.
85 Id. ".Jpg" extensions are typically picture files.
86 United States v. Carey, 172 F.3d 1268, 1270 (10th Cir. 1999).
87 Id. at 1271.
88 Id. at 1271-72.
89 Id. at 1272.
90 Id.
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phy would be admissible under the plain view doctrine. 91 The legal
search of a computer and the discovery of child pornography therein
would not require a different result.9 2
The court noted that after stumbling upon the first ".jpg" file, the
detective admittedly opened each subsequent file looking for child
pornography and not drug-related evidence, improperly expanding
the scope of his search.93 As a result, the court was unable to conclude
that each of the files was inadvertently discovered because the detective knew he was expanding the scope of the search. 94 The court ruled
95
that the files were not in plain view because they were "closed files."
However, in a footnote the court elaborated: "Given the officer's testimony that he inadvertently discovered the first image during his
search for documents relating to drug activity, our holding is confined
to the subsequent opening of numerous files, the officer knew, or at
96
least expected, would contain images of child pornography." The
first file came into plain view during the search, but the subsequent
files were the result of the officer looking for evidence outside the
warrant. The Tenth Circuit ruled that the evidence pertaining to the
subsequently opened files was inadmissible."
Essentially, the Tenth Circuit added a subjectivity element back
into the plain view doctrine equation for digital searches.98 Under this
approach, the court would examine ex post whether the officer was
subjectively looking beyond the scope of the warrant for unenumerated evidence.99 If the officer used the warrant as a pretext to search
91 Id.

92 United States v. Carey, 172 F.3d 1268, 1272 (10th Cir. 1999).
93 Id. at 1273. The Tenth Circuit later clarified its holding in the following two cases:
United States v. Walser, 275 F.3d 981 (10th Cir. 2001) and United States v. Campos, 221 F.3d
1143 (10th Cir. 1999). In both of these cases, the searching officer stumbled upon child pornography while searching for other evidence within the warrant's parameters. Campos, 221 F.3d at
1145; Walser, 275 F.3d at 984-85. The officer stopped in each case and obtained a warrant to
look for further child pornography before resuming. Campos, 221 F.3d at 1145; Walser, 275 F.3d
at 984-85. The court approved of those searches as legal because the officer never converted the
search to one for evidence outside an approved warrant, as the officer sought a new warrant
authorizing the search for child pornography. Campos, 221 F.3d at 1145; Walser, 275 F.3d at 98485.
94 Carey, 172 F.3d at 1273.
95 Id.

96 Id. at n.4.
97 Id. at 1276.
98 Kerr, supra note 6, at 576-77. The Supreme Court, remember, eliminated the subjective
element in Horton.
99 Id. at 578.
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for evidence outside the scope of that warrant, the evidence discovered would not be admissible. Because the specificity requirement of
a warrant fails in the digital context, as Professor Kerr also argues,
reinserting the subjectivity element attempts to rein in the scope of
digital searches.'o Although the Supreme Court in Horton explained
that subjective intent is irrelevant in the traditional plain-view analysis, the Tenth Circuit thought it appropriate for use in the digital
context.'01
There is at least a colorable argument that the Tenth Circuit itself
seems to be backing away from its original ruling in Carey. Recently,
in United States v. Burgess, the Tenth Circuit highlighted that Carey

should be read with caution and limited to its facts, something the
court hinted at in its original opinion. 102 However, ultimately, the circuit "ha[s] not abandoned the concerns expressed in Carey" 03 and has
cited to Carey positively in many other instances.104
b.

Seventh Circuit: United States v. Mann and a Fact-Intensive
Approach

The Seventh Circuit has recently joined the Tenth Circuit by
adopting some of Carey's inadvertence requirement in United States v.
Mann.os In that case, the defendant lifeguard instructor covertly
placed a camera in the women's locker room of the facility at which he
taught.106 One of the females who used the locker room later discovered the camera and played some of the video it had recorded. 07
Unfortunately for the defendant, he recorded footage of himself
installing the camera in the locker room.108
After the victim turned the video over to the authorities, the
police obtained a warrant to search the defendant's home for "video
tapes, CDs or other digital media, computers, and the contents of said
1o Id.

101 United States v. Carey, 172 F.3d 1268, 1273 (10th Cir. 1999).
102 United States v. Burgess, 576 F.3d 1078, 1092 (10th Cir. 2009).
103 Id. at 1094.
1 See, e.g., United States v. Welch, 291 Fed. App'x. 193, 204 (10th Cir. 2008) (pointing out
that even though the court explained Carey was limited to its facts, "[njevertheless, we provided
some rough guidance for those conducting [digital] searches.").
105 United States v. Mann, 592 F.3d 779 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525 (2010).
106 Id at 780.
107 Id.
108 Id.
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computers, tapes, or other electronic media, to search for images of
women in locker rooms or other private areas."109 The police seized
several computers and hard drives pursuant to the warrant."o The
next day, the defendant was arrested for voyeurism."' Two months
later, the police began their search of the defendant's computers and
hard drives and found child pornography on the first computer."12
Four months after the arrest, the police found many more images of
child pornography on subsequently searched hard drives."' The child
pornography discovered in the two searches was evidence not specifically enumerated in the warrant." 4
The defendant moved to suppress the evidence seized from the
computers, arguing that the police's search of the computer files
exceeded the scope of the warrant and was not captured via the plain
view doctrine."' The court explained the difficulty with narrowing a
search of a computer:
Undoubtedly the warrant's description serves as a limitation on what
files may reasonably be searched. The problem with applying this
principle lies in the fact that such images could be nearly anywhere on
the computers. Unlike a physical object that can be immediately identified as responsive to the warrant or not, computer files may be
manipulated to hide their true contents." 6
Because the warrant limited the search to "images of locker rooms
and other private places" and those images could be anywhere on the
computer, the child pornography the police found was within the
scope of the warrant.'" The court noted that the searching officer was
looking for "images of women," which was a type of file that he could
not search for without also "stumbling" upon the defendant's child
pornography. 18
109 Id. at 780-81.
110 Id. at 781.

Il
(2010).

United States v. Mann, 592 F.3d 779, 781 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525

112 Id.
"13 Id.
114 Id.
115 Id. at 782.

116 Id. (citing United States v. Hill, 459 F.3d 966, 978 (9th Cir. 2006)).
117 United States v. Mann, 592 F.3d 779, 782 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010).
118 Id. at 783.
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The court ultimately held that the child pornography images were
admissible under the plain view doctrine, but it did not fashion a
bright-line rule for future cases. 11 9 The court essentially proceeded by
factually distinguishing this case from Carey on two grounds. 120 First,
the court explained that the warrant in Carey authorized the search
for "documentary" evidence and not images.12' The searching officer
in Carey opened a file type that was not authorized by the warrant,
which the Mann court argued supported suppression. 12 2 Second, the
Mann court pointed out that in Carey, once the searching officer came
across child pornography, he abandoned his search for drug-dealing
evidence and began actively searching for more child pornography.12 3
In contrast, the Mann court found that the searching officer never
abandoned his initial search for voyeurism and simply stumbled upon
more and more child pornography in the course of his authorized
search.12 4
The court identified that an officer's subjective intent is "not generally relevant when assessing whether a given search falls within the
scope of a warrant . . ."125 but, paradoxically, the court still gave
weight to the fact that the officer inadvertently came across the child
pornography while searching for images of voyeurism. 126 As a result,
it is somewhat unclear what rule the Seventh Circuit would apply in
future cases. The court did make clear that two issues will be relevant
to whether an incriminating file was found in plain view and thus
within the scope of the warrant: (1) Objectively, was the "plain-view"
file the same file type as the type for which the warrant authorizes a
search? (2) Subjectively, when opening the file, was the officer looking for information authorized in the warrant or looking for something else?

119
120
121
122

See id. at 785-86.
Id. at 783-84.
Id. at 783 (citing United States v. Carey, 172 F.3d 1268, 1271, 1273 (10th Cir. 1999)).
See id. at 783-84.
123 United States v. Mann, 592 F.3d 779, 784 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010) (citing Carey, 172 F.3d at 1273).
124 Id.
125 Id.
126 Id
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c. Ninth Circuit: United States v. Comprehensive Drug Testing and
the Sub Silentio Abolition of the Plain View Doctrine in

Digital Searches127
The Ninth Circuit also recently addressed the tension between
the plain view doctrine and digital searches in United States v. Comprehensive Drug Testing. 28 The case arose from a federal investigation into the Bay Area Lab Cooperative (Balco) and its alleged
involvement in the distribution of illegal steroids to professional baseball players in Major League Baseball (MLB).12 9 The investigation
began in 2002 and over several years produced evidence that ten MLB
players received steroids from Balco.130 Comprehensive Drug Testing
(CDT) and Quest administered MLB's random drug-testing program,
which included testing for steroids.13' The government issued subpoenas to CDT and Quest seeking the testing information directly."12
Both CDT and Quest indicated that they would not comply with
the subpoenas. 33 Additionally, the Major League Baseball Players'
Association (MLBPA) made known its intent to file a motion to quash
the subpoenas. 134 Instead of waiting for a hearing on the motion to
quash, the government sought immediate warrants to search CDT and
Quest's laboratories "expect[ing] to find testing evidence at both locations .... "135 These warrants authorized the seizure of drug-testing
records of then-named Balco-connected players. 1 36 Notably, the warrant "also authorized the search of computer equipment, computer
storage devices, and-where an on-site search would be impracticable-seizure of either a copy of all the data or the computer equipment itself."1 37 If seizing the data for off-site review proved necessary,
127 The en banc hearing did not have a comprehensive facts section. Instead, it refers the
"interested reader" to the previous panel's decision. United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 993 (9th Cir. 2009) (en banc).
128 United States v. Comprehensive Drug Testing, Inc., 513 F.3d 1085, 1089 (9th Cir. 2008),
aff'd en banc, 579 F.3d 989 (9th Cir. 2009).
129
130
131
132

Id. at 1089.
Id. at 1089-90.
Id. at 1090.
Id.
133 Id.

134 United States v. Comprehensive Drug Testing, Inc., 513 F.3d 1085, 1090 (9th Cir. 2008),
aff'd en banc, 579 F.3d 989 (9th Cir. 2009).
135 Id. at 1091.
136 Id.
137 Id. at 1091-92.
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"appropriately trained personnel would review the data, retaining the
evidence authorized by the warrant and designating the remainder for
return."' 38
Among other evidence, federal agents seized a computer directory that contained all the computer files related to CDT's sports
drug-testing programs, named the "Tracey Directory."1 39 Pursuant to
the warrant's authorization, the agents copied the directory for off-site
analysis.140 Then, instead of only the computer personnel segregating
and searching the evidence as the warrant required, the government
agents involved in the case partook in the search as well.'41 While
searching through the hard drive, the government agents found a file
that had the names of over 100 non-Balco players who had also tested
positive for steroid use. 42
The government used that information to seek further warrants
to seize the specimens and records related to the new players at the
Quest laboratory.143 The government executed the warrants and the
MLBPA immediately sought the return of the evidence under Rule
41(g) of the Federal Rules of Criminal Procedure.144 The district court
judge granted the Rule 41(g) motion to return all evidence except that
of the original ten Balco players named in the first search warrant. 45
Later, another district court judge rejected the government's contention that the Tracey Directory evidence was covered by the plain view
doctrine. 46 The government appealed these Rule 41(g) rulings.

138 Id. at 1092.
139 Id.

140 United States v. Comprehensive Drug Testing, Inc., 513 F.3d 1085, 1092 (9th Cir. 2008),
affd en banc, 579 F.3d 989 (9th Cir. 2009).
141 Id. at 1111.
142 Id. at 1094.
143 Id.

144 Id. Rule 41(g) allows for a motion to return property seized in an unlawful search and
states: "A person aggrieved by an unlawful search and seizure of property or by the deprivation
of property may move for the property's return." FE1. R. CRIM. P. 41(g).
145 Comprehensive Drug Testing, 513 F.3d at 1094.
146 Id. The court spends considerable time discussing the government's disregard for the
warrant's instructions to return evidence not within the warrant's contemplation. While it is pertinent that the magistrate judge thought it necessary to impose such a restriction, it is not central
to the analysis of the holding. The government argued that the "plain view doctrine" trumped
that provision of the warrant. The appellate court disagreed, as discussed below, and admonished the government for blatantly ignoring this provision in the warrant.
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After an initial three-judge panel, the Ninth Circuit agreed to
rehear the case en banc.14 7 Upon rehearing en banc, the Ninth Circuit
rejected the government's argument that it should be able to retain
the steroid evidence of the players not named in the warrant.148 Te
government argued that it could not tell whether "data may be concealed, compressed, erased, or booby-trapped without carefully examining the contents of every file." 4 9 The government then contended
that if it discovered unrelated evidence of criminal wrongdoing while
opening files one by one, then that unrelated evidence would be in
plain view and therefore admissible for future use.'s0 As a result, the
government agents argued that the entire list of positive-testing players was seizable, even though the government agents technically violated the terms of the warrant by searching the hard drive themselves
instead of having computer personnel conduct the search."5
The court did not dispute that it was necessary to open every file
to truly know its contents. 15 2 However, the court refused to accept the
government's conclusion that, as a result, every file was in plain
view.' 53 If the government must open each file to know its contents, it
would follow that "everything the government chooses to seize will,
under this theory, automatically come into plain view."' 54 Giving the
government the keys to search for certain files on a hard drive or
server would be license to peruse every file within; a narrowly tailored
search could easily be converted into a general search.'
Further,
because the government decides exactly how much data to take offsite to search, this interpretation creates a perverse incentive for the
government to seize as much as possible.'5 6 The court explained:
Since the government agents ultimately decide how much to actually
take, this will create a powerful incentive for them to seize more
147 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 994 (9th Cir. 2009)
(en banc).
148 Id. at 998.
149 Id. (emphasis added).
150 Id. Of course, the incriminating character of the evidence must be "immediately apparent" as well. See Horton v. California, 496 U.S. 128, 129 (1990).
151 Comprehensive Drug Testing, 579 F.3d at 998-99.
152 Id. at 998.
153 Id.
154 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 998 (9th Cir. 2009)
(en banc).
155 Id. at 1005.
156 Id. at 998.
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rather than less: Why stop at the list of all baseball players when you
can seize the entire Tracey Directory? Why just that directory and not
the entire hard drive? Why just this computer and not the one in the
next room and the next room after that? Can't find a computer? Seize
the Zip disks under the bed in the room where the computer once
might have been. Let's take everything back to the lab, have a good
look around and see what we might stumble upon.'57
According to the court, this result would make a "mockery" of Fourth
Amendment safeguards.'
The court created the following complicated answer to this problem. First, when applying for a warrant, the magistrate judge should
ask the government to "forswear reliance on the plain view doctrine
or any similar doctrine that would allow it to retain data to which it
has gained access only because it was required to segregate seizable
from non-seizable data."'5 9 Second, the magistrate judge should order
that "[s]egregation and redaction must be either done by specialized
personnel or an independent third party."' 6 0 If government personnel
perform the segregation, the government personnel must agree to disclose only that evidence which is responsive to the warrant to the case
investigators.1 61 Lastly, as it relates to plain view,' 62 the court held
that the "process of sorting, segregating, decoding, and otherwise separating seizable data (as defined by the warrant) from all other data
must be designed to achieve that purpose and that purpose only."' 6 '
The government has "sophisticated hashing tools" and search protocols to help find illegal files without actually opening the files themselves.164 The court held that before the government can use those
tools, it needs specific authorization in a warrant and that permission
157 Id. (citations omitted).
158 Id.

159 Id. (emphasis added).
160 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1006 (9th Cir. 2009)
(en banc). The warrant in this case contained such a provision, which the government ignored
when it searched the hard drive. Id. at 999.
161 Id.

162 Because of the amount of abuse the court perceived in this case, the court also indicated
that warrants and subpoenas for digital evidence must disclose the actual risks of destruction of
information, must disclose any prior attempts to seize that evidence before other judges, and
must destroy or return data not within the warrant. Id. at 1006.
163 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 998 (9th Cir. 2009)
(en banc) (emphasis added).
16 Id. at 999.
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should be granted only if there is probable cause that the information
can be found on the particular hard drive. 65
3.

Breaking Down the Requirements of Comprehensive Drug
Testing

Because of the complexity of its ruling, it is necessary to analyze
the Ninth Circuit's ruling in more detail than the three other circuits.
The Ninth Circuit's first restriction asks magistrates to insist that the
government waive reliance upon the plain view doctrine. 166 The practical effect of this requirement is that the government would still be
able to sift through all of the files that it seizes. However, the government could only keep evidence specifically enumerated in the warrant.167 Simply put, if the government, having waived the plain view
doctrine, encounters evidence of wrongdoing outside the scope of its
warrant, it cannot use that evidence for any purpose.16 s
The second restriction requires the magistrate to order the intermingled information to be separated by specialized personnel or an
"independent third party" under court supervision or deny the warrant altogether.169 This rule expands upon the result of the first
restriction: the government agents only gain access to data enumerated in the warrant and are unaware of any other evidence not enumerated in the warrant.
The third restriction requires magistrates to approve specific
search mechanisms ahead of time to insure against the discovery of
unrelated information.17 0 With regard to the warrant issued in this
case, the court explained, "the search protocol must be designed to
discover data pertaining to [the original Balco] names only ... and not
those pertaining to other illegality."'
165 Id.
166 Id.

167 See Katz v. United States, 389 U.S. 347, 357 (1967) (Harlan, J., concurring) (holding
that "searches conducted outside the judicial process, without prior approval by judge or magistrate are per se unreasonable under the Fourth Amendment-subject only to specifically established and well-delineated exceptions.") The Ninth Circuit's rule abolishes the plain view
doctrine; therefore, anything found outside of the judicially approved warrant would not be
admissible.
168 See id.

169 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 998 (9th Cir. 2009)
(en banc).
170 Id.
171 Id. at 999.
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The threshold issue is clear: before a magistrate can issue a warrant for a digital search, the government must (1) forswear any reliance on the plain view doctrine while attempting to segregate seizable
from non-seizable data and (2) the magistrate must order specialized
personnel or an independent party to conduct the data sifting. 172
These restrictions effectively abolish the plain view doctrine sub silentio. It is impossible for the government to utilize the plain view doctrine to seize or even view data outside the warrant.17 3
The third restriction requires that the mode used to separate out
the seizable data "must be designed to achieve that purpose and that
purpose only."' 74 At first blush, the third restriction seems somewhat
redundant. The first two ex post restrictions effectively end any
potential harm the search could create through an automatic suppression of non-seizable evidence. If read literally, requiring that "the
search protocol must be designed to discover data pertaining to [seizable evidence] only, not to others, and not to those pertaining to other
illegality" creates a bright-line rule that may be difficult to implement.7 s Under the literal reading, the government could attempt to
fashion a protocol meant to discover only certain evidence that still
might lead to the government stumbling upon other evidence accidentally.176 Better read, this requirement means that the government
must create a search protocol that is as tailored to the warrant as possible. Because this requirement is implicit in every search, the third
restriction appears unnecessary.
The true value of the third restriction is to keep as many eyes off
non-seizable information as possible, whether those of the government agents or a court-supervised third party. Invasion of privacy
occurs even when a state actor sees a piece of irrelevant information.'7 7 Aware that it would be unable to use plain-view evidence, the
172 Id. at 998.
173 Other evidence would be seen because the 'search' would uncover it. However, the

reasonable privacy interest that a seizure would invade, the interest that led to the creation of
the plain view doctrine in the first place, would be preserved.
174 Comprehensive Drug Testing, 579 F.3d at 999.
175 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 999 (9th Cir. 2009)
(en banc).
176 Of course, if the government could fashion a perfect search ex ante, one that would only
encounter evidence the warrant approves, then there would be no plain view problem in the first
place; every investigation would be narrowly tailored to that search.
177 See Horton v. California, 496 U.S. 128, 133 (1990) (explaining that if an object is in plain
view then it does not invade a privacy interest, thus implying the inverse that if an object is not in
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government may drop the pretext of a tailored search. Instead, the
government may utilize a dragnet of an entire hard drive, looking
through every file indiscriminately, undeterred by a potential loss of
plain-view evidence. After all, "the exclusionary rule does not require
the suppression of evidence within the scope of a warrant simply
because other items outside the scope of the warrant were unlawfully
taken as well."1 78 This third restriction acts as a reminder that warrants do not authorize a general search.
II.

ANALYSIS

Although each of the four circuits addressed the plain view doctrine differently, ultimately the Ninth Circuit's approach provided the
best solution to the problem. Section A of this Part discusses why the
other three circuits' approaches and further scholarly proposals fall
short. Section B of this Part explains why the Ninth Circuit's initial
approach is correct and addresses several criticisms of the opinion.
Section C of this Part then outlines the Ninth Circuit's subsequent
history and how the court backed off its effective abolition of the plain
view doctrine, leaving the initial opinion to serve merely as a guidepost for magistrates.
A.

The Various Permutationsof Plain View Fall Short

Of the four solutions discussed above, each is based on valid reasons. The Fourth Circuit found adherence to and extension of previous Supreme Court precedent to be the proper course in the absence
of Supreme Court opinion directly on point."7 The Seventh Circuit
took a fact-intensive approach, where case-by-case analysis develops
the law, focusing on the type of files the officer opened and whether
the officer was subjectively searching for files named in the warrant.o80
The Tenth Circuit recognized that subjective intent can expand a digiplain view, then police seeing it is an invasion of a privacy interest (citing Arizona v. Hicks, 480
U.S. 321, 325 (1987); Illinois v. Andreas, 463 U.S. 765, 771 (1983))).
178 United States v. Tamura, 694 F.2d 591, 597 (9th Cir. 1982) (citing United States v. Daniels, 549 F.2d 665, 668 (9th Cir. 1977)).
179 United States v. Williams, 592 F.3d 511, 523 (4th Cir. 2010), petition for cert. filed,
(U.S. June 17, 2010) (No. 09-11474).
U.S.L.W.
180 United States v. Mann, 592 F.3d 779, 783-84 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010).
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tal search and decided to reinsert that inquiry into the analysis.'s1
Scholars have also addressed the problem and proposed other wellreasoned solutions. However, for reasons argued in this section, each
of these approaches fails to achieve the proper solution to the
problem.
1. The Fourth, Seventh, and Tenth Circuits Do Not
Adequately Address or Solve the Problem
The Fourth Circuit argued that no special rules are required'8 2
because the traditional rules translate well into the digital world."' In
practice, however, that approach fails to keep a tailored search from
becoming a general one. Classifying a computer as a "container" and
its data as "files" authorizes a general search in a way that a physicalworld warrant does not. Once inside the computer "container," the
government has access to millions of intermingled documents because
the plain view doctrine's outer limitations break down in the digital
world. If the container is an e-mail server or a network, those documents may belong to millions of others uninvolved in the investigation." This is particularly troubling because in many instances people
have no control over where or how their personal information is
stored."

For example, in Comprehensive Drug Testing, there was

drug-testing information of many other sports organizations and individuals on the Tracey Directory that bore "no relationship to [the
investigation] except that they had the bad luck of having their test
results stored on the same computer as the baseball players."18 6 Thus,
an authorization to search the whole server may infringe many innocent parties' reasonable privacy interests, especially if the search is a
file-by-file search, like in Comprehensive Drug Testing. As the Ninth

Circuit explained, in a digital search every file is in plain view because
United States v. Carey, 172 F.3d 1268, 1272-73 (10th Cir. 1999).
Williams, 592 F.3d at 524. See also Clancy, supra note 41, at 195. See generally Ziff,
supra note 5, at 841 ("[C]ourts should address the novel problem of computer searches by not
treating it as a novel problem at all, but by simply applying established case law that controls the
search of personal documents.").
183 See Williams, 592 F.3d at 524. See also Clancy, supra note 41, at 195.
184 Kerr, supra note 6, at 556.
185 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1005 (9th Cir. 2009)
(en banc).
186 Id.
181

182
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investigators generally do not know a file's contents until they open
the file.) 7
Under the Fourth Circuit approach, every search is similar to the
Empire State Building hypothetical-an authorization to look into
any door without concern for what lies on the other side or to whom it
belongs. Every search is a general search because the traditional
restraints on the plain view doctrine-the particularity requirement
and the requirement that police can only look in spaces large enough
to hold the evidence-are undermined by the fact that data is not confined to physical spaces. A "special approach" to digital searches is
needed.
Carey's reinfusion of the Coolidge subjective intent factor is an
alternative approach to the problem, which both the Tenth and Seventh Circuits have adopted in some form.' 88 Because digital searches
run the risk of becoming general searches, there is a heightened concern that government agents will conduct pretextual searches.18 9 If the
aggrieved party can prove that the government officer was using the
warrant as a pretext for another search, the government officer has an
incentive to stay within the parameters of the warrant. Although this
rule may seem attractive, the Supreme Court disfavors the inclusion of
a subjective factor in the analysis because, in its opinion, even-handed
law enforcement rests better upon objective inquiries.o90 As the
Supreme Court sees it, a subjective inquiry is problematic because it
attempts to define the parameters of a valid search by the searcher's
thoughts and not by the actual object of the search.' 9' It is difficult to
prove the state of mind of a government agent.192 As the Fourth Circuit itself specifically pointed out in Williams, it is difficult to square
Carey (and now Mann) with the Supreme Court's precedent in

Horton.193
187 Id.
188 United States v. Mann, 592 F.3d 779, 783-84 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010); Carey, 172 F.3d at 1270.
189 Kerr, supra note 6, at 567-68.
190 Horton v. California, 496 U.S. 128, 139 (1990).
191 Ziff, supra note 5, at 861.
192 See Kerr, supra note 6, at 578.
193 United States v. Williams, 592 F.3d 511, 523 (4th Cir. 2010), petition for cert. filed,
U.S.L.W. - (U.S. June 17, 2010) (No. 09-11474). Mann was decided the day before Williams,
so the Fourth Circuit only addressed Carey. Had the Seventh Circuit's opinion in Mann been on
the books, the Fourth Circuit undoubtedly would have disapproved of Mann as well.
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To the extent that the Seventh Circuit looks to the type of file the
officer opens to see if it is the file type the warrant authorizes, the
ruling seems an effective check on plain view. File types provide the
particularity requirement generally lacking in digital searches.
Whereas the physical-world container can define the limits of an
authorized search, file types can theoretically define the limits of a
digital search. A stolen television cannot be in a dresser drawer where
drugs are found; thus, the drugs hidden in the drawer are not in plain
view. Similarly, digital documents outlining tax fraud, for example,
cannot be within a picture file found to be a piece of child pornography when opened by police; the child pornography photo would not
be in plain view under the Seventh Circuit's rule. Yet this approach
breaks down. As scholars and courts have highlighted, file extensions
can be changed and files encrypted, making it almost impossible to
know a file's contents until it is opened.1 94 In fact, the Seventh Circuit
admitted as much in Mann. 195 Therefore, a government agent cannot
know whether a file is a document outlining tax fraud prior to opening
it or a picture file containing child pornography, once again putting
the child pornography photo in plain view. Accordingly, both the subjective inquiry into the officer's intent while searching and the objective inquiry into what files he is opening are inadequate limits on plain
view.
2. Other Proposed "Special Approaches" to the Plain View
Problem
Scholars have proposed other "special approaches" for the plain
view doctrine in digital searches. One such approach would have
magistrates attempt to use ex ante restrictions on digital searches to
properly tailor digital searches.196 Because the government cannot
discern with particularity where on a hard drive or in what kind of file
evidence may be, a magistrate could narrow the search by determining
beforehand the steps by which the hard drive should be searched.
However, this would prove a tedious and likely impossible task.197
194 See, e.g., United States v. Williams, 592 F.3d 511, 522 (4th Cir. 2010), petition for cert.
filed, - U.S.LW. (U.S. June 17, 2010) (No. 09-11474); Kerr, supra note 6, at 545.
195 See United States v. Mann, 592 F.3d 779, 782-83 (7th Cir. 2010), cert. denied, 130 S. Ct.
3525 (2010).
196 Kerr, supra note 6, at 571-75. Kerr ultimately rejects the ex ante approach for reasons
stated below.
197 Clancy, supra note 41, at 211-12.
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Computer forensics is a dynamic process.198 As one court put it,
"[gliven the numerous ways information is stored on a computer,
openly and surreptitiously, a search can be as much an art as science."1 99 Different operating systems, software, varying file types, and
methods of hiding the files make an ex ante determination of what
search process is reasonable very problematic.20 0 Different search
tools have different features, and it is difficult to ascertain what sort of
search is needed before the search actually begins: "[T]he forensics
process is a bit like surgery: the doctor may not know how best to
proceed until he opens up the patient and takes a look."20 1 Further,
although textual keyword searches may assist in finding incriminating
document files, they are useless in finding photographic or video evidence stored on a hard drive.2 02 Because of these difficulties, magistrates are ill-equipped at choosing and approving the best search
method.2 03 Furthermore, computer searches require hundreds of
steps.2 04 A magistrate cannot take on the enormous burden of overseeing each step to determine whether it was reasonably conducted.20 5
It should also be noted that the Supreme Court is hesitant to
allow ex ante judicial decisions: "[I]t is generally left to the executing
officers to determine the details of how best to proceed with the performance of a search authorized by a warrant." 2 06 The judiciary does
not determine the way a search should be implemented; the judiciary
instead decides whether the selected method of search was reasonable
after the fact. 207
198 Kerr, supra note 6, at 575.
199 United States v. Brooks, 427 F.3d 1246, 1252 (10th Cir. 2005) (citing United States v.
Carey, 172 F.3d 1268 (10th Cir. 1999)).
200 Kerr, supra note 6, at 575.
201 Id.

202 Clancy, supra note 41, at 212-13 (quoting Susan W. Brenner & Barbara A. Frederiksen,
Computer Searches and Seizures: Some Unresolved Issues, 8 Micin. TELECOMM & TEcii. L. REv.
39, 60-62 (2002)).
203 Kerr, supra note 6, at 575.
204 Id. at 576.
205 Id.

206 Dalia v. United States, 441 U.S. 238, 257 (1979). See also United States v. Brooks, 427
F.3d 1246, 1251-52 (10th Cir. 2005) (rejecting the defendant's argument that the government is
required to describe a specific ex ante search methodology).
207 Kerr, supra note 6, at 571 (interpreting Dalia, 441 U.S. at 257). See also Aaron Seiji
Lowenstein, Note, Search and Seizure on Steroids: United States v. Comprehensive Drug Testing
and Its Consequences for Private Information Stored on Commercial Electronic Databases, 6
CARDOZO Pun. L. POL'Y & E'rulcs J. 101, 110-11 (2007) (explaining that most courts disfavor
instructing the government on how to conduct an investigation (citing Brooks, 427 F.3d at 1251
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As another alternative, some hypothesize that the plain view doctrine's applicability should hinge on the type of crime being investigated.20 8 This approach ensures that the government interest that
counters the invasion of privacy is a compelling one.209 It would also
put to rest fears of those who are wary of abolishing the plain view
doctrine because of the type of crimes that the doctrine sometimes
helps to prosecute. 210 For a parallel example of this approach, the
Federal Rules of Evidence prohibit the use of character evidence to
prove the defendant acted in conformity with that character.21 1
Despite this prohibition, the Rules realize that sexual predators are
particularly heinous defendants, and so the Rules have an exception
allowing character evidence to be brought against those previously
convicted of sexual crimes. 212 However, a rule that applies to some
crimes and not others is difficult in application as well. Determining a
bright-line distinction between the crimes to which the doctrine would
or would not apply is more a legislative decision than a judicial one.213
Without a bright line, determining the doctrine's applicability would
be a very murky inquiry; what may seem serious in one instance may
not in another.2 14
One commentator advocates for a rule that (1) balances society's
interest against (2) the strength of the privacy interest the defendant
has in the information.2 15 That is, the scales would tip toward allowing
the plain view doctrine when the government is searching a "personal
photo album" but would be barred when searching "medical records,"
because defendants have a higher privacy expectation interest in the
("[W]e disagree with Brooks that the government was required to describe its specific search
methodology.")).
208 Andrew Vahid Moshirnia, Note, Separating Hard Fact from Hard Drive: A Solution for
Plain View Doctrine in the Digital Domain, 23 HARV. J.L. & TEcii. 609, 626 (2010). See also
William Stuntz, Local Policing After the Terror, 111 YALE L.J. 2137, 2184-85 (2002) (arguing that
one way to regulate intrusive searches is to allow them, but only allow the evidence discovered
to be admitted in grave cases).
209 Kerr, supra note 6, at 580.
210 Many plain-view digital cases concern child pornography, a chilling crime to be sure.
See United States v. Hill, 459 F.3d 966 (9th Cir. 2006); United States v. Carey, 172 F.3d 1268
(10th Cir. 1999).
211 FED R. EVID. 404.
212 FED R. EviD. 413-15.

213 See Kerr, supra note 6, at 581.
214 See id. at 581-82.
215 Moshirnia, supra note 208, at 627.
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latter.2 16 According to Professor Kerr, this solution fails because there
will always be pressure for the courts to err on the side of allowing the
doctrine to apply. 217 Holding that plain view evidence is admissible in
a particular, fact-driven case would not be a difficult task for courts to
accomplish. It is relatively simple to downplay a criminal's privacy
expectation interest while exaggerating the severity of a crime. Inevitably, courts will whittle down any bar that would be created by a
balancing test and, again, the plain view doctrine would swallow the
rule. Courts would again be faced with the original problem. Even if
the courts did not err on the side of allowing the doctrine to apply,
without a legislative mandate, the courts lack guidance on when or
whether to apply the doctrine. This would only lead to inconsistent
application of the proposed solution and ultimately to differing law in
different circuits. As a practical matter, such a rule also provides little
to no guidance to the officers in the field. It would be difficult for
field officers to determine whether evidence is seizable or not. Such a
determination would require the police to guess ex ante how a court
would balance the severity of the crime against the privacy expectation interest, an undesirable result.
Another commentator proposes that Congress should fashion
rules to solve the digital search problem.2 18 Citing Congress's flexibility in addressing the ever-changing digital world, Lily Robinton argues
that the legislature should pass a statute that would rein in digital
searches while attempting to protect the privacy interests of the individual and especially third parties. 2 19 Although such a proposal is
admirable, it is unlikely to succeed in practice. It would be difficult to
get such a nuanced procedure through Congress. Elected officials are
not as familiar with these issues as those living and working under
Article III. Further, such a bill would be difficult to pass because its
supporters could easily be portrayed as "soft on crime," giving election fodder to political opponents. And, even if a statute is passed,
there is no guarantee it will be uniformly applied, which Robinton
says is an important reason to create statutory rules in the first
216 Id. at 629.

217 See Kerr, supra note 6, at 581 (explaining that there would be pressure to whittle down
such a rule if it were created by Congress).
218 Lily R. Robinton, Courting Chaos: Conflicting Guidance from Courts Highlights the
Need for Clearer Rules to Govern the Search and Seizure of Digital Evidence, 12 YALIE J.L. &
TECI. 311, 341-42 (2010).
219 Id. at 341-43.
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place. 220 For example, Congress attempted a similar statutory scheme
aimed at protecting privacy where the Fourth Amendment failed to do
so by passing Title III of the Omnibus Crime Control and Safe Streets
Act of 1968.221 Title III's lack of clarity regarding its exclusionary rule
led to a split among the circuits not only with respect to the exclusionary rule itself, but to its variations and nuances as well.222 Accordingly, there is no guarantee that a statutory solution to such a nuanced
problem would be effective, even if it were to pass Congress.
B.

The Ninth Circuit's Proposed Three-PartSolution

The Ninth Circuit proposed a three-part solution to the plain
view doctrine in digital searches, which now serves as a guidepost for
the circuit. This solution, albeit unorthodox, is the best judicial remedy that has addressed the problem. Because computers are capable
of containing massive amounts of information, they are better characterized as warehouses instead of file cabinets.223 Numerous problems
distort the traditional plain view doctrine's application to digital
220 Id. at 315 (explaining that the Comprehensive Drug Testing ruling has "underscored the
need for a uniform set of rules that successfully balances individual privacy concerns against
legitimate law enforcement issues") (emphasis added).
221 18 U.S.C. § 2515 (2006).
222 Id. The statute reads: "Whenever any wire or oral communication has been intercepted, no part of the contents of such communication and no evidence derived therefrom may
be received in evidence in any trial . . . ." Read literally, the statute excludes from evidence any
wire or oral communication, regardless of whether the evidence was procured by police or a
private third party. In United States v. Vest, 813 F.2d 477, 481-82 (1st Cir. 1987), the court held
that the plain text of the statute did not allow for an exception analogous to the third party,
"clean hands" exception under the Fourth Amendment. However, in United States v. Murdock,
63 F.3d 1391, 1401-04 (6th Cir. 1995), the court looked to the legislative history behind the act,
which indicated that the statute was to be applied consistently with Fourth Amendment jurisprudence, and concluded that the Fourth Amendment's third-party exception should apply to the
statute as well. As a result, even though the statute was created to fill in perceived privacy gaps
left open by the Supreme Court's Fourth Amendment jurisprudence related to technology, at
least one circuit refused to uphold the new statutory protections in favor of the baseline Fourth
Amendment. See Brendan Coffman, Using Clean Hands to Justify Unclean Hands: How the
Emergency Exception Provision of the SCA Misapplies an Already Controversial Doctrine,
N.Y.U. IP AN)

ENTERTAINME-NT LAW Li-DGER, Apr. 26, 2010, http://ledger.nyu-ipels.org/2010/

04/26/using-clean-hands-to-justify-unclean-hands-how-the-emergency-exception-provision-ofthe-sca-misapplies-an-already-controversial-doctrine/#more-410.
223 Kerr, supra note 6, at 533. Indeed, one student remarked that his casenote contained
79,000 characters, each of which was one byte of data. On a 100 gigabyte hard drive, that 33
page paper could be replicated 1.3 million times. G. Robert McLain, Jr., Note, United States v.
Hill: A New Rule, But No Clarity for the Rules Governing Computer Searches and Seizures, 14
GEO. MASON. L. R-v. 1071, 1071 n.3 (2007).
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searches. Many people can store information on a single, shared hard
drive or server.224 Subjective intent can easily subvert the particularity
requirement. 2 25 Digital searches are typically conducted off-site without time restrictions.2 26 It is difficult to ascertain what is inside a file
until it is opened. As the Ninth Circuit explained, the "pressing need
. . . for broad authorization to examine electronic records ... creates a

serious risk that every warrant for electronic information will become,
in effect, a general warrant, rendering the Fourth Amendment

irrelevant." 227

The abolition of the plain view doctrine, which the Ninth Circuit's
proposed solution effectively accomplished with its first two criteria,
guarantees the type of protection the Fourth Amendment requires.
An unscrupulous government agent no longer has an incentive to
broaden his search beyond the particularity of the warrant because a
broader search cannot bear any fruit. Further, third parties who store
their information on e-mail servers or company hard drives need not
worry about their privacy interests because the Ninth Circuit's third
restriction puts their information out of government agents' reach.
And the search remains focused on what is important-the approved
seizable evidence. Abolishing the plain view doctrine, although seemingly a radical solution, is currently the most effective proposal to rein
in the doctrine's breakdown in digital searches and restore constitutionality. Although he does not expressly advocate for the doctrine's
abolition, Professor Kerr reluctantly explains that abolition "is an
imperfect answer, to be sure, but it may be the best available rule." 2 28
Given that the courts themselves have identified this peculiar problem
with the plain view doctrine,2 29 courts should act as the Ninth Circuit
did and abolish the doctrine's application to digital searches.
The Ninth Circuit's proposed solution is not without its detractors, two of whom wrote concurring and dissenting opinions in the
224 Kerr, supra note 6, at 556.
225 See United States v. Carey, 172 F.3d 1268, 1273 (10th Cir. 1999).
226 Kerr, supra note 6, at 569.
227 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1004 (9th Cir. 2009)
(en banc).
228 Kerr, supra note 6, at 583-84. See also RayMing Chang, Why the Plain View Doctrine
Should Not Apply to Digital Evidence, 12 SUFFOLK J. TRIAL & App. Aovoc. 31, 65 (2007).
229 United States v. Mann, 592 F.3d 779, 782 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010); United States v. Williams, 592 F.3d 511, 522 (4th Cir. 2010), petition for cert. filed,
U.S.L.W. - (U.S. June 17, 2010) (No. 09-11474); United States v. Comprehensive Drug
Testing, Inc., 579 F.3d 989, 998 (9th Cir. 2009) (en banc).
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case in which it was set forth. Judge Callahan acknowledged in her
opinion that the majority's ruling effectively ended the plain view doctrine in digital searches without expressly saying so. 230 Her first criticism is that the majority does not rest its ruling on citations to either
Ninth Circuit or Supreme Court case law, but instead seems to create
a new bright-line rule without any support.23 1 Judge Bea points this
out in his opinion as well.2 32 Both judges would have preferred a more
measured approach instead of a bright-line rule.233 Judge Callahan
writes, "[R]ather than adopting this efficient but overbroad approach,
the prudent course would be to allow the contours of the plain view
doctrine to develop incrementally through the normal course of factbased case adjudication." 2 34 Judge Bea posits that the court's new rule
"goes against the grain of the common law method of reasoned decisionmaking, by which rules evolve from cases over time." 2 35 This
approach, he argues, is especially prudent in digital searches, where "a
dotcom start-up company may well create software next week or next
month that can accurately search through electronic storage media to
report only the handful of files most likely responsive to a warrant." 23 6
Professor Kerr calls this software the "Perfect Tool." 237 A program
such as the "Perfect Tool" would drastically narrow a search to only a
few potentially incriminating files by providing the particularity principles currently lacking in digital searches.23 8 Clearly, such a program
would protect the individual's privacy interest by keeping the plain
view doctrine from expanding the search's scope.
Further, Judge Callahan is troubled by the majority's requirement
that third parties segregate computer data.23 9 Judge Callahan argues
"this new ex ante restriction on law enforcement investigations also
230 United States vs. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1013 (9th Cir. 2009)
(Callahan, J., concurring in part and dissenting in part).
231 Id.

232 Id. at 1017 (Bea, J., concurring in part and dissenting in part). Judge Bea concurred in
the judgment but rejected the majority's new guidelines for digital searches.
233 Id. at 1013, 1018 (Callahan & Bea, JJ., concurring in part and dissenting in part).
234 Id. at 1013 (Callahan, J. concurring in part and dissenting in part).
235 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1018 (9th Cir. 2009)
(Bea, J., concurring in part and dissenting in part) (en banc).
236 Id. at 1019.

237 Kerr, supra note 6, at 570.
238 Comprehensive Drug Testing, Inc., 579 F.3d at 1019-20 (Bea, J., concurring in part and
dissenting in part).
239 Id. at 1013 (Callahan, J., dissenting).
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raises practical, cost-related concerns." 2 40 Investigators would have to
create an in-house department or use third-party, nongovernmental
consultants, both undesirable and expensive options.2 41
These criticisms are all well taken. Perhaps the strongest is Judge
Callahan's final critique on the third-party protocol. There is no
doubt that the third-party protocol option would increase costs for the
investigators, whether in the form of creating a new department or
outsourcing to nongovernmental entities.24 2 However, respectfully,
constitutional concerns should not be decided based on the costs they
might incur. For example, the Supreme Court recently placed a significant burden on the states in Melendez-Diaz v. Massachusetts when it
held that a defendant's Confrontation Clause rights are violated when
a lab analyst's findings are presented via an affidavit instead of live,
in-court testimony.2 43 As a result, states are now required to have
their laboratory analysts available to testify in court, forcing states to
hire more analysts to accommodate the increased court appearances.244 Importantly, the majority found in Comprehensive Drug
Testing that the Fourth Amendment requires these procedures to
insure its protections; increased costs should not alter that ruling. 245
As Judge Bea and Judge Callahan correctly point out, the majority neither cited nor paid lip service to previous Supreme Court interpretations of the plain view doctrine. 24 6 Bright-line rules in an
incremental common law system are understandably disfavored.
However, as the majority explained, the Fourth Amendment has been
rendered irrelevant in digital searches because of the plain view doc240
241

Id
Id.

242 Id.

243 Melendez-Diaz v. Massachusetts, 129 S. Ct. 2527, 2532 (2009).
244 Id. Justice Kennedy criticized the ruling in his dissent based in part on the cost the
ruling imposed on the states. Id. at 2550 (Kennedy, J., dissenting). For an excellent discussion of
the costs that Melendez-Diaz has imposed on states, see Brad Hines, Note, Melendez-Diaz v.
Massachusetts: Forcing America to Pay the Premium Pricefor the Nation's New Confrontation
Clause, 21 Gino. MASON U. Civ. Rrs. L.J. 123 (2010). The Hines article is being published concurrently with this article in Volume 21, Issue 1 of this journal.
245 See United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1004 (9th Cir.
2009) (majority opinion) ("This pressing need ... for broad authorization to examine electronic
records . . . creates a serious risk that every warrant for electronic information will become, in
effect, a general warrant, rendering the Fourth Amendment irrelevant").
246 Id. at 1007-08 (Bea, J., concurring in part and dissenting in part); Id. at 1013 (Callahan,
J. concurring in part and dissenting in part).
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trine.247 Seeing the need to curtail these invasions, the Ninth Circuit
acted swiftly with bright-line rules. Respectfully, Judge Bea's proposition that the "Perfect Tool" may be invented misses the problem that
the tool does not exist today.24 8 Of course, a tool that uncovers only
evidence that is likely responsive to a warrant would most certainly be

constitutional, as it would be analogous to a drug dog that is only
capable of discovering unlawful conduct. 249 Today, however, the "Perfect Tool" does not exist. Nothing would prevent the Ninth Circuit
from reversing its decision as soon as someone invents such a tool. In
the interim, the new procedures could act as a placeholder, protecting
against Fourth Amendment violations until the "Perfect Tool"

arrives. 250

247 See id. at 1004 (majority opinion).
248 For example, in Mann, the searching officer used a forensic tool that alerted the officer
if a computer had any files known to be unlawful which were discovered previously in other
cases. United States v. Mann, 592 F.3d 779, 781 (7th Cir. 2010), cert. denied, 130 S. Ct. 3525
(2010). That tool identified four unlawful images on the defendant's computer without the
officer having to first open the files to check their contents. Id. But the tool did not locate many
other images of child pornography on the computer or two videos from the locker room. Id.
Those files had to be opened manually, one by one to discover their contents. Id. While the tool
did work for the four images, it failed to discover much of the criminal evidence on the computer, a far cry from the "Perfect Tool." See id; see also Kerr, supra note 6, at 570.
249 Illinois v. Caballes, 543 U.S. 405, 409 (2005). See also United States v. Place, 462 U.S.
696, 706-07 (1983). Drug-sniffing dog searches are constitutional because dogs are only capable
of discovering unlawful conduct and thus do "not implicate legitimate privacy interests." Caballes, 543 U.S. at 409.
250 This analysis does not address an issue some commentators have discussed immediately
after the Comprehensive Drug Testing ruling. At first blush, the court appeared to be operating
under its supervisory powers because it directed the magistrates when and how to issue warrants.
See Comprehensive Drug Testing, Inc., 579 F.3d at 1006-07. Circuit courts cannot use their
supervisory powers as a way around constitutional limitations, or, in other words, as a substitute
to Fourth Amendment restrictions. C. Douglas Ferguson, Should the End Justify the Means?
United States v. Matta-Ballesteros and the Demise of the Supervisory Powers, 21 N.C. J. INr'L L.
& Com. REG. 561, 575 (1996) ("[T]he Court announced that the supervisory powers could not be
utilized to make an end-run around Constitutional limitations, especially where the result would
mean suppressing reliable evidence." (citing United States v. Payner, 447 U.S. 727, 734-35
(1980))). The Ninth Circuit did not cite the Fourth Amendment directly nor did it look to much
Fourth Amendment jurisprudence in its original en banc opinion. Comprehensive Drug Testing,
579 F.3d at 1017 (Bea, J., concurring). As a result, it can be argued that the rules set forth for the
magistrates in this case were supervisory and acted as a substitute for the Fourth Amendment.
However, in its concluding thoughts, the court indicated that it created these rules because the
"pressing need for broad authorization to examine electronic records ... creates a serious risk
that every warrant for electronic information will become, in effect, a general warrant, rendering
the Fourth Amendment irrelevant." Comprehensive Drug Testing, 579 F.3d at 1004 (emphasis
added). The court further explained that these rules were crucial to protect the privacy that is
"at the heart of the Fourth Amendment" and explained that they were an update of United
States v. Tamura, a 1982 case dictating the Ninth Circuit interpretation of Fourth Amendment
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Subsequent History: The Ninth Circuit Abrogates the New
Guidelines

Unfortunately, the Ninth Circuit's proposed solution to the plain
view doctrine in digital searches was short lived in its role as the law of
the circuit. In a subsequent en banc decision a little more than a year
later, the Ninth Circuit refrained its ruling.25 1 Although much of the
opinion remained the same, the court notably excluded the magistrate
protocols which had effectively abolished the plain view doctrine.2 52
At its core, the original en banc opinion was simply a ruling that government agents had violated the search warrant's parameters. But
because the court was concerned with the broader danger that the
plain view doctrine posed in digital searches, the court created clear
magistrate protocols that rectified the plain-view problem. 25 3 Technically, those protocols were not required to resolve the issue before the
court. 2 54 As a result, in the second en banc opinion the court could
(and did) neatly withdraw the protocols and reissue a substantially
similar opinion, resolving the issues before it and leaving the plain
view doctrine issue unresolved.
The original protocols reemerge in Judge Kozinski's concurring
opinion to the second en banc opinion, where he reiterates them not
as requirements, but as "guidance [that] will significantly increase the
likelihood that the searches and seizures of electronic storage that
requirements for intermingled document seizures. Id. at 1006. See United States v. Tamura, 694
F.2d 591, 594-98 (9th Cir. 1982). As a result, it seems clear that the opinion implemented the
magistrate procedures to preserve protections that the Fourth Amendment requires, and not
simply as a substitute for the Fourth Amendment. See Comprehensive Drug Testing, 579 F.3d at
1006-07.
251 United States v. Comprehensive Drug Testing, Inc., No. 05-10067, 2010 WL 3529247
(9th Cir. Sept. 13, 2010) (en banc) (per curiam). At the date of publication, the new en banc
opinion had yet to be placed in the Federal Reporter.
252 Compare id. at *6-8, with United States v. Comprehensive Drug Testing, Inc., 579 F.3d
989, 998-1001 (9th Cir. 2009) (en banc).
253 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 998-1001 (9th Cir.
2009) (en banc).
254 Id. at 1012-13 (9th Cir. 2009) (Callahan, J. dissenting). There is an argument that the
Ninth Circuit's original en banc opinion is an advisory one because the new magistrate rules
were not necessary to decide this case, which would make them dicta. However, the Ninth Circuit considers dicta as binding in some instances: "[Wihere a panel confronts an issue germane to
the eventual resolution of the case, and resolves it after reasoned consideration in a published
opinion, that ruling becomes the law of the circuit, regardless of whether doing so is necessary in
some strict logical sense." United States v. Johnson, 256 F.3d 895, 914 (9th Cir. 2001). The original en banc opinion could have been one such case.
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[magistrates] authorize will be deemed reasonable and lawful." 255
Unfortunately, the protocols are no longer binding and are merely
available as a guidepost to magistrates.2 56
Of note in the new opinion, the en banc court did not withdraw
its concerns related to the plain view doctrine.257 Its new "Concluding
Thoughts" section, which eloquently outlines the plain-view problem
in digital searches, is substantially similar to the same section in the
first en banc opinion.2 58 In fact, the court repeats its concern that
"[t]here is no way to be sure exactly what an electronic file contains
without somehow examining its contents" and, therefore, an authorization to search one portion of a computer or server is authorization
to search the whole computer or server.2 59 What's more, "Where
computers are not near each other, but are connected electronically,
the original search might justify examining files in computers many
miles away, on a theory that incriminating electronic data could have
been shuttled and concealed there." 260 As a result, "Government
intrusions into large private databases thus have the potential to
expose exceedingly sensitive information about countless individuals
not implicated in any criminal activity, who might not even know that
the information about them has been seized and thus can do nothing
to protect their privacy. "261
Even though the second en banc opinion again accepts that the
plain view doctrine converts narrowly tailored warrants into general
searches, the court does not make an attempt to rectify the problem.
Instead of fashioning a new rule in place of the now-defunct protocols
from the first en banc opinion, the court explains that the plain-view
problem "calls for greater vigilance on the part of judicial officers in
striking the right balance between the government's interest in law
enforcement and the right of individuals to be free from unreasonable
searches and seizures."262 In other words, magistrates must conduct a
standard Fourth Amendment reasonableness test when presented
255 United States v. Comprehensive Drug Testing, Inc., No. 05-10067, 2010 WL 3529247, at
*14 (9th Cir. Sept. 13, 2010) (en banc) (Kozinski, J. Concurring).
256 Id.

257 Id. Much of the opinion is identical to the first en banc opinion.
258 Id.
259 Id. at *12.
260 Id. at *13.

261 United States v. Comprehensive Drug Testing, Inc., No. 05-10067, 2010 WL 3529247, at
*13 (9th Cir. Sept. 13, 2010) (en banc) (per curiam) (emphasis added).
262 Id. at *14.
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with a digital search warrant. The magistrate then should provide
whatever ex ante restrictions on the search as the magistrate believes
will be reasonable, a difficult proposition for digital searches as has
been previously discussed. 263 Accordingly, magistrates are free to
issue a warrant that may or may not incorporate Judge Kozinski's
guidepost protocols. Government agents can still easily utilize the
plain view doctrine to conduct general digital searches if they can convince a magistrate to approve a warrant without any plain-view
restrictions.
CONCLUSION

The difficulty of properly executing a digital search warrant without infringing on Fourth Amendment rights cannot be understated.
Four Circuits have addressed this problem differently, with the Ninth
Circuit going back and forth on the issue three times. 2 1 In the "Concluding Thoughts" sections of both its en banc opinions, the Ninth
Circuit addressed the growing problem of digital searches and- the
need to control their tendency of becoming general searches of data.
Although there is a "legitimate need to scoop up large quantities of
data, and sift through it carefully for concealed or disguised pieces of
evidence," that need should be balanced against the risk that "every
warrant for electronic information will become, in effect, a general
warrant, rendering the Fourth Amendment irrelevant." 265
The increased networking in the digital world compounds the
problem. Many people have their information stored at remote locations intermingled with others' information. As the Ninth Circuit
pointed out, in the case of web-based e-mail literally all of one's
online communications can be stored amongst billions of other very
personal e-mail messages. 266 Further, in some instances the individual
has not voluntarily turned over private information to a third-party
digital entity. For example, Google has been in the headlines for col263 See supra notes 196-207 and accompanying text.
264 The Ninth Circuit had (1) the original panel decision, (2) the first en banc opinion, and
(3) the second en banc opinion, each of which came to different conclusions as to how the plain
view doctrine should be addressed.
265 United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989, 1004 (9th Cir. 2009)
(en banc). The second en banc has the exact same language. United States v. Comprehensive
Drug Testing, Inc., No. 05-10067, 2010 WL 3529247, at *12 (9th Cir. Sept. 13, 2010) (en banc)
(per curiam).
266 Id. at 1005.
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lecting private information from unencrypted wireless networks,
information that presumably could be seized later. 267 A seizure of
Google's servers to look for incriminating information "could jeopardize the privacy of millions," privacy the owners of which did not
know was in jeopardy.268 To see an example of the magnitude of what
is at stake, one has to look no further than the seemingly simple document at issue in the Comprehensive Drug Testing litigation-a single

computer file containing a list of 104 baseball players who had tested
positive for steroids as a part of an internal Major League Baseball
investigation.2 69 The list of positive tests was ultimately found to be
the result of an unconstitutional search. 270 But that is a sore consolation for players like Alex Rodriguez, Manny Ramirez, and David
Ortiz, who thrilled fans during championship runs throughout the
2000s, but now have had their once-venerable images as the game's
best players tarnished by the search.27 1
Digital searches require a hard rule, at least until someone
invents a perfect searching program. Although the Ninth Circuit's initial en banc opinion did not expressly abolish the plain view doctrine,
its first two criteria for magistrate judges effectively accomplished just
that. The third criteria ensured that third parties' information
remained virtually unseen by authorities, an important restriction in a
networked world. The Ninth Circuit's initial rules may have made it
more difficult for the government to catch lucky breaks, but the
searches for which it has probable cause remained unaffected.
267 See Brad Stone, Google Says It Collected PrivateData by Mistake, N.Y. TIMES, May 14,
2010, at B1, available at http://www.nytimes.com/2010/05/15/business/15google.html?_r=1. During its street-view program, Google accidentally collected "snippets of private information that
people send over unencrypted wireless networks." Id. See also Comprehensive Drug Testing,
579 F.3d at 1005 ("[T]he choice about how information is stored is often made by someone other
than individuals whose privacy would be invaded by the search. Most people have no idea
[where their information is stored].").
268 Comprehensive Drug Testing, 579 F.3d at 1005.
269 Selena Roberts & David Epstein, Sources Tell SI Alex Rodriguez Tested Positive for
Steroids in 2003, SPORTs ILLUSTRATE), Feb. 7, 2009, http://sportsillustrated.cnn.com/2009/
baseball/mlb/02/07/alex-rodriguez-steroids/.
270 United States v. Comprehensive Drug Testing, Inc., No. 05-10067, 2010 WL 3529247, at
*5-6 (9th Cir. Sept. 13, 2010) (en banc) (per curiam).
271 Id. at *10 (citing Michael S. Schmidt, Ortiz and Ramirez Said to Be on 2003 Doping
List, N.Y. TIMEs, July 31, 2009, at Al; Michael S. Schmidt, Sosa Is Said to Have Tested Positivein
2003, N.Y. TIMES, June 17, 2009, at B11; Michael S. Schmidt, Rodriguez Said to Test Positive in
2003, N.Y. TIMES, February 8, 2009, at Al).
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Unfortunately, it appears that an abolition of the plain view doctrine in digital searches will have to wait. Supreme Court review of
the current split in the near future seems unlikely. Even with the
divergent circuit rulings, the Court has denied a certiorari petition
from Mann and will probably do the same for a pending petition from
Williams.272 So, although abolition of the plain view doctrine in digital
searches may be the correct course, the doctrine remains in effect in
every jurisdiction in some form. Perhaps after more courts have grappled with this issue and applied the various theories, the Supreme
Court will decide the issue with more guidance and conclude that the
plain view doctrine is unfit for digital searches. Until then, the baseball purist should refrain from leaving any unrelated incriminating evidence in the Empire State Building, and, more importantly, third
parties can only hope that government agents do not open their (digital) doors while executing the warrant for the baseball purist's crimes.

272 United States v. Mann, 130 S. Ct. 3525 (2010) (mem.) (denying cert.). At the time of
publication, the Supreme Court had not ruled on the Williams certiorari petition.

