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INTRODUCTION

It is well after midnight in the dimly-lit office where Alexander
Hamilton sits hunched over his keyboard, pounding out his latest
screed. Books-Montesquieu, Blackstone, various histories-are
strewn about the room, covering every available surface. Hamilton
pauses to finish his Red Bull and half-heartedly tosses the empty can
in the direction of the trash, narrowly missing James Madison, who is
perusing state constitutions on the couch. Startled, Madison looks up
to say something when John Jay enters the room bearing a thumb
drive. "Oh good," Hamilton says. "We're just about ready to go."
With that, Hamilton puts the finishing touches on his writing and
inserts Jay's drive into the computer's USB port. After extracting the
email addresses contained on the drive, Hamilton clicks "Send," and,
instantly, thousands of Americans find their inboxes cluttered with
another message from "Publius."
That is the scenario the Supreme Court of Virginia envisioned
when it struck down Virginia's anti-spam statute' in Jaynes v. Commonwealth of Virginia2 for being an overly-broad restriction on
speech in violation of the First Amendment.' This Note argues that
the Supreme Court of Virginia was not required to strike down the
statute for overbreadth and that the court grounded its decision in a
"fanciful hypothetical" rather than the real world evidence required
.
for a successful overbreadth challenge.
* J.D. Candidate, George Mason University School of Law, 2010; B.A., University of Virginia, 2001.
1 VA. CODE ANN. § 18.2-152.3:1 (2008).
2 Jaynes v. Commonwealth, 666 S.E.2d 303, 314 (Va. 2008), cert. denied, 129 S. Ct. 1670
(2009).
3 See id.
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Part I discusses the problem of spam and the background legal
principles of overbreadth and protection of anonymous speech relied
upon by the Supreme Court of Virginia in Jaynes. Part II provides a
summary of the Jaynes opinion. Part III examines the requirements
for a finding of "substantial overbreadth" and argues that real world

data about spam suggest that Virginia's statute was not substantially
overbroad. Part IV discusses reasons, besides those cited by the court,
that a narrow construction was not an available option, and suggests
that the General Assembly may well have had legitimate reasons for
crafting a broadly-worded anti-spam statute. Finally, Part V asserts
that the Supreme Court of Virginia could have upheld the anti-spam
statute under a time, place, and manner analysis. This Note concludes
by suggesting that anti-spam laws need not be targeted solely at commercial spam to survive constitutional scrutiny.

I.

BACKGROUND

The reasoning of the decision in Jaynes rests on three concepts:
(1) the mechanics of spam and the manner in which the Virginia statute sought to prohibit it; (2) the overbreadth doctrine; and (3) the
protection of a speaker's anonymity under the First Amendment.
This Part discusses each concept in turn.
A.

The Problem of Spam and Governmental Response

By now, nearly the entire computing world is familiar with the
problem of unsolicited bulk email, more commonly called "spam."4
Spam is the "junk mail" of the Internet, often used for advertising a
wide array of products and services, both legitimate and not. Unlike
junk mail, spam costs relatively little to send because it requires no
postage and no physical materials. Spam imposes a large cost on the
public, though, as it consumes a number of resources, such as
bandwidth for its transmission, server space for its storage, and users'
time for attending to it. Spam clogs up email inboxes and can be so
voluminous as to render an email account practically unusable. The

U.S. Internet Service Providers Association has estimated that ninety
percent of email is spam,' and one industry report estimates the cost
4 See, e.g., FEDERAL TRADE COMMISSION, Spam: Introduction, http://www.ftc.gov/spam/

(last visited Mar 17, 2010).
5 Tom Jackman, Va. Ban On Spam Is Ruled Unlawful, WASH. POST, Sept. 13, 2008, at B.
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of spain to businesses in 2009 at $130 billion worldwide, $42 billion in

the United States alone.'
Several states have responded to the growing problem of spain by
passing anti-spain legislation.' The federal government also entered
the arena by enacting the Controlling the Assault of Non-Solicited
Pornography and Marketing (CAN-SPAM) Act on December 16,
2003.8 CAN-SPAM prohibits, among other things, email-related
fraud, the transmission of false or misleading commercial email, and
misleading subject lines, and it requires that senders provide recipients the ability to opt out of future messages. 9 CAN-SPAM also
imposes labeling requirements for spain that is an advertisement or is
sexually oriented. 10 CAN-SPAM largely preempted state anti-spam
statutes, but carved out an exception allowing the states to regulate
the use of false or deceptive sender information." As the Supreme
Court of Virginia observes in Jaynes, email relies on a protocol that
requires the transmission of an IP address and a domain name for
both the sender and any recipient. 12 IP addresses and domain names
6 Ferris Research, Industry Statistics, http://www.ferris.com/research-library/industrystatistics/ (last visited Mar. 17, 2010).
7 See ALASKA STAT. § 45.50.479 (2009); ARIZ. REV. STAT. ANN. § 44-1372.01 (2009); ARK.
CODE ANN. § 4-88-603 (2009); CAL. Bus. & PROF. CODE § 17529.2 (West 2009); COLO. REV.
STAT. § 6-1-702.5 (2009); CONN. GEN. STAT. § 52-570c (2009); DEL. CODE ANN. tit. 11, § 937
(2009); FLA. STAT. § 668.603 (2009); GA. CODE ANN. § 16-9-101 (2009); IDAHO CODE ANN. § 48603E (2009); 815 ILL. COMP. STAT. 511/10 (2009); IND. CODE § 24-5-22-8 (2009); IOWA CODE
§ 716A.2 (2009); KAN. STAT. ANN. § 50-6,107 (2009); LA. REV. STAT. ANN. § 51:2003 (2009);
ME. REV. STAT. ANN. tit. 10, § 1497 (2009); MD. CODE ANN., CRIM. LAW § 3-805.1 (LexisNexis
2009); MICH. COMP. LAWS §§ 445.2503-08 (2010); Mo. REV. STAT. §§ 407.1123, 1132, 1138
(2009); NEV. REV. STAT. § 205.492 (2009); N.M. STAT. §§ 57-12-23, 24 (2009); N.D. CENT. CODE
§§ 51-27-03, 04-09 (2009); OHIO REV. CODE ANN. §§ 2307.64, 2913.421 (LexisNexis 2010);
OKLA. STAT. tit. 15, §§ 776.1-776.7 (2009); 18 PA. CONS. STAT. §§ 5903(a)(2), 7661 (2009); 73 PA.
CONS. STAT. §§ 2250.1-.8 (2009); R.I. GEN. LAWS § 6-47-2 (2009); S.D. CODIFIED LAWS § 37-246(13) (2009); TENN. CODE ANN. §§ 39-14-603, 39-14-604, 47-18-2501 (2010); WASH. REV. CODE
H§ 19.190.010-.050 (2010); W. VA. CODE §§ 46A-6G-1, 2-5 (2009); Wis. STAT. § 944.25 (2009);
WYo. STAT. ANN. §§ 40-12-401, 402-404 (2009).
8 See Jeffrey D. Zentner, Note, State Regulation of Unsolicited Bulk Commercial E-Mail
and the Dormant Commerce Clause, 8 VAND. J. ENT. & TECH. L. 477, 488 (2006).
9 Taiwo A. Oriola, Regulating Unsolicited Commercial Electronic Mail in the United States
and the European Union: Challenges and Prospects, 7 TUL. J. TECH. & INTELL. PROP. 113, 13133 (2005).
10 Id. at 133.

11 Zentner, supra note 8, at 489.
12 Jaynes v. Commonwealth, 666 S.E.2d 303, 312 (Va. 2008), cert. denied, 129 S. Ct. 1670
(2009).

An IP address is a numerical identifier typically assigned to a computer by software

running on the network infrastructure to which the computer is connected. See
TECHENCYCLOPEDIA, IP address, http://www.techweb.comlencyclopediaterm=ip+address (last
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are assigned by private organizations to registrants who pay a fee to
acquire them.'3 Because registrants are required to provide contact
information when obtaining IP addresses and domain names, it is possible to ascertain the identity of a sender by searching the records of
the registration organizations.14 Use of a false or unregistered IP
address or domain name, however, will not prevent transmission of an
email." A sender seeking to remain anonymous, therefore, can do so
by falsifying his IP address or domain name.16 It is this prospect of
falsification that the Virginia anti-spain statute sought to curtail.17
B.

First Amendment Challenges for Overbreadth

Overbreadth is a judicially-created First Amendment doctrine
whereby a party whose own speech is not necessarily protected by the
First Amendment may nonetheless challenge a statute on the ground
that it is so broad that it infringes on the constitutionally-protected
speech of others.'8 The Supreme Court of the United States disfavors
application of the doctrine and is reluctant to apply its "strong
medicine."1 9 To successfully assert an overbreadth challenge, accordvisited Mar. 17, 2010). A domain name is an organization's chosen name on the Internet,
e.g., google.com. See TECHENCYCLOPEDIA, Internet domain name, http://www.techweb.com/
encyclopedia?term=internetdomainname (last visited Mar. 17, 2010).
13 Jaynes, 666 S.E.2d at 312. In the case of personal computers, Internet service providers
(ISPs) such as Verizon or AT&T purchase blocks of IP addresses from the Internet Corporation
for Assigned Names and Numbers (ICANN), a non-profit corporation that is responsible for
IP address allocation. See, e.g., ICANN, What Does ICANN Do?, http://www.icann.org/en/
participate/what-icann-do.htmi (last visited Mar. 17, 2010). ISPs, in turn, assign IP addresses to
computers connected to their network infrastructure. Id. Interestingly, Vint Cerf, the man
widely dubbed the "Father of the Internet" has recently warned that there is a danger of running
out of IP addresses if a new system is not widely adopted. See Mike Harvey, Father of the
Internet: "Web Is Running Out of Addresses," TIMEs (U.K.), Sept. 25, 2008, http://technology.
timesonline.co.uk/tollnews/tech-andweb/article4819803.ece. Domain names are assigned in a
similar manner as private registering organizations such as Network Solutions and Go Daddy
purchase domain names from ICANN and then sell them to customers. See, e.g., ICANN, supra
note 13.
14 Jaynes, 666 S.E.2d at 312.
15 Id.
16 Id.
17 See VA. CODE ANN. § 18.2-152.3:1(A)(1) (2008) ("Any person who ... [u]ses a computer
or computer network with the intent to falsify or forge electronic mail transmission information
or other routing information in any manner in connection with the transmission of unsolicited
bulk electronic mail through or into the computer network of an electronic mail service provider
or its subscribers ... is guilty of a Class 1 misdemeanor.").
18 Richard H. Fallon, Jr., Making Sense of Overbreadth, 100 YALE L.J. 853, 858 (1991).
19 Virginia v. Hicks, 539 U.S. 113, 119-20 (2003).
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ing to the Court, "[T]he overbreadth of a statute must not only be
real, but substantial as well, judged in relation to the statute's plainly
legitimate sweep." 20 Court precedent does not reveal a concrete test
for what constitutes "substantial" overbreadth, but it has been termed

"a realistic danger that the statute itself will significantly compromise
recognized First Amendment protections of parties not before the

Court." 2 1 In other cases, the Court has held that statutes are not
overly broad where legitimate applications constitute the "vast majority" of the statute's scope 22 or where constitutionally-protected speech
reached by the statute represents only a "tiny fraction" of the statute's
sweep.23 Furthermore, the Court has required some showing by
'actual fact,' not mere potential, that the statute regulates protected
speech. 24 Recently, the Court has reaffirmed the paramount importance of the substantiality of the purported overbreadth in its
analysis.25
C.

Anonymous Speech Is Protected Speech

Given the role that anonymous pamphleteering played in the creation of the United States, it should come as no surprise that the
Supreme Court includes anonymity in the scope of First Amendment
guarantees.2 6 In McIntyre v. Ohio Elections Commission, the Court
explained the rationale for protecting a person's anonymity in the
context of political speech:
In Talley [v. California, 363 U.S. 60 (1960)], the Court held that the
First Amendment protects the distribution of unsigned handbills urg20 Broadrick v. Oklahoma, 413 U.S. 601, 615 (1973); see also Hicks, 539 U.S. at 118-19
(quoting Broadrick, 413 U.S. at 615); Fallon, supra note 18, at 863 (citing Osborne v. Ohio, 495
U.S. 103, 111 (1990) (quoting Broadrick, 413 U.S. at 615)).
21 N.Y. State Club Ass'n v. City of New York, 487 U.S. 1, 11 (1988) (quoting City Council
of Los Angeles v. Taxpayers for Vincent, 466 U.S. 789, 801 (1984)).
22 United States v. Williams, 128 S. Ct. 1830, 1844 (2008).
23 New York v. Ferber, 458 U.S. 747, 773 (1982).
24 Hicks, 539 U.S. at 122 (quoting N.Y. State Club Ass'n, 487 U.S. at 14).
25 Williams, 128 S. Ct. at 1838 ("[W]e have vigorously enforced the requirement that a
statute's overbreadth be substantial,not only in an absolute sense, but also relative to the statute's plainly legitimate sweep.") (citing Bd. of Trs. of State Univ. of N.Y. v. Fox, 492 U.S. 469,
485 (1989); Broadrick, 413 U.S. at 615).
26 See Talley v. California, 362 U.S. 60, 64 (1960) (holding that an ordinance requiring that
handbills identify their authors "would tend to restrict freedom to distribute information and
thereby freedom of expression").
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ing readers to boycott certain Los Angeles merchants who were allegedly engaging in discriminatory employment practices. Writing for
the Court, Justice Black noted that "[p]ersecuted groups and sects
from time to time throughout history have been able to criticize
oppressive practices and laws either anonymously or not at all." Justice Black recalled England's abusive press licensing laws and seditious libel prosecutions, and he reminded us that even the arguments
favoring the ratification of the Constitution advanced in the Federalist
Papers were published under fictitious names. On occasion, quite
apart from any threat of persecution, an advocate may believe her
ideas will be more persuasive if her readers are unaware of her identity. Anonymity thereby provides a way for a writer who may be personally unpopular to ensure that readers will not prejudge her
message simply because they do not like its proponent. Thus, even in
the field of political rhetoric, where "the identity of the speaker is an
important component of many attempts to persuade," the most effective advocates have sometimes opted .for anonymity. The specific
holding in Talley related to advocacy of an economic boycott, but the
Court's reasoning embraced a respected tradition of anonymity in the
advocacy of political causes. This tradition is perhaps best exemplified
by the secret ballot, the hard-won right to vote one's conscience without fear of retaliation. 27
The doctrine extends to religious speech as well; the Court has struck
down a statute requiring religious canvassers to register with a town
mayor's office, holding that such a registry is a per se surrender of
anonymity.28 Thus, the First Amendment protects not only the right
to engage in speech, but also the right to shield one's identity while
engaging in that speech.
II.

THE SUPREME COURT OF VIRGINIA'S DECISION IN JAYNES

At issue in Jaynes was the constitutionality of Virginia's antispam statute, passed by the Virginia legislature on April 29, 2003.29 In
part, the statute states:
27 McIntyre v. Ohio Elections Comm'n, 514 U.S. 334, 342-43 (1995) (citations and footnotes omitted).
28 Watchtower Bible & Tract Soc'y of N.Y. v. Vill. of Stratton, 536 U.S. 150, 167-69 (2002).
29 Zentner, supra note 8, at 479, 481.
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A. Any person who:
1. Uses a computer or computer network with the intent to falsify or
forge electronic mail transmission information or other routing information in any manner in connection with the transmission of unsolicited bulk electronic mail through or into the computer network of an
electronic mail service provider or its subscribers .

.

. is guilty of a

Class 1 misdemeanor.
B. A person is guilty of a Class 6 felony if he commits a violation of
subsection A and:
1. The volume of UBE transmitted exceeded 10,000 attempted recipients in any 24-hour period, 100,000 attempted recipients in any 30-day
time period, or one million attempted recipients in any one-year time
period..

..

The statute was intended to stiffen penalties for spammers by instituting criminal consequences, replacing the civil liability allowed under
the previous Virginia anti-spain law.31 The statute was also notable in
that, unlike the anti-span laws of several other states, it did not
expressly restrict its scope to commercial messages.32
The Supreme Court of Virginia devotes a large portion of the
Jaynes opinion to the question of whether Jaynes has standing to bring
an overbreadth challenge. This lengthy consideration is notable for
the fact that the court reverses its own ruling on the issue, decided
only a few months earlier. The Commonwealth had argued that
Jaynes could have standing to bring an overbreadth challenge only if
Virginia law permitted him to do so, and that Virginia law did not so
permit.34 The court, however, holds that the ability to bring an overbreadth challenge is part of the substantive rights guaranteed by the
First Amendment and that the Fourteenth Amendment therefore
requires that state courts entertain overbreadth challenges that could
be brought in federal court. 35 After briefly reaffirming its earlier decision that the rules of trespass, which would have taken Jaynes's
actions out of the scope of First Amendment protection, did not
30 VA. CODE ANN.

§ 18.2-152.3:1

(2008), invalidated by Jaynes v. Commonwealth, 666

S.E.2d 303 (Va. 2008), cert. denied, 129 S. Ct. 1670 (2009).
31
32
33
34
35

Zentner, supra note 8, at 480.
Jaynes, 666 S.E.2d at 313.
See id. at 313-14, rev'g 657 S.E.2d 478, 484-90 (Va. 2008); see also Jackman, supra note 5.
Jaynes, 666 S.E.2d at 308.
Id. at 310-12.
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apply, the court moves on to an examination of the anti-spam statute's
constitutionality under the First and Fourteenth Amendments. 6
The court begins its examination of the statute's constitutionality
with a discussion of some of the technical aspects of email.37 Sending
email requires the transmission of the sender's IP address and domain
name, information that does not directly identify the sender but can
be used to track down the sender's contact information. Thus, the
court concludes that the only way an email sender can remain truly
anonymous is to falsify his IP address or domain name.39 Citing U.S.
Supreme Court precedent, the Supreme Court of Virginia holds that
"the right to engage in anonymous speech, particularly anonymous
political or religious speech," is guaranteed by the First Amendment.4 0
Because the statute expressly prohibits falsifying sender information,
the court holds that it encroaches on the First Amendment right to
anonymous speech.4 1 The court likens the requirement of truthful
registration of IP addresses and domain names that results from the
prohibition on falsification to a town law requiring canvassers to register with the mayor's office, a practice the Supreme Court declared
unconstitutional in Watchtower Bible & Tract Society v. Village of

Stratton.4 2 Additionally, the court holds that the statute burdens "core
political speech" and is therefore subject to strict scrutiny.43 The court
then finds that because the anti-spam statute encompasses non-commercial bulk email, it is not narrowly tailored to protect a compelling
state interest and is therefore unconstitutionally overbroad."
The court then turns its attention to the question of substantial
overbreadth. Citing a number of U.S. Supreme Court cases, the court
accepts the Commonwealth's proposition that a statute must be sub36 Id. at 311-12. Accord Jaynes, 657 S.E.2d at 498-99 (Lacy, J., dissenting).
37 Jaynes, 666 S.E.2d at 312.
38 Id.

39 Id. The court did not examine services like Anonymouse, which anonymizes email by
routing it first through Anonymouse's server, and then anonymizes the email's sender data. See
Anonymouse Frequently Asked Questions, http://anonymouse.org/faq.html#3 (last visited Apr.
1, 2010). It seems likely, however, that such conduct would fall within the scope of the "intent to
falsify or forge" language of the anti-span law.
40 Jaynes, 666 S.E.2d at 312 (citing McIntyre v. Ohio Elections Comm'n, 514 U.S. 334, 342
(1995)).
41 Id. at 312-13.
42 Id. at 312 (citing Watchtower Bible & Tract Soc'y v. Vill. of Stratton, 536 U.S. 150
(2002)).
43 Id. at 313.
44 Id.
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stantially overbroad in comparison to its lawful applications to be
declared void for constitutional reasons. 45 Despite the Commonwealth's contention that "most" applications of the statute would not
impinge on constitutionally-protected speech, the court rejects the
Commonwealth's conclusion that the statute is not, as a result, unconstitutionally overbroad.46 Instead, the court finds that the statute
clearly prohibits "all bulk email containing anonymous political, religious, or other expressive speech," and that such a prohibition is substantial when compared to the constitutional applications of the
statute. 4 7 For instance, the court explains, if The Federalistwere published by email today, its publishers would run afoul of the anti-spam
statute.4 8 Accordingly, the court holds that the statute is substantially
overbroad and, thus, unconstitutional.4 9
Finally, the court addresses the option of narrowly construing the
anti-span statute rather than invalidating it."o The court holds that it
can narrow construction only when the advocated construction is a
reasonable reading of the statute." The court then finds that the construction sought by the Commonwealth5 2 is not reasonable and would
amount to a judicial redraft of the statute. 3 Such action, the court
rules, is not within its province.54
III. A

FANCIFUL HYPOTHETICAL: PUBLIUS AS SPAMMER

In ruling that § 18.2-152.3:1 is unconstitutional, the Supreme
Court of Virginia duly lays out the standard by which it is bound,
45 Id. at 313 (citing Virginia v. Hicks, 539 U.S. 113, 118-19 (2003); United States v. Williams,
128 S. Ct. 1830, 1838 (2008)).
46 Jaynes v. Commonwealth, 666 S.E.2d 303, 313 (Va. 2008), cert. denied, 129 S. Ct. 1670
(2009).
47
48
49
50

Id. at 314.
Id.
Id.

Id. A statute may only be declared unconstitutionally overbroad if it is "substantially
overbroad" and if the statute cannot constitutionally be construed more narrowly. See Fallon,
supra note 18, at 863 (citing Osborne v. Ohio, 495 U.S. 103, 112 (1990)).
51 Jaynes, 666 S.E.2d at 314.
52 See id. ("Such a construction according to the Commonwealth would be a declaration
that the statute does not apply to 'unsolicited bulk non-commercial e-mail that does not involve
criminal activity, defamation or obscene materials.' Alternatively the Commonwealth suggests
that we hold the statute applies only in instances where the receiving Internet service provider
'actually objects to the bulk e-mail."').
53 Id.
54 Id.
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namely that a statute is overly broad when it restricts a "substantial"

amount of protected speech when judged against the amount of
speech it properly restricts. The court cites two United States
Supreme Court decisions-Virginia v. Hicks56 and United States v.
Williams5 -in support of that proposition. In proceeding to its
imagined scenario of Publius as spammer to invalidate the statute,
though, the court ignores Hicks's empirical evidence requirement and
the Williams definition of "substantial."
The Hicks and Williams Standards

A.

In the proceedings leading up to the Hicks opinion, the Supreme
Court of Virginia had invalidated a public housing authority trespass
policy on overbreadth grounds." The policy empowered a property
manager to issue a "no-return" notice to any nonresident who visited
the property without a "legitimate business or social purpose."5 9
After receiving the notice, a person who returned to the premises
would be subject to arrest for trespass.6 0 The Supreme Court of the
United States held that the policy concerned trespass rather than protected speech, but it stated that even if the policy did implicate First
Amendment concerns, the challenger had failed to demonstrate that
the policy actually mandated issuance of no-return notices to those
engaging in protected speech.6 1 The Court said that in overbreadth
challenges, "The overbreadth claimant bears the burden of demonstrating, 'from the text of [the law] and from actual fact,' that substantial overbreadth exists." 62
Even if that language from Hicks were considered dicta, the case
cited by the Court for the "actual fact" requirement-New York State
Club Association v. City of New York 6 3-provides a strong basis for
requiring some kind of empirical evidence from the party alleging
overbreadth. In that case, the appellant association sought and was
55

Id. at 313 (citing Virginia v. Hicks, 539 U.S. 113, 118-19 (2008)).
56 Hicks, 539 U.S. at 119.
57 United States v. Williams, 128 S. Ct. 1830, 1838 (2008).
58 Hicks, 539 U.S. at 118.
59 Id. at 122-23.
60 Id.
61 Id.

62 Id. at 122 (quoting N.Y. State Club Ass'n, Inc. v. City of New York, 487 U.S. 1, 14
(1988)) (emphasis added).
63 N.Y. State Club Ass'n, 487 U.S. 1 (1988).
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denied a declaratory judgment to invalidate a law that made certain
private clubs subject to the same nondiscrimination statute that
already applied to public institutions.' The Supreme Court held that
the association's overbreadth challenge failed because the association
failed to identify those clubs that would be unable to associate freely
because of the strictures of the nondiscrimination law.65 Thus, Hicks
and New York State Club Association indicate that overbreadth challengers must be able to demonstrate that the challenged statute outlaws real world examples of protected First Amendment activity
rather than protected activity that is merely within the realm of
possibility.
The Williams decision involved an overbreadth challenge to a
federal anti-child pornography statute. The challenging party suggested that the statute's language might criminalize possession or distribution of documentary footage of atrocities such as the rape of
children by soldiers.66 The Supreme Court rejected that argument,
holding that such applications of the law could be dealt with on a caseby-case basis:
That sort of documentary footage could of course be the subject of an
as-applied challenge. The courts presumably would weigh the educational interest in the dissemination of information about the atrocities
against the government's interest in preventing the distribution of
materials that constitute "a permanent record" of the children's degradation whose dissemination increases "the harm to the child." Assuming that the constitutional balance would have to be struck in favor of
the documentary, the existence of that exception would not establish
that the statute is substantially overbroad. The "mere fact that one
can conceive of some impermissible applications of a statute is not
sufficient to render it susceptible to an overbreadth challenge." In the
vast majority of its applications, this statute raises no constitutional
problems whatever. 67
The Williams ruling was similar to New York v. Ferber,68 in which the
Court upheld a New York anti-child pornography statute against an
64 Id. at 4-8.
65 Id. at 14.
66 United States v. Williams, 128 S. Ct. 1830, 1844 (2008).

67 Id. (citations omitted).
68 New York v. Ferber, 458 U.S. 747, 748 (1982).
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overbreadth challenge using language similar to Williams in emphasizing the "vast majority" principle. As the Ferber Court wrote, "[W]e
seriously doubt, and it has not been suggested, that these arguably
impermissible applications of the statute amount to more than a tiny
fraction of the materials within the statute's reach."69 Combining the
holdings of these two cases, the rule emerges that a statute is not
overly broad where protected speech represents only a "tiny fraction"
of the law's scope and where the "vast majority of its applications" are
constitutionally sound.
B. Does Publius Spam?
If a successful overbreadth challenge requires some showing of
real world evidence that the protected speech covered by a statute
represents more than a "tiny fraction" of the law's sweep, why does
Publius enter the picture? The Supreme Court of Virginia flatly
asserts that the anti-span law "would prohibit all bulk email containing anonymous political, religious, or other expressive speech."7 0 The
court does not cite real world evidence that any such speech is occurring, though, instead relying on its imagined scenario of Publius as
spammer. Is the court providing a "fanciful hypothetical" even as it
cautions itself to avoid such a pitfall?" There are data that suggest the
court's hypothetical is not grounded in reality.
Symantec, a leading computer security software company,72 has
been issuing monthly "State of Spam" reports since January 2007 that
examine email traffic and provide data on spam by category. In
those reports, there are three categories of spam-"Political," "Spiritual," and "Other"-that might encompass the types of speech the
Supreme Court of Virginia is concerned about protecting. In the
69 Id. at 773.
70 Jaynes v. Commonwealth, 666 S.E.2d 303, 314 (Va. 2008), cert. denied, 129 S. Ct. 1670
(2009).
71 See id. (noting "the tendency of our overbreadth doctrine to summon forth an endless
stream of fanciful hypotheticals") (quoting United States v. Williams, 128 S. Ct. 1830, 1843
(2008)).
72 Symantec Corporate Fact Sheet, http://www.nortononlineliving.com/documents/
SymantecCorporateFactSheet.pdf (last visited Mar. 22, 2010).
73 Symantec, The State of Spam: Home of the Monthly Report, http://www.symantec.com/
business/theme.jsp?themeid=state-of spam (last visited Mar. 22, 2010). Previous reports are
available by clicking on "view the archive list of previous reports." Note that the link provided
for the April 2007 report is incorrect; it can be accessed at http://www.symantec.com/avcenter/
April_2007.pdf.
reference/SymantecSpamReport-
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twenty-five reports issued through January 2009, only three reports
showed any of those three categories rising to a statistically significant

proportion of spam. The October 2008 report shows that spain classified as "Political" made up 2% of all spam; in the November 2008
report, "Political" spam made up 3% of all spam; and in the December 2008 report, "Political" spain made up 2% of all span.7 4 In all
reports that were available to the Supreme Court of Virginia at the
time of the Jaynes decision, the "Political," "Spiritual," and "Other"
categories were not substantial enough to warrant attention. Even
74 SYMANTEC

MESSAGING

AND WEB

SECURITY,

THE

STATE OF SPAM:

A

MONTHLY

REPORT-OCTOBER 2008, 4 (2008), http://eval.symantec.com/mktginfo/enterprise/other
resources/b-state of spam-report_10-2008.en-us.pdf; SYMANTEC MESSAGING AND WEB SECURiTY, THE STATE OF SPAM: A MONTHLY REPORT-NOVEMBER 2008, 4 (2008), http://eval.

symantec.com/mktginfo/enterprise/other-resources/b-state-of-spam-report_11-2008.en-us.pdf
[hereinafter SYMANTEC, Nov. 2008]; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE
OF SPAM: A MONTHLY REPORT-DECEMBER 2008, 4 (2008), http://eval.symantec.com/mktginfo/
enterprise/otherjresources/b-state ofspam report_12-2008.en-us.pdf.
75 See SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY
REPORT-SEPTEMBER 2008, 5 (2008), http://eval.symantec.com/mktginfo/enterprise/other
resources/b-state of spam-report 09-2008.en-us.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-AUGUST 2008, 4 (2008), http://eval.symantec.
com/mktginfo/enterprise/other resources/b-state-of spamjreport_08-2008.en-us.pdf; SYMANTEC
MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-JULY 2008, 4
(2008), http://eval.symantec.com/mktginfo/enterprise/other resourcesb-state-of-spam-report
07-2008.en-us.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A
MONTHLY REPORT-JUNE 2008, 5 (2008), http://eval.symantec.com/mktginfo/enterprise/other
resources/b-state-of spam-report_06-2008.en-us.pdf; SYMANTEC MESSAGING AND WEB SECURrry, THE STATE OF SPAM: A MONTHLY REPORT-MAY 2008,5 (2008), http://eval.symantec.com/
mktginfo/enterprise/other-resources/b-state of spam-report-05-2008.en-us.pdf; SYMANTEC
MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-APRIL 2008, 5

(2008), http://eval.symantec.com/mktginfo/enterprise/other-resources/SpamReport_April08.pdf;
SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORTMARCH 2008, 4 (2008), http://eval.symantec.com/mktginfo/enterprise/other-resources/Spam
ReportMarch08.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A
MONTHLY REPORT-FEBRUARY 2008, 5 (2008), http://www.symantec.com/content/en/us/

2008.pdf;
enterprise/media/security-response/whitepapers/SymantecSpamReport-_February
SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-JANUARY 2008, 5 (2008), http://www.symantec.com/content/en/us/enterprise/media/securityJanuary 2008.pdf; SYMANTEC MESSAGING
response/whitepapers/Symantec-SpamReportAND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-DECEMBER 2007, 5 (2007),
http://www.symantec.com/content/en/us/enterprise/media/security-response/whitepapers/
SymantecSpamReport-_December 2007.pdf; SYMANTEC MESSAGING AND WEB SECURITY,
THE STATE OF SPAM: A MONTHLY REPORT-NOVEMBER 2007, 4 (2007), http://www.symantec.
com/contentlen/us/enterprise/media/security-response/whitepapers/SymantecSpamReportNovember_2007.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM:
A MONTHLY REPORT-OcTOBER 2007, 4 (2007), http://www.symantec.com/contentlen/us/
enterprise/media/security-response/whitepapers/Symantec Spam-Report - October_2007.pdf;
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during the height of a presidential election season in which Internet
fundraising played a central role,76 political spam represented only a
tiny fraction of overall spam. Moreover, the January 2009 report indicates that political spam returned to an insignificant figure after the
election." The vast majority of spam fit into other, more familiar categories, such as offers of prescription medications, investment opportunities, and product advertisements.7 Additionally, it is unclear
whether Symantec's criteria for spam require that email be unsolicited
to be labeled "spam." It certainly seems well within the realm of possibility that the vast majority of spam characterized as "Political"
would be requests for donations from campaigns that generate their
email lists from people who voluntarily opted in through campaign
websites." Email fitting that paradigm would not fall within Virginia's

SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-SEPTEMBER 2007, 3 (Sep. 2007), http://www.symantec.com/content/en/us/enterprise/media/securityresponse/whitepapers/SpamReport September07.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-AUGUST 2007, 3 (2007), http://www.symantec.
com/avcenter/reference/SymantecSpamReport.-_August2007.pdf; SYMANTEC MESSAGING
AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-JULY 2007, 3 (2007), http://
SYMANTEC
www.symantec.com/avcenter/reference/SymantecSpamReport_--July_2007.pdf;
MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-JUNE 2007, 3
(2007), http://www.symantec.com/avcenter/reference/SymantecSpamReport-_June 2007.pdf;
SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-MAY
2007, 3 (2007), http://www.symantec.com/avcenter/reference/Symantec
Spam_-Report_-_May2007.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY
REPORT-APRIL 2007, 3 (2007), http://www.symantec.com/avcenter/reference/Symantec_ Spam
Report_-_April_2007.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A
MONTHLY REPORT-MARCH 2007, 3 (2007), http://www.symantec.com/content/en/us/globall
SYMANTEC
media/security-response/whitepapers/SymantecSpamReport-_March_2007.pdf;
MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY REPORT-FEBRUARY
2007, 3 (2007), http://www.symantec.com/avcenter/reference/SymantecSpamReport .February_2007.pdf; SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A
MONTHLY REPORT-JANUARY 2007, 3 (2007), http://www.symantec.com/avcenter/reference/
Symantec SpamReport_-_January_2007.pdf.
76 See Matthew Mosk, Campaign Finance Gets New Scrutiny, WASH. POST, Oct. 26, 2008, at

Al.
77 See SYMANTEC MESSAGING AND WEB SECURITY, THE STATE OF SPAM: A MONTHLY
REPORT-JANUARY 2009, 4-5 (2009), http://eval.symantec.com/mktginfo/enterprise/other
resources/b-state-of spam-report_01-2009.en-us.pdf [hereinafter SYMANTEC, JAN. 2009].
78 See, e.g., SYMANTEC, JAN. 2009, supra note 77 at 4 (showing Health, Financial, and Products spam as constituting 16%, 20%, and 21%, respectively, of all spam).
79 In fact, Symantec's November 2008 report lists "offers to donate money to a political

party or political cause" as part of its definition for Political spam. See SYMANTEc, Nov. 2008,
supra note 74, at 5.
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statute, which prohibits unsolicited bulk email.so Such email also

would not fit into the court's example of the private citizen using
email as a soapbox from which to harangue unsuspecting passers-by.
Hicks, New York State Club Association, Williams, and Ferber

dictate that an overbreadth challenge requires an "actual fact" showing that protected speech makes up more than a "tiny fraction" of the
speech swept up by a statute. Real world data suggest that speech
traditionally entitled to full First Amendment guarantees is simply not
making its way to the world as spam at a level that rises above an
insignificant fraction of unsolicited bulk email. Publius therefore
amounts to nothing more than a straw man summoned by the
Supreme Court of Virginia, and should not have been invoked to
invalidate the Virginia anti-spam statute.
IV.

WHY NARROW CONSTRUCTION WAS NOT AN OPrION

A finding of no substantial overbreadth is not the only means by
which a state can defeat an overbreadth challenge. If a court may
constitutionally construe the statute more narrowly, it may apply such
a construction to save the statute." In Jaynes, the Supreme Court of
Virginia refuses to save Virginia's anti-spam statute through a narrower construction, holding that there is no reasonable reading of the
statute that supports the limiting constructions urged by the Commonwealth.82 Earlier in the opinion, though, the court does recognize that
the General Assembly's purpose was not to regulate political or religious speech, writing that "[t]here is no dispute that Code § 18.2152.3:1 was enacted to control the transmission of unsolicited com"83 If the court recognizes that the legislative
mercial bulk e-mail .
not simply limit the statute to its intended
why
intent was legitimate,
purpose? The court derives its reasonable reading rule from its opinion in Virginia Society for Human Life, Inc. v. Caldwell.'

Although

that decision has other guidelines for narrowing construction that the
court does not address in Jaynes, none of those guidelines allows for
narrow construction of the anti-spam statute.
80 See VA. CODE ANN. § 18.2-152.3:1 (2008), invalidated by Jaynes v. Commonwealth, 666
S.E.2d 303 (Va. 2008), cert. denied, 129 S. Ct. 1670 (2009).
81 See Fallon, supra note 18, at 854-55.
82 Jaynes, 666 S.E.2d at 314.
83 Id. at 313.
84

Va. Soc'y for Human Life, Inc. v. Caldwell, 500 S.E.2d 814, 817-18 (Va. 1998).
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Virginia Society involved a challenge to a law that required organizations giving money and services of any amount, or anything of
value worth more than $100 "for the purpose of influencing the outcome of an election," to report such gifts." At issue was whether the
distribution of "voter guides," which listed candidate views on certain
issues, constituted action for the purpose of influencing an election. 8 6
As part of its holding that it was reasonable to construe "influencing"
as "advocating the election or defeat of a . . . candidate," the court

cited Buckley v. Valeo, a United States Supreme Court decision that
so interpreted a similar federal statute." Because the General Assembly passed the law in question in Virginia Society after Buckley, the
Supreme Court of Virginia held that it was reasonable to construe the
Virginia statute along the same lines as the Buckley Court's interpretation of the federal statute, as the General Assembly presumably had
knowledge of Buckley and drafted its law against the backdrop of that
decision.8 8
Following the logic of Virginia Society, the Supreme Court of Virginia could have narrowed the scope of the anti-spam statute if an
earlier decision on a similar statute had given the General Assembly
reason to believe that the anti-spam statute's language would be read
in a manner similar to that of the earlier statute. The Supreme Court
of Virginia had never ruled on the 1999 version of Virginia's anti-spam

law, which defined the type of email it attempted to regulate in broad
language that was substantially similar to the 2003 version that the
court declares overly broad in Jaynes.8 9 Because the court had not
weighed in on the 1999 statute, there was no judicial precedent that
could have guided the General Assembly in drafting the 2003 statute.
Similarly, because the federal CAN-SPAM Act passed in December
2003, eight months after Virginia had passed its statute, the Supreme
Court of the United States could not have passed judgment on a similar federal anti-spam measure. 90 There was, consequently, no previous
85
86
8
88
89

Id. at 815.
Id. at 815-16.
Id. at 816-17 (citing Buckley v. Valeo, 424 U.S. 1, 80 (1976)).
Id. at 817.
See VA. CODE Am. § 18.2-152.4 (1999) ("It shall be unlawful for any person to use a
computer or computer network without authority and with the intent to . . . [flalsify or forge
electronic mail transmission information or other routing information in any manner in connection with the transmission of unsolicited bulk electronic mail through or into the computer network of an electronic mail service provider or its subscribers.").
9 See supra note 8 and accompanying text.
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decision that would have suggested to the General Assembly that its
language would be construed more narrowly than it appeared on its
face. The Supreme Court of Virginia therefore had no basis for
adopting a narrow construction on this ground.
Virginia Society also offers another avenue for narrow construction. The decision holds that if the General Assembly amends a statute after the Attorney General has provided an opinion as to his
interpretation of that statute, the court can presume that the General
Assembly intended to adopt that interpretation in the absence of an
expression of contrary legislative intent.9 1 Neither the Attorney General nor any executive agency, however, had written an opinion
regarding either version of the anti-spain statute. This route to narrow construction was therefore also unavailable. 92
Not only did the Attorney General's office not issue an opinion
that might have supported a narrow construction of the anti-spam law,
the law itself was proposed by then-Attorney General Jerry Kilgore
who said, after the court ruled in Jaynes, that the General Assembly
was aware that the law would be challenged." Is this a case of a legislature pushing the envelope to test the boundaries of its power, as
some have suggested? 94 While this seems a likely explanation, there
remains the possibility that the General Assembly recognized the
challenges that the Internet presents. Online technologies spring up
and evolve at a rate that far outstrips legislative attempts to regulate
them. By drafting a broader law, the General Assembly may simply
have been allowing for the pace at which spammers could adapt to the
statute.

91 See Va. Soc'y, 500 S.E.2d at 817.
92 The Governor's Message issued at the time of the statute's enactment states, "The statute has been carefully drafted to ensure it targets only the most egregious offenders and cannot
be applied to an innocent party who happens to send out a large mailing." Press Release, Governor of Virginia Mark R. Warner, Governor Warner Signs Toughest in the Nation Anti"SPAM" Bill (Apr. 29, 2003), available at http://web.archive.org/web/20031024012924/www.
governor.virginia.gov/PressPolicy/Releases/2003/Apr3/0429b.htm. This statement does not
strongly suggest a limited enforcement scheme, and is too vague to permit any legal conclusions.
93 Jerry Markon, After Va.'s Losses in Court, a Flurry of Finger-Pointing,WASH. PosT,
Sept. 20, 2008, at Bl; see also Steven Ginsberg & R.H. Melton, Va. Blocks Bulk E-Mailers,
WASH. PosT, Apr. 30, 2003, at B1 (stating one scholar's opinion that because spam is a form of
commercial speech protected by the First Amendment, any anti-spam law is going to face a
judicial challenge).
94 See Markon, supra note 93.
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THE TIME, PLACE,

AND

Even assuming that Virginia's anti-spam statute reaches constitutionally-protected speech, the Supreme Court of Virginia could have
upheld the statute on the grounds that it is a valid time, place, and
manner restriction on speech. Time, place, and manner restrictions
allow the government to restrict speech if the restrictions (1) advance
a significant government interest; (2) are content-neutral; and (3)
impose no undue burden or absolute prohibition on speech.9 5 Time,
place, and manner restrictions have been upheld by the Supreme
Court of the United States in cases involving noise ordinances,96 political protests, 97 and health clinic demonstrations.98 The case of Hill v.
Colorado99 provides an analogue to which the Supreme Court of Virginia could have looked in its analysis of Virginia's anti-spam law.
Hill involved a challenge to a Colorado statute regulating expressive conduct within 100 feet of the entrance to any health care facility.100 The statute provided, in part:
No person shall knowingly approach another person within eight feet
of such person, unless such other person consents, for the purpose of
passing a leaflet or handbill to, displaying a sign to, or engaging in oral
protest, education, or counseling with such other person in the public
way or sidewalk area within a radius of one hundred feet from any
entrance door to a health care facility. 101
In addressing this restriction under a time, place, and manner analysis,
the Supreme Court first addressed the question of content-neutrality,
holding that the statute was content-neutral for three reasons. 102 First,
the Court held that the statute did not regulate the content of the
speech, only some of the places in which speech might occur. 103 Next,
the Court found that the law was adopted not because of the legisla95 Clark v. Cmty. for Creative Non-Violence, 468 U.S. 288, 293 (1984) (citations omitted).
96 Ward v. Rock Against Racism, 491 U.S. 781, 803 (1989).
9 Clark, 468 U.S. at 299.
98 Hill v. Colorado, 530 U.S. 703, 730 (2000).
99 Id.
100 Id. at 707.
101 COLO. REV. STAT.

§ 18-9-122(3) (2009).
102 Hill, 530 U.S. at 719-20.
103 Id. at 719.
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ture's disagreement with any particular speech, citing the fact that the

restrictions applied equally to all demonstrators.10 4 Finally, the Court
held that Colorado's interests in providing access to health care facilities, protecting the privacy of citizens seeking health care, and providing law enforcement with clear guidelines were unrelated to the
content of the demonstrators' speech."o
Having determined that the statute advanced significant government interests and was content-neutral, the Supreme Court then held
that the statute was narrowly tailored to serve the government interests and did not unduly burden or prohibit speech. 10 6 As the Court
pointed out, the "narrowly tailored" requirement did not require that
a regulation be the least restrictive means to the government's end,
but rather only that it leave open "ample alternative channels for
communication."107 In holding that the statute did leave open such
channels, the Court placed great weight on the fact that the statute
merely prohibited approachinga person for the purpose of, for example, handing her a handbill or speaking with her."os The statute did
not prohibit, for example, a protestor from standing in one place and
speaking or offering leaflets to anyone who happened to pass by.10 9
The first step in evaluating Virginia's anti-spam law under a time,
place, and manner analysis is determining whether the statute is content-neutral. Using the criteria set forth in Hill, it is. First, just as the
statute at issue in Hill did not regulate any particular message, the
anti-spam statute does not regulate the content of spam.110 Second,
the anti-spam statute clearly applies to all senders of bulk email,
regardless of content, thereby comporting with the Supreme Court's
finding that the statute in Hill applied equally to all demonstrators,

regardless of message. Finally, the anti-spam statute serves a compel104

Id.

105 Id.
106 Id.
107

at 719-20.
at 725-26.

Id.

108 Hill v. Colorado, 530 U.S. 703, 726-27 (2000).
109 Id. at 727.
110 VA. CODE ANN. § 18.2-152.3:1 (2008), invalidated by Jaynes v. Commonwealth, 666

S.E.2d 303 (Va. 2008), cert. denied, 129 S. Ct. 1670 (2009). Furthermore, the anti-spain statute
does not call into question whether the regulation of the place of speech itself renders the statute
content-specific, as Justice Scalia's and Justice Kennedy's Hill dissents suggest. See Hill, 530
U.S. at 741-42 (Scalia, J., dissenting) (arguing that by regulating speech at health clinics, the
statute was directed at abortion-specific content); id. at 768-69 (Kennedy, J., dissenting) (same).
Spam, even including non-commercial spam, does not tend to represent a single viewpoint, as
demonstrations at health clinics arguably do.
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ling governmental interest as demonstrated by the Virginia court's
recognition of the Commonwealth's interest in curbing spain.. and
the Governor's Message issued at the statute's enactment detailing the
economic costs imposed by spam.11 2 By clearly defining unsolicited
bulk email,"' the statute provides clear guidelines to law enforcement
officials, just as the Hill statute did.
If the anti-spain statute is content-neutral, the only remaining
question is whether it is narrowly tailored to serve the government's
interest. The Supreme Court of Virginia, in its overbreadth analysis,
holds that the statute was not narrowly tailored because it restricted
political or religious spam.1 14 The proper scope of review, however, is
not the relatively limited realm of email, but the entirety of Internetbased communications. If the entire Internet is viewed as a potential
sphere of speech, then email is simply an area within that sphere, similar to the manner in which a health clinic, for example, is an area
within the larger sphere of the State of Colorado. The act of sending
an email, then, bears a close resemblance to the act of approaching an
individual in the context of the Hill statute. The Hill statute prohibits
approaching a non-consenting person, just as the anti-spain statute, by
its use of the word "unsolicited," prohibits sending email to a nonconsenting person. The "ample alternative channels" found to exist in
Hill-standing in place and engaging a person who passes by-closely
resemble other online communications options available to Publius,
such as social networking sites or blogs. Indeed, the world's news
publications are full of accounts of dissidents living under repressive
regimes and using these tools to spread information and organize in
countries like China, Syria, Morocco, Burma, Cuba, Iran, and Saudi
Arabia.115 Global Voices, a website that aggregates citizen blogs from
111

Jaynes, 666 S.E.2d at 313.
112 Press Release, Governor of Virginia, supra note 92 ("Already estimated by the Internet
industry to represent up to forty-five percent of all e-mail, spam volume is anticipated to double
in the next six months, costing U.S. businesses more than $10 billion this year and $4 billion in
lost productivity. Additionally, spam hurts the Internet Service Providers, who work continuously to police the practice, but still lose customers because of it.").
113 VA. CODE ANN.

§ 18.2-152.3:1(B).

114 Jaynes, 666 S.E.2d at 312-13.
115 See, e.g., Faiza Saleh Ambah, Saudi Activists Plan Hunger Strike to Protest Jailing of
Reformists, WASH. POST, Nov. 1, 2008, at All; Awards to Cyberdissidents Highlight Problem of
Censorship, U.S. FED. NEWS, Dec. 11, 2008, 2008 WLNR 24471669; Roger Cohen, The End of
the End of the Revolution, N.Y. TIMES, Dec. 7, 2008, at MM44; Nazila Fathi, Radical Left, Iran's
Last Legal Dissidents, Until Now, N.Y. TIMES, Jan. 20, 2008, at A3; Priyanka Joshi, "The City
Has Gone Crazy," Bus. STANDARD (India), July 19, 2008, http://www.business-standard.com/
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around the world, recently held a summit attended by people who
publish anonymous blogs in the face of government attempts at suppression. 116 Reporters Without Borders has published a handbook
that explains methods for maintaining Internet anonymity."' In 2008,
Google, which owns blogger.com (a blogging website) and youtube.com (a video website), announced that it was taking measures to
anonymize IP addresses on its server logs, in part to prevent repressive governments from having the capability to obtain that information."1 s There is also an open-source software project called Tor,
which protects anonymity on the Internet by routing traffic circuitously through a number of servers around the world.11 9 Tor's website
specifically lists political dissidents as a class of users.120 It is apparent,
therefore, that it is not necessary to use email in order to reach a mass
audience anonymously and, further, that other online technologies
may in fact be preferable to email.
As the Supreme Court of the United States held in Broadrick v.
Oklahoma, "Application of the overbreadth doctrine .

. is, mani-

festly, strong medicine. It has been employed by the Court sparingly
and only as a last resort." 12 1 By applying a time, place, and manner
analysis, the Supreme Court of Virginia could have upheld the antispam statute and avoided resorting to the "strong medicine" of overbreadth. The statute is content-neutral, advances a compelling government interest, and leaves open any number of online
india/storypage.php?autono=329052; Adam Lebor, You, Too, Can Defeat Cruel Dictators
Online, THE TIMES (London), Dec. 11, 2008, at 36; The Environment and People Power: Revolutions Coloured Green, ECONomisT, Nov. 22, 2008, at 52.
116 See GlobalVoices Citizen Media Summit 2008, http://summit08.globalvoicesonline.org/
(last visited Mar. 22, 2010); see also Evgeny Morozov, The Right to Blog: Freedom's Next Frontier, OPENDEMOCRACY, June 30, 2008, http://www.opendemocracy.net/article/the-right-to-blogfreedom-s-next-frontier.
117 See Thomas Crampton, Hide and Pique: The End User/A Voice for the Consumer, INT'L
HERALD TRIB., Sep. 24, 2005, at 21 ("Working with the French Foreign Ministry, the free expression advocacy group Reporters Sans Frontieres published a how-to guide this week for cyberdissidents.").
118 See Jeffrey Rosen, Google's Gatekeepers, N.Y. TIMES, Nov. 30, 2008, at MM50. Relatedly, Google recently stopped censoring results on its search engine in China in response to
computer attacks that the company alleged involved the Chinese government. See Ellen
Nakashima, Cecilia Kang, & John Pomfret, Google to Stop Web Censoring in China, WASH.
POST, Mar. 23, 2010, at Al; Ariana Eunjung Cha & Ellen Nakashima, Google Attack Partof Vast
Campaign, WASH. PosT, Jan. 14, 2010, at Al.
119 Tor: Overview, http://www.torproject.org/30seconds.html.en (last visited Mar. 22, 2010).
120 Id.
121 Broadrick v. Oklahoma, 413 U.S. 601, 613 (1973).
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communications channels to those who would like to use the Internet
for political or religious speech. Moreover, time, place, and manner
doctrine provides a superior framework for analyzing the constitutionality of anti-spam statutes because it permits governments to draft
flexible laws more capable of adapting to the rapidly-changing digital
landscape while leaving ample protections for speech at the core of
First Amendment concerns.
CONCLUSION

On March 30, 2009, the Supreme Court of the United States
denied the Commonwealth of Virginia's petition for certiorari in
Jaynes,'12 2 thus leaving undecided the question of whether anti-spam
laws must be targeted only at commercial speech. 123 They are not so
required, and states seeking to institute broadly-worded anti-spam
legislation should not be deterred by the Jaynes decision. At first
blush, the Supreme Court of Virginia's decision in Jaynes makes perfect sense. The plain language of the statute clearly captures protected speech in its scope, but the obvious intention of the General
Assembly was to punish people purporting to sell prescription drugs
or running Nigerian banking scams, something the court unequivocally states in its opinion. The General Assembly's intent, furthermore, addresses the reality of spam, namely that the overwhelming
majority of it is not speech entitled to full First Amendment protections. The court's envisioned scene of Alexander Hamilton being led
away in handcuffs for spamming The Federalist does not square with
reality-Publius would have blogged.

122 Virginia v. Jaynes, 129 S. Ct. 1670 (2009) (mem.) (denying cert.).
123 As the Supreme Court of Virginia notes, a number of states do limit the application of
their anti-spain laws to commercial spam. Jaynes v. Commonwealth, 666 S.E.2d 303, 313 (2008)
(citing ARIz. REV. STAT. ANN. § 44-1372.01 (2010); ARK. CODE ANN. § 4-88-603 (2009); CAL.
Bus. & PROF. CODE § 17538.45 (West 2009); FLA. STAT. § 668.603 (2009); IDAHO CODE ANN.
§ 48-603E (2010); 815 ILL. COMP. STAT. § 511/10 (2010); IND. CODE § 24-5-22-7 (2009); KAN.
STAT. ANN. § 50-6, 107 (2009); MD. CODE ANN., CoM. LAw § 14-3002 (West 2009)), cert. denied,

129 S. Ct. 1670 (2009). In Virginia, Delegate G. Manoli Loupassi introduced a bill limiting Virginia's anti-span law to unsolicited commercial bulk email, not simply unsolicited bulk email.
H.B. 1796, 2009 Gen. Assem., Reg. Sess., 2008 VA H.B. 1796; see also Virginia Spam Bills Propose Commercial Limitation, New Circumvention Provisions,E-CoM. L. DAILY (BNA), Jan. 23,
2009.

