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"In all criminal prosecutions, the accused shall enjoy the right to a
speedy and public trial ... and to have the Assistance of Counsel for
1
his defence."
"The exceptional facts of this case decidedly warrant some inquiry
into counsels' background to minimize the risk of the unauthorized
2
disclosure of classified information."
INTRODUCTION

An American is arrested by the Federal Bureau of Investigation
("FBI") and charged under a cyber security law that he never knew
existed. Unaware that he committed a crime, he is held in Department of Justice ("DOJ") custody. Prohibited from outside communication, the man turns to his counsel, the only person authorized to see
him, to discuss his detainment and explain the charges he faces. His
counsel describes the government's case, explains the defense, and
prepares for trial. However, before a trial is ordered, a federal judge
halts the proceedings. In accord with DOJ's request to protect all
classified information involved in the prosecution, the court issues a
protective order that requires counsel to obtain a government-issued
security clearance before proceeding, before discovery, or before dis* J.D. Candidate, George Mason University School of Law, 2010. The author is forever
grateful for all those that made this journey possible, including his family, friends, and law school
classmates. Also, the author extends special gratitude to his employer, Congressman James P.
Moran. whose commitment to his staff is marked by his unwavering encouragement and enthusiasm for the pursuit of higher education.
1 U.S. CONST. amend. VI ("In all criminal prosecutions, the accused shall enjoy the right to
a speedy and public trial, by an impartial jury of the State and district wherein the crime shall
have been committed, which district shall have been previously ascertained by law, and to be
informed of the nature and cause of the accusation; to be confronted with the witnesses against
him; to have compulsory process for obtaining witnesses in his favor, and to have the Assistance
of Counsel for his defence.").
2 United States v. Bin Laden, 58 F. Supp. 2d 113, 121 (S.D.N.Y. 1999).
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cussing evidence to be used against his client. The defendant's sole
advocate is rendered incommunicado until he navigates the process
for obtaining a security clearance from DOJ, the same arm of the federal government responsible for prosecuting his client.
This example is fictional, but it illustrates one of the government's real capabilities to effectively deny a criminal defendant the
counsel of his choice by invoking national security concerns. The
Classified Information Protection Act ("CIPA") established procedural firewalls for federal courts to control access to classified information to help prevent its disclosure at trial.3 Primarily, CIPA protects
national security interests,4 while at the same time permitting a defendant access to sensitive information5 by requiring defense counsel to
obtain a security clearance. Unfortunately, obtaining a security clearance can be a lengthy, invasive, and ultimately subjective process vulnerable to manipulation. The process can delay trial, unnecessarily
lengthen detentions, and can even effectively deny the defendant his
choice of counsel if a clearance is denied. For these reasons, compelled security clearances can unnecessarily impose a burden upon a
defendant's Sixth Amendment right to counsel.
The balance of competing interests-national security and the
Sixth Amendment right to counsel-has not been consistently
resolved by the federal courts. The Supreme Court broadly addressed
these competing interests in its landmark decision Wheat v. United
States. However, the Court's decision does not provide a clear application in instances where a defendant's choice of counsel is effectively
denied because of the requirements of obtaining a compelled security
clearance. Instead, in Wheat, the Court's broad and subjective guidance has led to mixed interpretations in subsequent right to counsel
cases.

6

Rather than leave this unresolved question for future Supreme
Court consideration, an administrative policy offers a preferable,
more expedient resolution. To address the government's responsibility to secure classified information and to ensure that the defendant's
3 Classified Information Protection Act, §§ 1-16, 18 U.S.C. app. § 3 (1980) [hereinafter
CIPA].

4 CIPA § 3.
5 CIPA §§ 4-5.
6 Wheat v. United States, 486 U.S. 153 (1988); see also Eugene L. Shapiro, The Sixth
Amendment Right to Counsel of Choice: An Exercise in the Weighing of Unarticulated Values, 43

S.C. L. REv. 345, 380-81 (1992).
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right to counsel is not unnecessarily abridged, DOJ should make
administrative changes to the security clearance process for defense
counsel. Specifically, it should promote faster clearance processing by
prioritizing defense counsel's clearance investigations, or in the alternative, DOJ should provide temporary clearance waivers that permit
counsel to immediately represent their client while awaiting a fuller
investigation.
Part I of this Comment briefly traces the historical development
of the Supreme Court's interpretation of the Sixth Amendment right
to counsel clause, focusing ultimately on the Wheat decision, which
fashioned a balancing approach between the right to counsel and the
competing government interests. It then analyzes the government's
responsibility for protecting classified information, illustrating how
CIPA provides the tools that minimize the risks associated with utilizing classified information at trial. The Comment then describes the
practical challenges defense counsel face when applying for and
receiving a government-issued security clearance. Government
reports and firsthand accounts from affected attorneys suggest that
because of processing inefficiency, the clearance processing itself can
effectively inhibit a criminal defendant's right to counsel.
Part II of this Comment analyzes more closely the Wheat balancing approach as it has been applied to the security clearance requirements of protective orders. Surveying available federal cases, this
Part demonstrates that these circumstances represent unsettled law
despite evidence to support both the government and the defendant's
interests. In an effort to resolve the constitutional question, this Comment suggests a practical remedy. Administrative changes within
DOJ should prioritize processing of security clearances for defense
counsel to promote timely investigations so that the impact of the protective order does not unduly infringe upon the right to counsel.
Alternatively, DOJ should provide defense counsel with temporary
waivers so that representation can progress until investigations can
complete.

I.

THE CONFLICT BETWEEN THE SIXTH AMENDMENT

RIGHT TO

COUNSEL AND PROTECTING CLASSIFIED INFORMATION

The Sixth Amendment's broadening application of the right to
counsel over the past century has at times put its safeguards in conflict
with the administration of justice. A conflict has been developing in
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lower federal courts between the right to counsel and the federal government's responsibility to protect classified information from public
disclosure at trial. Both obligations have deep roots within the American legal tradition, and there is not yet a definitive answer how best
to balance these competing interests.
Section A of this Part discusses the historical development and
legal evolution of the Sixth Amendment right to counsel, highlighting
the balancing approach laid out in Wheat v. United States. While
Wheat provides the constitutional framework for right to counsel
questions, the Supreme Court has not ruled on how compelled security clearances should be balanced against the Sixth Amendment.
Section B explores the government's obligation to prevent disclosure, including the CIPA regime that authorizes federal courts to
implement procedures at trial to protect against disclosure. It also discusses the government's increased opportunity to request protective
orders due to the increase in the number of national security cases
prosecuted and the expanded classification of potential evidence to be
used at trial.
Lastly, Section C traces the challenges that defense counsel face
in obtaining a security clearance through DOJ, highlighting the
bureaucratic impediments to expediently obtain a clearance. This
obstacle implicates Sixth Amendment concerns because it may effectively deny a criminal defendant his right to counsel.
A.

The Defendant's Sixth Amendment Guarantee to Assistance of
Counsel

The Sixth Amendment provides procedural protections to criminal defendants at trial. Among its protections, the Sixth Amendment
guarantees a right to counsel.7 Recent federal cases raise doubt, however, about the applicability of the Sixth Amendment right to counsel
in matters of national security and classified information.

7 The Sixth Amendment reads in full, "In all criminal prosecutions, the accused shall enjoy
the right to a speedy and public trial, by an impartial jury of the State and district wherein the
crime shall have been committed, which district shall have been previously ascertained by law,
and to be informed of the nature and cause of the accusation; to be confronted with the witnesses against him; to have compulsory process for obtaining witnesses in his favor, and to have
the Assistance of Counsel for his defence." U.S. CONsr. amend. VI.
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1. The Sixth Amendment Right to Counsel
The Sixth Amendment, like many of the amendments in the Bill
of Rights, originates from the Framers' experience with English common law, which paradoxically granted counsel to individuals accused
of misdemeanors but not to those accused of most felonies, leading to
widespread criticism of injustice.8 This experience led to the development of a more general right to counsel for all criminal defendants in
state constitutions after the American colonies won their independence.9 Prior to ratification of the Sixth Amendment, state constitutions guaranteed the criminal defendant the "right to be heard 'by
himself' and by counsel; others provided that an accused was to be
'allowed' counsel."'" Moreover, the Congress included in the Judiciary Act of 1789 a provision guaranteeing the right of all "parties to
plead and manage their own causes personally or by the assistance of
*

.

. counsel.""

Despite these early indications of the importance of the right to
counsel, the debate over this guarantee during ratification of the Sixth
Amendment provides a limited portrayal of the Framers' intended
scope and breadth of the right.'2 Nevertheless, it is commonly held
that the right to counsel clause derived from the Framers' concern of a
revival of English despotism. 3 Specifically, the Framers included the
clause as a way to "seize the heavy hands of federal power, to catalogue and to put beyond the reach of government the most essential
rights of those accused by the federal government."' 4
8 Shapiro, supra note 6, at 380-81; see also F. HELLER, THE SIXTH AMENDMENT TO THE
CONSTITUTION OF THE UNITED STATES 10 (1951).

9 Shapiro, supra note 6, at 381; see also Faretta v. California, 422 U.S. 806, 828-29 (1975).
10 Faretta, 422 U.S. at 831. Justice Potter Stewart references clauses within the declaration
of rights or state constitutions in Pennsylvania, Vermont, Georgia, Massachusetts, New Hampshire, and Delaware as expressly guaranteeing the right of counsel. Id. at 829 n.38. He further
suggests that the state constitutions of Maryland, New Jersey, and New York as "granted all
defense rights to the accused personally and phrased the right of counsel in such fashion as to
imply the existence of the antecedent liberty." Id.
II Id. at 831 (citing 28 U.S.C. § 1654).
12 JAMES J. ToMKOVIcZ, THE RIGHT TO THE ASSISTANCE OF COUNSEL: A REFERENCE
GUIDE TO THE UNITED STATES CONSrITUTION 20 (2002) (stating that the historical record dur-

ing ratification of the Bill of Rights shows limited discussion of the right to counsel).
13 R. Carter Pittman, The Safeguards of the Sixth Amendment, SPEAKER'S DIGEST (1960),
available at http://www.rcarterpittman.org/essays/BilLof-Rights/Sixth-Amendment.html.

14 Id. ("We are reminded of years spent in dungeons by martyrs to our liberty; of secret
trials by servile judges, or partial juries sometimes called from afar and often called from the
very household of the tyrant who headed the state: of those accused being put on trial without
being informed as to the nature and cause of the accusation against them . . . of a friendless
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Despite the lack of discourse about the right during ratification of
the Sixth Amendment, the Supreme Court has regularly interpreted
the right to counsel as vital to the fundamental rights of life and liberty. 5 Though the concise construction of the Sixth Amendment's
right to counsel clause proffers no qualifiers to the span of its application, the Court has articulated two themes that shape its interpretation:" (1) the right to counsel is a practical necessity for criminal
defendants to submit a thorough defense; 7 and (2) the right to counsel promotes fairness and integrity throughout the adversarial system.18 These themes are not mutually exclusive because the practical
challenges of self-representation in a complex criminal trial implicate
the core of ensuring a just result.
accused trying to defend himself against a trained tool of arbitrary power before a judge whose
daily bread depended upon the smiles of his sovereign without the assistance of counsel for his
defense.").
15See United States v. Gonzalez-Lopez, 548 U.S. 140, 147-48 (2006) (citing Wheat v.
United States, 486 U.S. 153, 159 (1988)); Andersen v. Treat, 172 U.S. 24 (1898) (affirming that
the right to select counsel of one's choice is not derived from an overarching intent to ensure a
fair trial, but "regarded as the root meaning of the constitutional guarantee"); Johnson v. Zerbst,
304 U.S. 458 (1938) (reversing the court of appeals and remanding to determine if defendant
competently waived his right to counsel in a habeas corpus hearing); Faretta, 422 U.S. at 831
("The Sixth and Fourteenth Amendments of our Constitution guarantee that a person brought
to trial in any state or federal court must be afforded the right to the assistance of counsel before
he can be validly convicted and punished by imprisonment. This clear constitutional rule has
emerged from a series of cases decided here over the last 50 years.").
16 For a comprehensive review of cases focusing on the attachment of the right to counsel
see Shannon McNulty & Brian C. O'Fahey, Right To Counsel, 88 GEo. L.J. 1317 (2000).
17Johnson, 304 U.S. at 462-63 ("[The right to counsel] embodies a realistic recognition of
the obvious truth that the average defendant does not have the professional legal skill to protect
himself when brought before a tribunal with power to take his life or liberty."); Powell v. Alabama, 287 U.S. 45, 68-69 (1932) ("The right to be heard would be, in many cases, of little avail if
it did not comprehend the right to be heard by counsel .... He requires the guiding hand of
counsel at every step in the proceedings against him.").
18 Gideon v. Wainwright, 372 U.S. 335, 344 (1963) ("'The right of one charged with crime to
counsel may not be deemed fundamental and essential to fair trials in some countries, but it is in
ours. From the very beginning, our state and national constitutions and laws have laid great
emphasis on procedural and substantive safeguards designed to assure fair trials before impartial
tribunals in which every defendant stands equal before the law."); United States v. Wade, 388
U.S. 218, 227 (1967) ("The presence of counsel ...operates to assure that the accused's interests
will be protected consistently with our adversary theory of criminal prosecution."); United States
v. Morrison, 449 U.S. 361, 364 (1981) (stating that the right to counsel is designed to assure
fairness in all federal criminal prosecutions); United States v. Cronic, 466 U.S. 648, 654 (1984)
("Of all the rights that an accused person has, the right to be represented by counsel is by far the
most pervasive for it affects his ability to assert any other rights he may have."); Strickland v.
Washington, 466 U.S. 668, 685 (1984) ("The Sixth Amendment recognizes the right to the assistance of counsel because it envisions counsel's playing a role that is critical to the ability of the
adversarial system to produce just results.").
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Within this framework, the Court has articulated a broad application of the right to counsel. In separate, but equally influential decisions, the Court held that the right to counsel attaches at the onset of
adversarial proceedings;19 that the right exists at post-arrest interrogations; 20 that the accused need not request counsel for the right to
attach; 2 1 that the failure to provide counsel at trial produces in automatic reversal of any conviction; 22 and that those who cannot afford
counsel nevertheless still have an absolute right to one.23 It is also
within this framework that the Court ruled to limit the right to counsel
of one's choice in United States v. Wheat.
2.

Wheat v. United States-Limiting the Right to Counsel

Despite broadening the application of the right to counsel
throughout the 20th century, the Supreme Court has consistently concluded that the right is not absolute. In Wheat v. United States, the
Court held explicitly that the Sixth Amendment does not assure the
right to one's choice of counsel. 24 In doing so, the Court established a
balancing test between the criminal defendant's interests in the counsel of his choice and the "independent interest ...

ceedings appear fair to all who observe them.

'25

that the legal pro-

Thus, the Wheat

19 Kirby v. Illinois, 406 U.S. 682, 689 (1972) (plurality opinion) (holding that the Sixth and
Fourteenth Amendment right to counsel attaches only at or after the time that adversary judicial
proceedings have been initiated).
20 Miranda v. Arizona, 384 U.S. 436, 444 (1966) (ruling that government may not use statements stemming from interrogation of defendant unless the government demonstrates that procedural safeguards are in place to ensure against self-incrimination).
21 Brewer v. Williams, 430 U.S. 387, 404 (1977) (ruling that right to counsel attached after
the arraignment and before the defendant even chose his own counsel).
22 See Gideon, 372 U.S. at 345 (ruling that the denial of counsel at trial is not to be tested
by the circumstances as a whole in a given case).
23 1d. at 344 (ruling that constitutional guarantees of the right to counsel in Sixth and Fourteenth Amendments necessitate appointment of counsel to defendant despite financial
circumstances).
24 Wheat v. United States, 486 U.S. 153, 159 (1988) ("The Sixth Amendment right to
choose one's own counsel is circumscribed in several important respects.").
25 Id. at 160; see also Shapiro, supra note 6, at 347 ("[W]hile denying the applicability of the
Sixth Amendment, the Government asserted that the purposes of the right to counsel could be
reduced to one 'simple' goal: that of securing a fair trial. In its opinion the Court adopted the
Government's distillation of this far-reaching statement .... ).
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balancing test became the standard approach to judge intrusions on a
defendant's right to counsel of choice.26
In Wheat, the Court reviewed a district court's decision to permit
a criminal defendant to substitute counsel.2 The defendant's chosen
counsel already represented a co-conspirator in the same case, and
therefore had a formal conflict of interest with his representation of
the defendant. 8 The district court ruled that the defendant's waiver
of the conflict of interest did not resolve the substantive and procedural problems that the conflict presented to holding a fair trial.29
Rather, the conflict was found irreconcilable and counsel could not
represent the defendant. °
On appeal, the Supreme Court held that federal courts possess
discretion to make the determination about the substitution of counsel
in light of the conflict of interest.3 1 With respect to broader constitutional question of the scope of the right to counsel, the Court stated
that:
[w]hile the right to select and be represented by one's preferred attorney is comprehended by the [S]ixth [A]mendment, the essential aim of
the Amendment is to guarantee an effective advocate for each criminal defendant rather than to ensure that a defendant will inexorably
32
be represented by the lawyer whom he prefers.
Chief Justice William Rehnquist, writing for the majority in a
sharply divided 5-4 opinion, held that while there is a presumption
that criminal defendants enjoy the right to have assistance of counsel
of one's choice, such a right may be curtailed by the judiciary's
responsibility to maintain the countervailing interest of judicial integrity and fairness of the adversarial process.33 The Court failed to articulate the full scope of permissible interferences to the right to counsel
26 See United States v. Gonzalez-Lopez, 548 U.S. 140, 148 n.3 (2006) (reaffirming the
Wheat approach that the right one's to counsel of choice may be limited for the "overarching
purpose of fair trial" in certain circumstances).
27 Wheat, 486 U.S. at 154-55.
28 Id. at 155-57.
29 Id. at 157.
30 Id. at 159.
31 Id. at 164.

32 Id. at 159 (citing Morris v. Slappy, 461 U.S. 1, 13-14 (1983); Jones v. Barnes, 463 U.S. 745
(1983)).
33 Wheat v. United States, 486 U.S. 153, 160, 164 (1988).
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of one's choice,34 but it explicitly asserted that federal courts possessed the discretion to weigh the right against maintaining the sanctity of a "fair trial," even outside of conflict of interest issues. 5
Writing in dissent, Justice Thurgood Marshall attacked what he
perceived was the Court's abridgement of the right to counsel in favor
of a vague balancing test. Justice Marshall acknowledged that the
right to counsel was not absolute,3 6 but he rejected the Court's assertion that federal courts could so easily circumscribe the presumption
of the right to counsel.37 Echoing the Court's precedent in Powell v.
Alabama that a defendant should be afforded "a fair opportunity to
secure counsel of his own choice," 38 Justice Marshall insisted that the
federal courts may limit a defendant's selection of counsel only when
that choice "gravely imperils the prospect of a fair trial."39
In more recent cases, the Court has affirmed Wheat's subjective
balancing approach that weighs the right to counsel against the countervailing interests of judicial integrity.40 The Supreme Court's 2006
decision in United States v. Gonzalez-Lopez insists that "[n]othing we
have said today casts any doubt or places any qualification upon our
previous holdings that limit the right to counsel of choice .

. . ."

Fre-

quently citing Wheat, Gonzalez-Lopez reiterates the importance of
the balancing test between the government's interest in a fair trial and
34 Id. at 159. However, the Court did list some of the potential barriers to counsel of one's
choice, including attorneys who are not members of the bar, representation by an attorney who
the defendant cannot afford, or an attorney with a conflict of interest with the opposing party.
Id.
35 /d. at 158-59 (citing United States v. Morrison, 449 U.S. 361, 364 (1981)); see also United
States v. Cronic, 466 U.S. 648, 657 n.21 (1984) ("[T]he appropriate inquiry focuses on the adversarial process, not on the accused's relationship with his lawyer as such.").
36 Wheat, 486 U.S. at 165 (Marshall, J., dissenting).
37 Id. at 166-67.
38 Id. at 165-66 (citing Powell v. Alabama, 287 U.S. 45, 53 (1932)). Marshall also cites
Fareita v.California, 422 U.S. 806, 819-20 (1975), as standing for his assertion that one of the
primary purposes of the right to counsel is to grant a defendant control over his choice of
defenses since it is he who bears the greatest consequences.
39 Wheat, 486 U.S. at 166 (Marshall, J., dissenting).
40 See United States v. Gonzalez-Lopez, 548 U.S. 140, 152 (2006) (recognizing the "court's
wide latitude in balancing the right to counsel of choice against the needs of fairness" (citations
omitted)); Caplin & Drysdale, Chartered v. United States, 491 U.S. 617, 634 (1989) (noting that
the Court had previously rejected a per se rule that defendant's choice of counsel will be preserved, in favor of a case-by-case evaluation); Shapiro, supra note 6, at 350 (noting that trial
courts are given broad discretion in evaluating the facts surrounding choice of counsel in any
particular case).
41 Gonzalez-Lopez, 548 U.S. 140.
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the right to counsel of choice.42 To date, however, the Court has not
applied its Wheat balancing approach to instances in which federal
courts have compelled a security clearance for defense counsel for the
purposes of protecting classified information. Therefore, the issue of
whether protecting such classified information is sufficiently important to the interests of judicial integrity to limit the right to counsel of
choice remains an open question.
B.

The Government's Obligation to Protect Classified Information

In the Information Age, a wide range of international and domestic threats seek to capitalize on the unprecedented access to information about the United States and its potential vulnerabilities. This
omnipresence of threats and more readily available information
means that while prevention of traditional threats remain a high priority-preventing nuclear weapon proliferation, monitoring international military incursions, or deterring the development of weapons
caches or chemical munitions factories-arguably a greater challenge
is preventing the disclosure of sensitive or harmful information.4 3
Recent events demonstrate that the disclosure of the nation's most
classified information is frighteningly accessible. A computer hacker
can shut down Federal Aviation Administration control towers," common Internet programs can gain access to classified FBI files,4 5 and
federal contractors can obtain nuclear secrets and sell them to nations
hostile to the United States.46
42

Id, at 148-49.

43 Not surprisingly, the United States puts a premium on gathering and securing critical

information across the globe. In 2007, the United States intelligence communities spent approximately $43.5 billion on its intelligence activities, an allocation larger than the gross national
products of some nations. Walter Pincus, Intelligence Budget Disclosure Is Hailed, WASH. POSr,
Oct. 31, 2007, at A4.
44 U.S. Dep't of Justice, Juvenile Computer Hacker Cuts Off FAA Tower at Regional Airport, Mar. 18, 1998, http://www.cybercrime.gov/juvenilepld.htm.
45 Eric M. Weiss, Computer Consultant Hacked into FBI's Classified System, WASH. POST,
July 6, 2006, at A5 (reporting how a government consultant used common Internet programs to
access classified FBI records on the witness protection program, details on counter-espionage
activity, and the personal passwords of 38,000 FBI employees, including then Director Robert
Mueller; following the breach, FBI shut down its computer network and spent millions to ensure
that no classified information was lost or misused).
46 Nuclear Site Worker Accused of Stealing Secrets, AP, July 19, 2007 (reporting that in an
FBI sting, Roy Lynn Oakley, a federal contractor at a nuclear material cleanup site, was caught
trying to sell classified information to foreign governments about enriching uranium; Oakley was
charged with two counts of possessing hardware used to enrich uranium).
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To promote national security, control over the disclosure of classified information is a responsibility of the federal government recognized in the nation's laws, executive orders, and administrative
regulations.47 President Franklin Roosevelt first established a classification system through executive order, and President Harry Truman
ultimately expanded the system to one that more closely resembles
the current system. as The government mandate is detailed in Executive Order 12,968:
The national interest requires that certain information be maintained
in confidence through a system of classification in order to protect our
citizens, our democratic institutions, and our participation within the
community of nations. The unauthorized disclosure of information
classified in the national interest can cause irreparable damage to the
national security and loss of human life.49
Access to information is restricted based on the probability that
its exposure would compromise national security." For instance, "top
secret" information "reasonably could be expected to cause exceptionally grave damage to national security."5 1 Less vital information
presents less of a potential harm to national security, and therefore,
less classification, or none at all, is given to such information.
1. CIPA and Protective Orders
Issues of the disclosure of classified information arise in the federal courtroom. In cases involving national security matters, classified
information may be unintentionally divulged, or in some cases inten47 Rachel S. Holzer, National Security Versus the Defendant's "Need to Know": An Objective Standardfor Resolving the Tension, 73 FORDHAM L. REV. 1941, 1945-47 (2005). Subsequent
administrations have loosened and tightened control of government information, including the
recent Bush Administration expansion of the scope of information subject to classification. Id.
at 1947.
48 Id. at 1946-47.
49 Exec. Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 7, 1995). Congress also defined classified information as "information or material that has been determined by the United States
Government pursuant to an Executive order, statute, or regulation, to require protection against
unauthorized disclosure for reasons of national security and any restricted data, as defined in
paragraph r. of section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y))." CIPA § 1, 18
U.S.C. app. § 3 (1980).
50 There are three levels of classification: confidential, secret, and top secret. See Exec.
Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 7, 1995).
51 Id.
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tionally divulged, during the course of judicial proceedings. 2 As the
number of cases prosecuted under new national security laws expand,
the opportunities for the exposure of classified information expand
accordingly. As a result, the government faces pressure to ensure that
the federal courts are not a ripe arena for the disclosure of classified
information.
In the late 1970s, Congress examined restrictions to a criminal
defendant's access to classified information in judicial proceedings.5
Reports from the Senate Subcommittee on Secrecy and Disclosure
indicated that disclosure of sensitive information was a problem during the prosecution of national security trials, in part because of a lack
of standard judicial procedures to safeguard classified information.54
Specifically, defendants in some national security cases demanded
access to classified information, either to challenge the evidence
raised against them or to introduce such information as evidence in
their defense.
Increasingly, defendants threatened to disclose the
classified information to the public, hoping that the threat would
incentivize the government to forgo prosecution rather than permit
disclosure. 6 The threat, termed "graymail," in fact, did result in the
government begrudgingly dropping prosecutions. 7 DOJ officials testified before Congress that graymail cases affected between five and
ten prosecutions each year in the 1960s and 70s.58
In reaction to the "graymail" problem, Congress passed and President Ronald Reagan signed CIPA into law.5 9 The law contained 16
new federal judicial procedures to allow defendants access to classified information at trial, while at the same time preventing that sensi52 NATIONAL SECURITY SECRETS AND THE ADMINISTRATION

OF JUSTICE, REP. OF THE

95th Cong. (1978).
53 Brian Z. Tamanaha, A Critical Review of the Classified Information Procedures Act, 13
AM. J. CRIM. L. 277, 278-83 (1986). President Jimmy Carter's Administration encouraged Congress to take action on the "graymail" problem, but it was not until he was displaced by President Ronald Reagan that Congress passed the CIPA in 1981. Id.
54 Id. at 278-79. For a full discussion of all the components of CIPA see id. at 283-303.
55 Id. at 279. The circumstances highlighted by the report included when classified information is (1) part of the evidence being applied in the case against the defendant, (2) a component of the defendant's affirmative defense, and (3) part of discovery. Id.
56 Id. at 277.
SELECT COMM. ON INTELLIGENCE,

57 Id. at 277 & n.1; Richard P. Salgado, Government Secrets, Fair Trials, and the Classified
Information Procedures Act, 98 YALE L.J. 427, 430 (1988).
58 Tamanaha, supra note 53, at 277.
59

Id. at 283-84.
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tive information from entering the public domain.6 ° Section 3, the
most relevant provision to the Sixth Amendment right to counsel,
stated that "Upon motion of the United States, the court shall issue an
order to protect against the disclosure of any classified information
disclosed by the United States to any defendant in any criminal case in
a district court of the United States. ' 61 This section effectively codified Rule 16(d)(1) of the Federal Rules of Criminal Procedure, which
allows federal courts broad discretion in regulating discovery
62
requirements.
To establish a standard for protective orders and other security
procedures, CIPA Section 9(a) instructed the Supreme Court to
develop "procedures for the protection against unauthorized disclosure of any classified information. ' 63 On February 12, 1981, Chief Justice Warren Burger promulgated such procedures 64 including
establishing court security officers ("CSOs"), instructions for conducting in camera reviews, and protocol for the custody and storage of
classified information.
Section 5 of these procedures lays out the process for defense
counsel to access classified information. 66 It states that "[t]he government may obtain information by any lawful means concerning the
trustworthiness of persons associated with the defense and may bring
such information to the attention of the court for the court's consideration in framing an appropriate protective order pursuant to Section 3
of the Act. ' 67 This authority provides the government with the opportunity to request that a protective order require government-issued
60 CIPA §§ 1-16, 18 U.S.C. app. § 3 (1980); see also Timothy J. Shea, CIPA Under Siege:
The Use and Abuse of Classified Information in Criminal Trials, 27 AM. CRIM. L. REV. 657, 662

(1990).
61 CIPA § 3.

62 FED. R. GRIM. P. 16(d)(1) ("At any time the court may, for good cause, deny, restrict or
defer discovery or inspection, or grant appropriate relief.").
63 CIPA § 9 ("Within one hundred and twenty days of the date of the enactment of this
Act, the Chief Justice of the United States, in consultation with the Attorney General, the Director of National Intelligence, and the Secretary of Defense, shall prescribe rules establishing procedures for the protection against unauthorized disclosure of any classified information in the
custody of the United States district courts, courts of appeal, or Supreme Court. Such rules, and
any changes in such rules, shall be submitted to the appropriate committees of Congress and
shall become effective forty-five days after such submission.").
64 CIPA § 9,amended by Security Procedures Established Pursuant to Pub. L. No. 96-456,
94 Stat. 2025 (1981).
65 Id.
66 CIPA § 5.
67 Id.
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security clearances to gauge "trustworthiness," effectively offering the
government the choice whether or not to require a defendant's counsel to obtain a security clearance in any case involving classified information. Perversely, this allows the government to restrict the ability
of defense counsel who does not possess the requisite clearance to
represent his client.
2.

The Increase of Trials Involving National Security Interests

Determining how extensively federal courts have ordered the use
of protective orders requiring counsel to obtain security clearances is
difficult. There is neither a clearinghouse of the number of trials that
mandate protective orders, nor information about how many trials
mandate protective orders that require security clearances. 68 Anecdotal evidence suggests the requirement is not entirely uncommon.
There have been a number of high-profile criminal cases with such
protective orders that compel security clearances for defense counsel,
including the well-known prosecutions of government operatives Oliver North,6 9 Wen Ho Lee,7" John Poindexter,7 and Robert Hanssen.72
Since the 9/11 terrorist attacks, the federal government has utilized an expanded statutory authority to prosecute criminal defendants under the premise of protecting national security. The increased
characterization of crimes as terrorist offenses and the classification of
more documents that may be used at trial as evidence serve to
increase the opportunity for the government to request protective
orders that require security clearances for defense counsel.73
68 The U.S. Court system does provide annual statistics on the federal judiciary through its
annual report, but these public reports do not provide information on protective orders made to
prevent the disclosure of classified information. See, e.g., 2008 Year-End Report on the Federal
Judiciary, available at http:l/www.supremecourtus.govlpublicinfo/year-end/2008year-endreport.
pdf.

69 United States v. North, 708 F. Supp. 399 (D.D.C. 1988).
70 United States v. Lee, 90 F. Supp. 2d 1324 (D.N.M. 2000).
71 United States v. Poindexter, 698 F. Supp. 316 (D.D.C. 1988).
72 United States v. Hanssen, Protective Order, Criminal No. 01-185-M, 1 10-12 (E.D. Va.
March 5, 2001); see also United States v. Lindh, 212 F. Supp. 2d 541 (E.D. Va. 2002) (holding, in
a prosecution of an American who joined forces with the Taliban to fight against U.S. soldiers in
Afghanistan, that a protective order required defense counsel to obtain security clearances
before trial could begin); see generally Robert M. Chesney, The Sleeper Scenario: TerrorismSupport Laws and the Demands of Prevention, 42 HARV. J. ON LEGIS. 1, 4-21 (2005); Kent Roach
& Gary Trotter, Miscarriages of Justice in the War Against Terror, 109 PENN. ST. L. REV. 967
(2005).
73 See generally Chesney, supra note 72, at 4-21; Roach & Trotter, supra note 72.
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Terrorism Prosecutions Before and After 9-11

The increase in terrorism-related prosecutions is not a result of an

increase of high-profile cases. For every prosecution of Zacharias
Moussouoi, the so-called twentieth hijacker,74 or Richard Reid, the
transatlantic shoe bomber,7 5 or even Jose Padilla, an American citizen
declared by executive order to be an enemy combatant,7 6 there are
many more mundane cases that rarely receive media attention.77 The
Center for Law and Security documented all federal prosecutions
associated with terrorism from September 11, 2001, and it found that
out of 693 total defendants, only 97 cases were described as "terrorism." '78 The majority of violations were for general fraud or immigration violations.7 9 In 2003, the New York Times reported that almost 75
percent of prosecutions under the category of "terrorism" were for
document or credit card fraud,8 0 and that the classification of cases as
"terrorism" were misleading.8 1 Substantiating these claims, other
journalists' review of "terrorism" cases in Iowa and Indiana indicated
that the majority of criminal defendants were charged with fraud or
74 In 2006, Zacarias Moussaoui, a French citizen detained inside the United States, was
convicted of conspiring to hijack planes and crash them into the World Trade Center and the
Pentagon on September 11, 2001. Neil A. Lewis, Moussaoui Given Life Term by Jury over Link
to 9/11,
N.Y. TIMES, May 4, 2006, at Al. For an analysis of United States v. Moussaoui, 382 F.3d
453 (4th Cir. 2004), see Melissa M. Tomkiel, Enemy Combatants and Due Process: The Judiciary's Role in Curbing Executive Power, 21 ST. JOHN'S J. LEGAL COMMENT. 411, 438-43 (2006).

75 Richard Reid was convicted in 2003 of attempting to detonate a homemade explosive
hidden in his shoe during a cross-Atlantic flight in a Boeing 767 headed to Miami International
Airport. Pam Belluck, UnrepentantShoe Bomber Is Given a Life Sentence for Trying to Bow Up
Jet, N.Y. TIMES, Jan. 31, 2003, at A13.
76 Jose Padilla is a United States citizen who federal authorities arrested at O'Hare International Airport, and who was unilaterally declared an "enemy combatant" by President George
W. Bush on June 9, 2002. Donna R. Newman, The Jose PadillaStory, 48 N.Y.L. SCH. L. REV. 39,
40 (2004).
77 Eric Lichtblau, Threats and Responses: Prosecutions; Terror Cases Rise, but Most Are
Small-Scale, Study Says, N.Y. TIMES, Feb. 14, 2003, at A16 [hereinafter Lichtblau 1]; Eric Lichtblau, U.S. Uses Terror Law to Pursue Crimes From Drugs to Swindling, N.Y. TIMES, Sept. 28,
2003, at § I [hereinafter Lichtblau 2]; Bert Dalmer, U.S. Links 35 Arrests in Iowa to Terror, DEs
MOINES REG., July 18, 2004; Shannon Tan, "Terror Related" Cases Really Aren't, Critics Say,
INDIANAPOLIS STAR, Apr. 7, 2003, at lB.
78 See TERRORIST TRIAL REPORT CARD (Center on Law and Security), Sept. 11, 2008, at 5,
available at http://www.lawandsecurity.org/publications/SeptO8TTRCFinall.pdf.
79 Id.
80 Lichtblau 1, supra note 77: see also Lichtblau 2, supra note 77.
81 Ellan Yaroshefsky, Secret Evidence Is Slowly Eroding the Advesary System: CIPA and
FISA in the Courts, 34 HOFsTRA L. REv. 1063, 1082 (2006) (referring to journalists' analysis of
the increase of the government classifying cases as "terrorism" where the justification for such
categorization was questionable).
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theft and did not relate to terrorist violence. 82 Reviews by the Governmental Accountability Office ("GAO") demonstrate that such categorizations are not a post-9/11 phenomenon; DOJ prosecuted
mentally ill individuals, drunken airline passengers, and looters under
terrorism statutes prior to the 9/11 terrorist attacks. 83 Defense counsel
suggest that this increase in terrorism prosecutions has consequently
increased the use of protective orders that compel security clearances.84 These critics have asserted that the "government has tossed
out CIPA like a trump card, seeking to justify blanket orders to close
85
courtrooms."
b.

Over-Classification of Potential Evidence to Be Used at Trial

Another potential expansion of the use of protective orders that
compel defense counsel to obtain security clearances derives from the
increased use of classified evidence at trial. Today, the executive
branch classifies more documents than ever,86 expanding the opportunity of the government to request protective orders at trial. According to the latest report of the Information Security Oversight Office
("ISOO"), the federal agency that oversees classification decisions,
the executive branch processed 20,556,455 classification decisions in
2006, costing approximately $9.5 billion.8 7 Since 2001, the executive
branch classified documents at a pace of 15 million per year,88 doubling the classification rate prior to 2001." Recently, even the Secretary of the Department of Health and Human Services and the
Environmental Protection Agency Administrator received authority
82 See Dalmer, supra note 77; Tan, supra note 77.
83 Yaroshefsky, supra note 81, at 1082-83.
84 Natalie Spears & Gregory R. Naron, CIPA and the Right of Access to Judicial Proceedings, 24 COMM. LAW. 1, 1 (2006).
85 Id.
86 Yaroshefsky, supra note 81, at 1081.

87 The ISOO is an executive agency responsible to the President for all policy and oversight
of the government-wide security classification system and the National Industrial Security Pro-

gram. Archives.gov, The Information Security Oversight Office, http://www.archives.gov/isoo/
(last visited Feb. 13, 2008). Created by Executive Order 12,958, it is administered by the
National Archive and Records Administration. Id. The costs reported by the ISOO do not
include the classification efforts undertaken by the Central Intelligence Agency (CIA), which is
likely to be substantial. INFO. SEC. OVERSIGHT OFFICE, REPORT TO THE PRESIDENT 3 (2007),
available at http://www.archives.gov/isoo/reports/2006-annual-report.pdf.

88 Yaroshefsky, supra note 81, at 1081.
89 Id.
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to classify information, an authority that has never previously
existed.9 0
The implications of over-classification of documents have been
the subject of recent criticism. Some members of Congress, the intelligence community, and the media argue that the government's control
over classification and its proclivity for classifying what normally
would be mundane material gives the government dictatorial control
over information. 9' Congresswoman Jane Harman, former ranking
member of the House Permanent Select Committee on Intelligence,
introduced the Reducing Over-Classification Act "[t]o require the
Secretary of Homeland Security to develop a strategy to prevent the
over-classification of homeland security and other information and to
promote the sharing of unclassified homeland security and other
information." 92 Former Congressman Lee Hamilton, Vice Chairman
of the National Commission on Terrorist Attacks ("9/11 Commission"), said that "[s]everal senior officials have estimated that more
than 50 percent of classified information does not need to remain
secret. During our work on the 9/11 Commission, we repeatedly came
across information that was classified that was already publicly
known."93 Former members of the Bush Administration, such as
Defense Secretary Donald Rumsfeld and Central Intelligence Agency
Director Porter Goss, admitted that there is an over-classification
problem. 94 The media also faces the challenge of navigating between
what information is classified and what is accessible. Pulitzer Prizewinning reporter Eric Lichtblau of the New York Times states that
"The troubling part is the extent to which the administration has gone
90 Holzer, supra note 47, at 1947 (citations omitted).
91 E.g., Joshua L. Dratel, Sword or Shield? The Government's Selective Use of its Declassification Authority for Tactical Advantage in Criminal Prosecutions, 5 CARDOZO Pun. L. POL'Y &

ETHICS 171 (2006) [hereinafter Dratel, Sword or Shield].
92 Reducing Over-Classification Act of 2007, H.R. 4806, 110th Cong. (1st Sess. 2007).
93 Hon. Lee H. Hamilton, President and Director, Woodrow Wilson International Center
for Scholars, Remarks on Classification at the Information Security Oversight Office Symposium
(Oct. 18, 2005), available at http:llwww.sunshineweek.orglsunshineweeklhamiltonisoo.
94 Meredith Fuchs, Judging Secrets: The Role Courts Should Play in Preventing Unnecessary

Secrecy, 58 ADMIN. L. REV. 131, 133-34 (2006) ("I have long believed that too much material is
classified across the federal government as a general rule .... (quoting Donald Rumsfeld, War
of the Worlds, WALL ST. J., July 18, 2005, at A12)); Panel I. Intelligence Oversight and the Joint
Inquiry, Hearing Before the Nat'l Comm. on Terrorist Attacks upon the United States, 108th

Cong. (2003) (statement of Porter Goss), available at http:l/www.9-I1commission.gov/archive/
hearing2l9-1lCommissionHearing_2003-05-22.htm ("[W]e overclassify very badly. There's a
lot of gratuitous classification going on, and there are a variety of reasons for [it].").
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to classify or over-classify ....It certainly makes our job harder ....
95
[Reporters] feel they are in the line of fire.
Not to be outdone by its co-equal branches of government, the
Supreme Court has also criticized the executive branch's abuse of
classification of information.9 6 In a landmark case, the Supreme Court
rebuked President Richard Nixon Administration's attempt to stop
the New York Times from printing its "Pentagon Papers," holding that
the government did not show sufficient justification for abridging the
freedom of the press. 97 Justice Potter Stewart, writing for the majority, famously held that "[W]hen everything is classified, then nothing
is classified, and the system becomes to be disregarded by the cynical
or careless, and to be manipulated by those intent on self-protection
or self-promotion."9
The increase of criminal prosecutions under terrorism statutes
and the expansion of information receiving classification is not direct
evidence that the federal government is affirmatively seeking to
impair defense counsel from vigorously defending his client. It does,
however, demonstrate several of the tools that government has at its
disposal to compel defense counsel to obtain security clearances.
Should the prosecution wish to impose this requirement for purposes
other than safeguarding classified information, such as delaying access
to a client or disrupting representation because of opposition to a particular attorney or the client, the government clearly has increased
capabilities to do so.
C.

Civilian Attorneys' Access to Security Clearances

The process of obtaining a security clearance is designed to
ensure that national interests are safeguarded by preventing the disclosure of classified information to people who would use it to harm
95 Ctr. for Am. Progress, Classified: Ensuring Congressional Access to National Security
Information (Apr. 2, 2007), http://www.americanprogress.org/issues/2007/O4/over-classified.html.
96 Ray v. Turner, 587 F.2d 1187, 1209 (D.C. Cir. 1987) (Wright, J., concurring) ("The Fed-

eral Government exhibits a proclivity for overclassification of information ....
");United States
v. Morison, 844 F.2d 1057, 1081 (4th Cir. 1988) (Wilkinson, J., concurring) ("There exists the
tendency, even in a constitutional democracy, for government to withhold reports of disquieting
developments and to manage news in a fashion most favorable to itself."); see also United States
v. Rosen, 445 F. Supp. 2d 602, 633 (E.D. Va. 2006) (noting "the well-documented practice of
classifying as confidential much relatively innocuous or noncritical information" (quoting
Halperin v. Kissinger, 606 F.2d 1192, 1204 n.77 (D.C. Cir. 1979))).
97 N.Y. Times v. United States, 403 U.S. 713 (1971).
98 Id. at 729.
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those interests. 99 Yet, as a result of these safeguards, the clearance
process, from the applications to the completed investigations, can
take a long time to complete. The process itself does not promote the
prioritization of timely investigations for defense counsel or offer
waiver for defendants that need an attorney's legal support immediately. As a result, a defendant's counsel of choice can be effectively
denied by inefficient security clearance processing.
The security clearance process, at its core, is an evaluation of
whether an applicant is a threat to release sensitive information that
would endanger the nation. Such evaluations have deep roots in
American history. Since the late 19th century, the federal government
has required suitability standards for government positions considered
vital to national interests."' 0 Similarly, during the Korean War, President Dwight Eisenhower issued executive orders that prohibited federal employees from accessing classified information unless they met
certain criteria. 10 1
Modern clearance reviews, like other administrative reviews,
begin with an application; in this case, the Standard Form 86 ("SF86"). 102 The SF-86 requires disclosure of information about an individual's past, probing for information beyond his previous home
addresses and employers. For instance, the SF-86 requires responses
on drug activity or the use of alcohol resulting in treatment or counseling, financial records, repossessions, liens and bankruptcy notes,
foreign countries visited and foreign activities, consultations with
mental health professionals, and police records, including arrests,
charges, and convictions. 10 3 These revelations about an applicant's
99 E.g., Exec. Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 7, 1995).
100 ELIZABETH L. NEWMAN, SECURITY CLEARANCE LAW AND PROCEDURE 3 (2000) (discussing how federal employees were required to demonstrate their suitability for federal
employment after passage of the Civil Service Act of 1883 which judged a person's "character,
reputation, trustworthiness, and fitness").
l1 Id.
102 The SF-86 was formerly called the Personnel Security Questionnaire ("PSQ") and consisted of two separate parts asking similar questions to today's SF-86. Id. at 1.
103 Christopher M. Maher, The Right to a Fair Trial in Criminal Cases Involving the Intro-

duction of Classified Information, 120 MIL. L. REV. 83, 87-88 (1988). The SF-86 requests information dating back as far as ten years; failure to accurately complete every required section may
result in delay or outright denial of a clearance. Id. Anecdotal evidence collected from attorneys who handle security clearance adjudication indicate that the "most common problem is
debt ... [which] goes to responsibility, which is part of trustworthiness." Terry Carter, Security
Clearance Backlog Can Result in More Work, More Challengesfor Lawyers, 91 A.B.A. J. 24, 24

(2005).
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private history help the government evaluate how that past may be
used to withdraw secrets or blackmail that individual. In addition to
documenting past transgressions, the time, effort, and research necessary for completing the requirements of the SF-86, which requires
information dating back as far as ten years from the date of the application, make completing the application a burdensome undertaking." 4
Next, investigators from the FBI review the application and verify the submitted information by visiting former residences, interviewing family members and previous acquaintances, ensuring the
accuracy of employment and medical records, thoroughly reviewing
credit history, and scouring public records. 105 These investigations
cause significant delay that defense counsel must overcome to
represent their client if a protective order mandates a security
clearance.
DOJ's investigations division administers the security clearance
process for civilian defense attorneys in federal cases, processing
clearance applications and investigations on a "first-in, first-out"
basis, 10 6 so that an applicant must wait until the backlog of ongoing
investigations is completed until his application is processed. Though
not as well documented as the problems associated with clearance
processing by the Department of Defense, 07 DOJ has struggled to
104 The form takes many hours to complete, applicants submit fingerprints at FBI stations,
and there is a $20 fee. See Forms.gov, SF-86, http://www.forms.gov/bgfPortal/docDetails.do?
dld=2893 (last visited Feb. 12, 2009).
105 Government Accountability Office, Testimony Before the Subcomm. on Oversight of
Government Management, the Federal Workforce and the District of Columbia, Comm. on Homeland Security and Governmental Affairs, U.S. Senate: DoD Personnel Clearances: Delays and
Inadequate Documentation Found for Industry Personnel, 110th Cong. 8 (2007) (statement of
Derek B. Stewart, Director Defense Capabilities and Management) [hereinafter GAO Personnel
Report].
106 Often the protective order will appoint Court Security Officers (CSOs) to advise the
parties of how to handle classified information or how to navigate the clearance process. John
D. Cline & K.C. Maxwell, Criminal Prosecutionsand Classified Information, 29 L.A. LAW 6, 38
(2006). Despite the availability of CSOs, the clearance process takes "months to complete." Id.
107 A 2006 report conducted by the non-partisan GAO indicated that personnel contracted
to work for the federal government waited on average 446 days for initial clearances and 545
days for clearance updates. GAO Personnel Report, supra note 105, at 5. The government's goal
for the initial processing during the application-submission phase is 14 days or less, but this
processing took an average of 111 days. Id. GAO has identified reasons for the long delays,
including the relative inexperience of the investigative workforce, difficulty gaining access to
data in government records, duplicative completeness reviews, and manually entering data from
paper-based system. Id. at 10-14. Since 2000, in its annual report, DoD listed the personal clearance investigations program as one of its systematic weakness. Jeff McDermott, Security Clearance Reform: A Challenge to Homeland Security, 52 FED. LAW 6, 16 (2005).
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meet its own benchmarks for an efficient system. A 2007 Office of
Management and Budget report stated that DOJ only completed 39
percent of its 2,230 investigations in the first quarter of fiscal year 2007
within the 90 days it was required to do so. 10 8 The average time
required to complete initial investigations during this period was 146
days. 10 9 With regard to adjudications of clearance decisions, which are
the legal challenges to final clearance decisions and serve as another
indicator of clearance processing efficiency, DOJ performs far better,
with 89 percent of its adjudication actions completed within 30 days
and total average time taking only 11 days." 0
Federal courts have recognized that the long time that it takes to
obtain security clearances can limit counsel's ability to represent clients. In United States v. Bin Laden, the District Court for the Southern District of New York highlighted that the clearance process took
at least two months for defense counsel's applications to be investigated so that counsel could obtain a clearance to abide by the protective order requirement."1 '
The consequences of delayed clearance processing have denied
some higher profile defendants any access to defense counsel. Following the capture of foreign nationals by the United States military and
its allies and their subsequent detention at Guantanamo Bay, the
Supreme Court ruled in Rasul v. Bush that the detainment of foreign
nationals without access to an attorney "unquestionably violated the
Constitution or laws and treaties of the United States."' 1 2 Yet, the
United States District Court for the District of Columbia promulgated
108 OFFICE OF MGMT. & BUDGET, EXEC. OFFICE OF THE PRESIDENT, REPORT OF THE
SECURITY CLEARANCE OVERSIGHT GROUP 5 (2007), available at http://www.whitehouse.gov/
omb/pubpress/2007/sc-report-to-congress.pdf.
109 Id.
110 Id.

I United States v. Bin Laden, 58 F. Supp. 2d 113, 122 (S.D.N.Y. 1999).
112 Rasul v. Bush, 542 U.S. 466 (2004). Following the 2002 invasion of Afghanistan, the
United States armed forces and its allies captured hundreds of foreign nationals associated with
the war on terror and transferred them to a prison facility at Guantanamo Bay, where they were
categorized as "enemy combatants" and prepared for combat status review tribunals and possibly military commissions. Steve Vogel, U.S. Takes Hooded, Shackled Detainees to Cuba, WASH.
POST, Jan. It, 2002, at AI0. Within one year, the U.S. held over 600 terrorist suspects. Tim
Golden, Voices Baffled, Brash and Irate in Guantanamo, N.Y. TIMES, Mar. 6, 2006. The Bush
Administration initially asserted the authority to detain these foreign nationals indefinitely without access to civilian defense counsel. Tung Yin, Coercion and Terrorism Prosecutions in the
Shadow of Military Detention 8 (Univ. of Iowa Legal Studies, Research Paper No. 05-47, 2006),
available at http://ssrn.com/abstract=896155.
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a strict set of 21 security requirements that restrained civilian defense
attorneys' access to their clients.' 13 These regulations, issued in a protective order handed down on November 8, 2004, by Judge Joyce
Hens Green,1 4 included the requirement that defense counsel first
obtain a government-issued security clearance before accessing their
client." 5 To justify the security clearance requirement, the order
stated that the "cases involve classified national security information
or documents, the storage, handling and control of which require special security precautions, and access to which requires a security clearance and a 'need to know."'1 1 6
As a result of this requirement, civilian defense attorneys trying
to obtain security clearances to access clients detained at Guantanamo
Bay waited more than three months for clearance processing.1 7 Protracted negotiations with DOJ officials over security clearances, the
government's insistence on monitoring attorney-client conversations,
and the number of visits contributed to this delayed access to counsel. 1 8 Tina Foster, a lawyer at the Constitutional Rights Center who
coordinated the recruitment effort of over 300 pro bono defense attorneys, indicated that one of the greatest impediments to representation
was the overly onerous process of obtaining security clearances.11 9
The Guantanamo Bay cases are atypical, in part because of the
unique circumstances the executive branch faced for the first time to
process so many clearances for defense counsel quickly. Nevertheless,
113 In re Guantanamo Bay Detainees, 344 F. Supp. 2d 174 (D.D.C. 2004) (laying out, in an
order, specific security requirements for defense counsel).
114 Id. Judge Green's order, entitled "Amended Protective Order and Procedures for
Counsel Access to Detainees at the United States Naval Base in Guantanamo Bay, Cuba" was
formally adopted by the In re Guantanamo Bay ruling. Id. For an in-depth analysis of the
Green Protective Order see Brendan Driscoll, The Guantanamo Protective Order, 30 FORDHAM
INT'L L.J. 873 (2007).
115 In re Guantanamo Bay Detainees, 344 F. Supp. 2d at 184. Section III of the Order
articulated the requirements and procedure for obtaining a security clearance. Id. Defense
counsel must hold a valid current security clearance at the Secret level or higher. Id. If counsel
does possess a valid security clearance, access will only be granted after DoD verification of the
clearance and date it was issued. Id. Finally, if counsel does not possess a valid security clearance, they are required to submit to an application for clearance to the Department of Justice,
Litigation Security Division. Id.
116 Id. at 175.
117 Carol D. Leonnig, U.S. Loses Ruling on Monitoring of Detainees, WASH, POST, Oct. 21,
2004, at A04.

118 Id.

119 Neil A. Lewis, In Rising Numbers, Lawyers Head for Guantanamo Bay, N.Y.
May 30, 2005, at A10.
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the impediments faced by those defense counsels foreshadow the
problems that could occur if DOJ is required to process a larger load
of security clearance investigations. Should DOJ continue to prosecute more individuals that utilize classified information, its investigation division may experience increased demand for security clearance
processing by defense counsel. As DOJ's background investigations
are already not operating efficiently, any additional strains could
impose unnecessary delays on counsel's ability to represent the client.
II.

BALANCING THE PROTECTION OF CLASSIFIED INFORMATION
WITH THE RIGHT TO COUNSEL

As discussed in Part I, CIPA allows the government to compel
defense counsel to obtain a security clearance-one that the government itself issues-by requesting a federal court to issue a protective
order making a clearance a prerequisite to access to evidence. These
government-issued security clearances, however, are burdensome for
civilian attorneys to obtain because of the lengthy and inefficient
application process. In right to counsel cases, the Supreme Court balances the government's interest in protecting judicial integrity with
the defendant's right to counsel of choice, but the Court has not
applied this approach to whether or not a compelled security clearance unnecessarily infringes upon a defendant's right to counsel.
This Part shows that the balancing approach developed in the
Court's Wheat v. United States ruling has not been consistently
adopted by federal courts when considering the constitutionality of
compelled security clearances for defense counsel. Next, it examines
scholarly criticism that highlights several inconsistencies in the Wheat
balancing approach, suggesting that because of the subjectivity of the
balancing approach, there may continue to be inconsistent application
of the constitutionality of compelled security clearances. A better
application of the Wheat balancing approach would more clearly
weigh the government's very real interest in protecting national interests against a defendant's just-as-real interest in choosing his own
counsel. Finally, this Part suggests an administrative policy solution to
prioritize defense counsel's security clearance processing or provide
waivers for the clearance requirement so that criminal defendants are
not effectively denied the right to choice of counsel.
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The Ambiguous Legacy of Wheat v. United States

Lower courts have not consistently applied the balancing
approach Chief Justice Rehnquist offered in Wheat for ruling on a
defendant's right to counsel in the context of compelling defense
counsel to obtain security clearances. Two cases in particular, United
States v. Smith and United States v. Bin Laden, illustrate the mixed
perspectives on whether federal courts may deny the right to counsel
of choice to protect national security interests. For similar ambiguity
on the balancing approach of the right to counsel of choice, the Wheat
decision has come under academic scrutiny for prompting inconsistent
application in lower courts.
1.

United States v. Smith

In United States v. Smith, a district court in Tennessee ruled
against DOJ's request to reconsider a protective order that allowed
certain court personnel to access classified information without a
security clearance. 2 ° The government contended that the court's protective order violated Section 4121 of the security procedures promulgated by the Supreme Court, which asserts that "No person appointed
by the court or designated for service therein shall be given access to
any classified information in the custody of the court, unless such person has received a security clearance.. ."122 Sharply rebuking the government's position, the district court held that Section 4 "violat[ed]
the Constitution by subjecting the judiciary to undue interference by
the executive branch."' 23 The district court held that "[t]he judiciary is
a coequal branch of this government. Due deference for national
security does not require that the judiciary tolerate incursions into its
legitimate and constitutionally established functions and prerogatives
.... The independence of this Court will not be compromised."' 24
120 United States v. Smith, 706 F. Supp. 593, 594 (M.D. Tenn. 1989), rev'd on other grounds,
899 F.2d 564 (6th Cir. 1990).
121 CIPA § 4, 18 U.S.C. app. § 3 (1980).
122 Smith, 706 F. Supp. at 594.
123 Id. The Sixth Circuit Court of Appeals ultimately overturned the district court's ruling
on the constitutionality of § 4 of the promulgated rules of CIPA. United States v. Smith, 899
F.2d 564, 570 (6th Cir. 1990) ("[T]he Executive Branch may conduct reasonable background
investigations, subject to district court review, of judicial personnel before such personnel are
cleared to work on a case involving classified information. The security clearance procedures
established under the Burger regulations do not on their face, or as applied in this case so far,
violate principles of separation of powers.").
124 Smith, 706 F. Supp. at 595-96.
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In addition to its defense of judicial sovereignty, the district court
questioned the government's premise that defense counsel be
required to obtain security clearances before accessing classified information. 125 The district court found no authority under CIPA procedures requiring submission to a security clearance as a "prerequisite
for representation of a defendant in a case involving classified information. "126 In a forthright challenge to the security clearance requirement, the district court seriously questioned "whether such a
requirement,

if it

existed,

would

violate

defendant's

[S]ixth

127
[A]mendment right to counsel.
The Smith decision, written less than a year after Wheat, marks a
stark contrast with the Supreme Court's earlier ruling. Primarily, the
balancing approach adopted by Wheat was completely absent in
Smith's discussion of compelled security clearances for defense counsel. Instead, Smith echoed an earlier pre-Wheat challenge to the
CIPA judicial procedures. In United States v. Jolliff, a criminal defendant challenged provisions of CIPA on the grounds that its provisions
violated the Sixth Amendment.12 8 Wade Jolliff contended that the
Section 5 requirements of CIPA129 compelled him to reveal that he
disclosed classified information to his defense counsel, who had not
yet received a security clearance. t3 The defendant asserted that this
admission required by Section 5 violated his Fifth Amendment right
against compulsory self-incrimination.131 While this charge was dismissed,132 the Jolliff decision asserted that Section 5 "does not provide
the [c]ourt with authority to make submission to a security clearance a
prerequisite to representation of a defendant in a case involving classi125 Id. at 594-95.

126 Id. at 596 n.1 (citing United States v. Jolliff, 548 F. Supp. 229 (D. Md. 1981) [hereinafter
Jolliff I]).
127 Id. at 596 n.1.
128 Jolliffl, 548 F. Supp. at 231-32.
129 Under § 5(a), if a defendant reasonably expects to disclose classified information in any
manner in connection with a trial proceeding, the defendant shall notify the court and a U.S.
attorney. CIPA § 5(a), 18 U.S.C. app. § 3 (1980). No defendant shall disclose any information
known or believed to be classified until such notice has been given. Id.
130 Jolliff 1, 548 F. Supp. at 231.
131 Id.

132 Id. at 231 ("Although the sixth amendment grants an accused an absolute right to have
assistance of counsel, it does not follow that his right to a particular counsel is absolute. A
defendant's freedom to choose his own counsel may not be manipulated to subvert the orderly
procedure of the courts or to interfere with the fair administration of justice.").
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fied information.' 13 3 Smith cites Jolliff in defense of its position that
the security clearance requirements likely violated a "defendant's
sixth amendment right to counsel."' 3 4
Though the Smith decision may be overlooked as the impassioned plea of a smaller district court claiming CIPA and the executive
branch infringed upon judicial independence, it is noteworthy because
the court did not use the Wheat balancing approach. Although the
decision was eventually overruled on other grounds, t35 the Smith ruling nevertheless stood as the only opinion to discuss compelled clearances for over a decade.
2.

United States v. Bin Laden

Smith and Jolliff were a prelude to another district court's analysis of the compelled security clearance requirement. In United States
v. Bin Laden, the District Court for the Southern District of New
York directly confronted both the practical and constitutional considerations of compelled security clearances. 136 In doing so, the court
first found that there was "a remarkable paucity of case law addressing these questions and [the issues] certainly appear to be matters of
'
In a departure from the sugfirst impression within this Circuit."137
gestions of Smith that compelled security clearances may violate a
defendant's right to counsel of choice, the Bin Laden court held that
federal courts may compel defense counsel to obtain security clearances without violating the defendant's right to counsel. 38
In Bin Laden, the government brought suit against 15 criminal
defendants for crimes associated with the August 1998 bombings of
the United States embassies in Kenya and Tanzania. 3 9 The court
granted the government's request for a protective order that compelled defense counsel to obtain government-issued security clearUnited States v. Jolliff, 548 F. Supp. 232, 233 (D. Md. 1981) [hereinafter Jollif l].
United States v. Smith, 706 F. Supp. 593, 596 n.1 (M.D. Tenn. 1989).
135 United States v. Smith, 899 F.2d 564 (6th Cir. 1990) (reversing United States v. Smith,
706 F. Supp. 593 (M.D. Tenn. 1989) on the grounds that CIPA regulations, permitting executive
branch personnel to investigation the backgrounds of judicial branch personnel who could deal
with classified documents, did not violate separation of powers doctrine).
136 United States v. Bin Laden, 58 F. Supp. 2d 113, 116-17 (S.D.N.Y. 1999).
137 Id. at 117. This statement understates the novelty of the legal question since the matter
was one of first impression for all of the federal Circuits.
138 Id. at 118.
139 Id. at 115.
133
134
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ances before accessing any classified information.1 4 On appeal,
several defendants filed a motion to object, in part, to the protective
order on the grounds that it was unconstitutional. 4 1 They argued that
CIPA never intended to impose a mandatory security clearance
requirement, that the requirement should only be administered by a
body other than DOJ to ensure that the executive branch was not
vested with too much power over the defendants' choice of counsel,
and that the requirement violated the right to counsel.'42
The district court rejected the defendants' argument that CIPA
143
did not vest courts with the authority to compel security clearances.
Quoting from legislative memos provided to Congress during consideration of CIPA, the district court held that trial judges were given the
authority to exercise broad discretion in how each handled the protection of classified information. 144 Specifically, a "sounder reading of
the available material indicates that although neither Congress nor the
Chief Justice sought to impose a mandatory clearance requirement in
all cases involving classified information, they did not attempt to foreclose resort to such a requirement in all circumstances.' ' 4 Therefore,
CIPA was neither a mandate nor a shackle upon any court's authority
to compel security clearances.
Concluding that federal courts retained authority to compel
clearances, the district court held that the requirement did not violate
140 Id. The court's protective order held that "5.No defendant, counsel for a defendant,
employee of counsel for a defendant, defense witness, or Courtroom personnel required by the
Court for its assistance, shall have access to any classified information involved in this case
unless that person shall first have: (a) received approval from either the Government or the
Court for access to the particular classified information in question ...;6. For the purpose of
establishing security clearances necessary for access to classified information that may be
involved in the pre-trial preparation or trial or appeal of this case, Standard Form 86, 'Questionnaire for National Security Positions,' attached releases, and full fingerprints shall be completed
and submitted to the CSO forthwith by all defense counsel, persons whose assistance the defense
reasonably requires and by such courtroom personnel as the Court requires for its assistance."
Id.
141 Id. at 116 (moving defendants included Mohammed Sadeek Odeh, Fazul Abdullah
Mohammed, and Wahid El Hage).
142 United States v. Bin Laden, 58 F. Supp. 2d 113, 116-19 (S.D.N.Y. 1999). The district
court did not attempt to answer the more difficult question of whether the moving defendants none of whom were United States citizens - actually possessed the constitutional rights they
claimed. Id. Instead, the district court simple addressed the challenge over compelled security
requirements under the assumption that the defendants possessed the same Sixth Amendment
guarantees as U.S. citizens. Id.
143 Id. at 117.
144 Id.
145 Id.
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a defendant's right to counsel. 14 6 The opinion cited Wheat as the keystone for its analysis.' 47 First, the district court granted that it would
be "flatly unconstitutional to grant the government an unfettered ability to remove any defendant counsel .... "148 Instead of analyzing the
larger constitutional question over the right to counsel of one's choice,
however, the district court referenced the repeated attempts by the
government to notify defense counsel of the possible need to obtain a
security clearance. 149 In doing so, the court held that the government
did nothing to delay trial by requiring clearances, instead faulting the
150
defense counsel's tardiness to apply for the required clearances.
While Bin Laden cites Wheat in its analysis, it did not use the
balancing approach developed in Wheat to analyze right to counsel
questions. By doing so, the Bin Laden decision failed to thoroughly
address the fundamental questions about courts compelling security
clearances that may deny a defendant access to his counsel of choice.
Specifically, the district court only analyzed the issue of the whether
the government intentionally delayed trial through the clearance process, finding that it had not done so.15' The court did not analyze
whether delays resulting from bureaucratic inertia, as could be the
case with security clearance processing, would violate the right to
counsel. Nor did the district court consider the impediment to the
right to counsel if clearances were delayed or denied for other reasons, because of lengthy investigations or international travel.
Further, the Bin Laden court offered only a small fraction of the
legislative history to CIPA in its ultimate holding. It overlooked some
Congressional statements that the law's provisions were not to
"infringe on a defendant's right to a fair trial or to change the existing
rules of evidence and criminal procedure." '52 Congressional reports
from both chambers indicate that during consideration of CIPA, Con146
147

Id. at 118-19.
Id. at 119 ("Our starting point must be the Supreme Court's conclusion that the Sixth

Amendment does not promise a defendant his choice of counsel but rather aims to guarantee
that each criminal defendant receives an effective advocate." (citing Wheat v. United States, 486
U.S. 153, 160 (1988))).
148 United States v. Bin Laden, 58 F. Supp. 2d 113, 119 (S.D.N.Y. 1999).
149 Id. at 119-21. Shapiro, however, contends that "the Court will soon find the opportunity to clarify just what it is about the Sixth Amendment that compels the recognition of a right
to counsel of choice.' Shapiro, supra note 6, at 386.
150 Bin Laden, 58 F. Supp. 2d at 120-21.
151 Id.
152 H.R. REP. No. 96-831, pt.2, at 3 (1980); see also Shea, supra note 60, at 690.
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gress did not intend or anticipate that defense counsel would be
required to obtain security clearances. 153 Congress even appeared
aware of the possibility of requiring security clearances as a term of a
protective order and still concluded that a defendant should not be
put in a worse position as a result of CIPA. 154 This congressional evidence suggests that the Bin Laden legislative interpretation too
strongly favored the constitutionality of compelled security clearances
for defense attorneys.
Of course, federal courts are not required to consider facts or
hypothetical legal questions not put before it. However, the lower
court's failure to adopt the Wheat holding shows they are inadequately considering right to counsel in matters involving compelled
security clearances for defense counsel. If the district court in Bin
Laden had applied the Wheat balancing approach as it should in right
to counsel questions of this nature, the decision may have come out
differently.
3.

Academic Criticism of the Wheat Balancing Approach

In his review of post-Wheat cases, Professor Eugene Shapiro has
sharply questioned the Supreme Court's failure to provide a clear
framework for the appropriate degree of deference that federal courts
should give the right to counsel.'55 Specifically, Professor Shapiro
argues that the Wheat balancing approach creates "an analytical vacuum" that has led to an inconsistent application across various strands
15 6
of right to counsel cases.
Professor Shapiro advances his analysis of Wheat in several areas
of the law involving the right to counsel, including restrictions upon
pro hac vice appearances, disqualification of defense counsel based on
153 H.R. REP. No. 96-831, pt. 2, at 3 (stating that CIPA was "not intended to infringe on a
defendant's right to a fair trial or to change the existing rules of evidence and criminal procedure"); S. REP. No. 96-823, at 9 (1980) ("[Djefendant should not stand in a worse position
because of the fact that classified information is involved than he would without this Act.").
154 S. REP. No. 96-823, at 9; but see Graymail Legislation: Hearings Before the Subcomm.
on Legislation of the Permanent Select Comm. on Intelligence, 96th Cong. 49 (1979) (statement of
Representative Morgan Murphy of Illinois, available at http://lawlibrary.rutgers.edu/cgi-bin/lib/
hearing.cgi?file=80601166%20page=0001) ("With reference to your comments on protective
orders, would not the inclusion in the statute of details which you feel necessary, such as clearing
of persons who would examine classified information, suggest more control over the defense
than is proper, and when the defendant could or his attorney be denied access to certain
material.").
155 Shapiro, supra note 6, at 366-81.
156 Id. at 350, 354-55.

CIVIL RIGHTS LAW JOURNAL

[Vol. 19:3

prior governmental service, allegations of counsel's impropriety and
misconduct or incompetence, and disqualifications resulting from issuing subpoenas upon attorneys for investigative purposes.1 7 His analysis demonstrates that the Wheat subjective balancing approach leads
to more confusion than clarity. 5 ' Ultimately, Shapiro concluded that
Wheat offers a legacy that is "less than desirable,"159 primarily because
the presumption of the right to counsel of choice is of "indeterminate
strength" and the counterbalancing government interests "may or
may not serve" to support a fair trial. 6
Professor Shapiro does not undertake an analysis of whether the
requirement of security clearances for defense counsel can deny a
defendant the right to counsel of choice. Though inclusion of this
issue may have strengthened his conclusion, the omission is likely the
result of the limited number of opinions on the topic. At the time his
research was published in 1992, the only decision referencing compelled security clearances was Smith.
Nevertheless, the Bin Laden decision demonstrates Professor
Shapiro's prescience on the clarity of the Wheat balancing approach.
In what should have been a clear application of Wheat, the Bin Laden
court failed to weigh the right to counsel of one's choice against the
government's interest in ensuring a fair trial for the question of compelled security clearances. Instead, the district court disregarded any
real deference, much less a presumption, to the right to counsel. If
Wheat's precedent so clearly established an articulable approach, the
Bin Laden court should have addressed such an approach more carefully and thoroughly than it did. Though Bin Laden only represents
one federal decision on compelled security clearances, it nonetheless
supports Professor Shapiro's theory that Wheat's guidance on right to
counsel matters is not simply straightforward.
With the limitations of the Bin Laden ruling and the scarcity of
other opinions on the subject, the constitutional concerns over compelled clearances remains an open issue, one that will have to be
addressed as more national security cases are prosecuted that involve
157 Id. at 355-80.
158 Id.
159 Id. at 386. As previously noted, Shapiro, contends that "the Court will soon find the
opportunity to clarify just what it is about the Sixth Amendment that compels the recognition of
a right to counsel of choice." Id.
160 Id. at 350, 354-55.
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protective orders that attempt to safeguard against the disclosure of
classified information.
B.

The Government's Security Interest and the Defendant's Right to
Counsel

Without clear guidance on the fundamental question of whether
compelled security clearances interfere with a defendant's Sixth
Amendment right to counsel, the federal courts would be better
served by a more thorough analysis of these competing interests under
the balancing approach offered in Wheat. On the one hand, the government has a legitimate interest in protecting classified information
at trial that will also help ensure a fair trial. However, the security
clearance requirement for defense counsel gives the government
excessive power over the prosecution of a defendant in national security cases. This power to delay, withhold evidence, and limit the defendant's selection of the best counsel to serve his defense effectively
restricts the defendant's right to counsel. At the very least, there is a
strong appearance of impropriety in the government's operational
veto power over the choice of counsel for the defendant it prosecutes.
1.

The Government Must Protect National Interests

The government must ensure that the judiciary has the authority
to use procedural safeguards at trial so that classified information is
not disclosed involuntary or voluntary. The potential mobility of classified information, and its danger of being obtained by forces that
threaten national security, obliges the government to take prudent
precaution to prevent its disclosure.' 61 These concerns precipitated
CIPA's enactment because it became clear that preventing the release
of classified information in advance would be more effective than
attempting to undo the damage of unauthorized disclosures after the
fact.162 Extending access to classified information to defense attorneys
161 See supra Part I.B.

162 United States v. Bin Laden, 58 F. Supp. 2d 113, 121 (S.D.N.Y. 1999) ("The fact remains
that it is practically impossible to remedy the damage of an unauthorized disclosure ex post and
we refuse to await the possibility of repairing what in this case might be a particularly disastrous
security breach when reasonable measures could have prevented the disclosure altogether."); see
also Snepp v. United States, 444 U.S. 507, 512-23 & nn.7-8 (1980) (citations omitted) (holding
that the Government must have adequate mechanisms to prevent unauthorized disclosures and
that disclosures might cause irreparable harm).
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who have not been checked for security interests is an irresponsible
stewardship of national security.
Additionally, the government must reasonably ensure judicial
integrity through the adjudication of a case, which includes minimizing defendant's capacity to deliberately delay trials with procedural
due process, various Sixth Amendment claims, or threatening to disclose classified information at trial from which CIPA derived. The
Court's position in Wheat that "appropriate inquiry [in evaluating
Sixth Amendment claims] focuses on the adversarial process" '6 3 indicated that courts may weigh the potential for ensuring timely adjudication against the government's need to keep classified information
secret. Historically, federal courts have held that the right to counsel
may be denied if it is outweighed by the government's interest to
deter an unreasonable or obstructive delay of a trial.1 64 This interest
in not likely implicated in instances where defense counsel is compelled to obtain a security clearance. Defense counsel under such a
protective order are not using security clearances as a means to delay.
Rather, in this instance, it is the government that holds up a trial while
its bureaucracy processes the security clearance application. Defendants, even more so than the government, have an interest in a trial
that is not obstructed by such unnecessary bureaucratic impediments.
2.

The Criminal Defendant's Right to Counsel

On the other side of the Wheat balancing approach, the right to
counsel endures not just because of its underlying principle of liberty,
but because of its practical application. 161 In matters before the court,
an individual is more likely to need counsel in his defense than advocating that his First Amendment freedoms abridged.1 66 Defense coun-

163 Wheat v. United States, 486 U.S. 153, 159 (1988) (citing United States v. Cronic, 466
U.S. 648, 657 n.21 (1984)).
164 See Georgetown Law JournalAnnual Review of Criminal Procedure, Right to Counsel,
35 GEO.L.J. ANN. REV. CRIM. PROC. 465, 478 n.1546 (2006) (quoting United States v. Woodard,

291 F.3d 95, 111 (1st Cir. 2002)); see also id. (collecting cases).
165 See Faretta v. California, 422 U.S. 806, 818 (1975) ("Because these rights are basic to
our adversary system of criminal justice, they are part of the 'due process of law' that is guaranteed by the Fourteenth Amendment to defendants in the criminal courts of the States.").
166 See ToMKOVICZ, supra note 12, at 128 ("Without a lawyer's aid, it is quite unlikely that
an accused will be able to enjoy the advantages of the other enumerated rights.").
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sel "is the only person in the justice system whose sole obligation and
loyalty is to the defendant." '6 7
The government's asymmetrical control over the classification of
information not only slows the issue of security clearances, but also
inhibits the adversarial production of classified information as evidence. 168 It creates opportunities for abuse, where the government
can use classification as a defense against litigation 169 or as a tool to
prosecute defendants without public scrutiny. In using the classification tools as a means to require security clearances for a defendant's
counsel, government officials can indiscriminately or strategically
request security clearances for defense counsel as a way to delay trial,
withhold key evidence, or simply to engage in judicial gamesmanship.
This is not to say that these abuses have occurred, but the classification power creates the possibility of improper executive interference
over the defendant's case. Professor Brian Tamanaha summarizes the
problem best, as he states that the "greatest danger of this de facto
clearance requirement is that it gives DOJ the ability to control who
will work on classified matters for the defense .... The potential for
abuse in this situation is troubling regardless of whether the prosecution does in fact deliberately use this power to its advantage." 170
Finally, there is the specter of systematic discrimination in the
processing of security clearances. DOJ's clearance investigations
focus on numerous aspects of the SF-86 application. Applicants of
certain nationalities, ethnicities, or religious affiliations may be subject
to increased scrutiny merely as a result of commonly held stereotypes,
For instance, Arabtheir family connections, or travel abroad.'
American attorneys attempting to obtain a security clearance may
raise more initial warning flags within DOJ as a result of their ethnic
167 Joshua Dratel, Ethical Issues in Defending a Terrorism Case: How Secrecy and Security
Impair the Defense of a Terrorism Case, 2 CARDOZA PUB. L. POL'Y & ETHICS J. 81, 81 (2003).

168 Dratel, Sword or Shield, supra note 91, at 174.
169 See Fuchs, supra note 94, at 134-35 (demonstrating how the government has increased
the use of the states secret privilege and the "mosaic theory of intelligence gathering" to avoid
litigation).

170 Tamanaha, supra note 53, at 289.
171 See William H. Miller, A Position of Trust: Security ClearanceDecisions After September

11, 2001, 14 GEo. MASON U. Civ. RTS. L.J. 229, 238 (2004) ("The possibility exists that determinations of security clearances will be made not upon the facts of an impartial investigations, but
upon the subjective opinion of the adjudicator influenced by the September llth terrorist
attacks, as well as the ongoing 'war on terrorism."').
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and national backgrounds, associations, or families. 72 Research suggests that if left to the system today, the number of cases of denied or
delayed security clearances for Muslim and Arab-Americans will
173
increase disproportionately to the rest of the population.
There are significant consequences to any impediments on the
right to counsel of one's choice. The government's ability to limit that
choice by compelling defense counsel to obtain security clearances
must be scrutinized closely to ensure that the government is not using
the requirement as a means to handicap a defendant or prohibit a
particular attorney for reasons other than national security concerns.
C. An Administrative Solution: High Priority Processingof
Clearancesand Clearance Waivers
As the interests of national security and the right to counsel compete within the forum of federal courts, an administrative solution can
ameliorate potential conflicts. DOJ could develop effective administrative policies to ensure that there is not an unreasonable delay
within the security clearance application and processing. Specifically,
this Comment proposes allowing for prioritized clearance investigations, or in the alternative, providing interim waivers for security
clearances for defense counsel.
The CIPA regime makes the executive branch the real arbiter for
determining the defense counsel's "trustworthiness."'7 4 DOJ controls
the security clearance processing from beginning to end, and it provides the resources and necessary investments to ensure that the
investigations proceed thoroughly and with appropriate speed. In the
past, DOJ has recognized the need to facilitate security clearance
processing in a timely manner. 175 The government in Bin Laden indicated that it would do whatever it could to assist in the expedited
processing of security clearances for any defense counsel seeking to
obtain clearances. 176 Despite this promise, DOJ does not have guiding
172 Id. at 238-41 (providing several anecdotes of individual discrimination and institutional
discrimination within the security clearance process).
173 See id. at 243-44 ("It is a reality that Muslim and Arab-Americans are likely to face
quiet and covert forms of discrimination that are difficult to prove and easily rationalized on the
individual level.").
174 CIPA § 5, 18 U.S.C. app. § 3 (1980).
175 United States v. Bin Laden, 58 F. Supp. 2d 113, 119 (S.D.N.Y. 1999).
176 Id.
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policies to determine when and how it should facilitate expedited
processing for defense counsel.
First, DOJ should prioritize the investigations and processing of
defense attorneys' security clearance applications by moving those
investigations to the front of the queue. As previously evidenced by
government evaluations, t7 7 both DOD and DOJ are overburdened by
the amount of security clearance applications they receive. DOJ is
not currently meeting its own processing or adjudication standards,
and if processing requests increase because of the increase in terrorism prosecutions or the use of classified information, it is likely that
DOJ will fall further behind. To prevent significant delay in the clearance processing, DOJ should clearly articulate a policy that ensures
that defense counsel be given priority in processing. While there is no
way to determine whether this prioritization significantly reduces the
time it takes DOJ to investigate and fully process a clearance request,
it certainly provides a better alternative to defense counsel remaining
in a long queue of other requests and denying a defendant his right to
counsel.
Second, DOJ should also develop an interim waiver clearance for
defense counsel until a final decision can be reached on the permanent clearance. These interim clearances could be issued for specific
classified information or access to the attorney's client and would
expire after the case is concluded. DOJ could restrict counsel subject
to interim waivers from accessing the most classified information, but
still provide wider access to counsel's clients, allow for the discussion
of some evidence, and permit the defendant and counsel to more adequately prepare for trial.
The United States military has confronted this problem directly.
The Court of Military Appeals ruled in United States v. Nichols that
"the accused's right to a civilian attorney of his own choice cannot be
limited by a service-imposed obligation to obtain clearance for access
to service classified matter." '78 As a result of this decision, the prose177 See supra Part I.C.

178 See Maher, supra note 103, at 89 (quoting United States v. Nichols, 8 C.M.A. 119, 121,
23 C.M.R. 343, 345 (1957)). Nichols, a case decided in 1957 that has withstood nearly a halfdecade of scrutiny, asserts that when court proceedings require a security clearance but civilian
counsel cannot receive a clearance, the government has the options of granting access, deferring
the proceedings, or disbarring the defense counsel from practice before courts-martial. Nichols,
23 C.M.R. at 349. Maher argues that the Nichols precedent is "simply unfair to the prosecution"
and the precedent "should not be followed." Maher, supra note 103, at 92.
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cuting service branch takes the necessary steps to expedite the process
of granting clearances that normally takes a substantial period of
time.179 For instance, to overcome the impediments of its own security
clearance process, the Army allows high-ranking officials the explicit
authority to grant interim security clearances before final clearances
are granted. 80 Counsel obtain waivers through the requesting service's security offices to prevent inordinate delays, while still allowing
the government reasonable limits on the handling of classified information. 8 ' These steps are simple, yet they are taken to ensure that a
defendant's counsel is not "screened out" by the bureaucracy of the
investigation rather than the merits of that investigation.
A prioritization system or interim waivers for security clearances
would also serve to disincentivize two of the potential governmental
abuses involving protective orders. First, the accessibility of an
interim waiver would limit the government's use of protective orders
as litigation gamesmanship or as a tactic for intentionally delaying
trial. Defense counsel could request the interim clearance to circumvent government abuse of the security clearance requirement. Second, granting interim waivers would alleviate concerns about overclassification of documents in evidence as a tactic used to mandate
security clearances. The government could classify all the information
it wants without unduly restricting defense counsel's access to it.
These administrative solutions within DOJ may raise concerns that
classified information is too accessible to defense counsel. It should
be noted, however, that the United States military has already implemented similar procedures that it feels is necessary to ensure that the
choice of one's attorney is not limited. 182 The strong interest in the
Sixth Amendment ultimately outweighed the concern for the
improper disclosure.
Finally, these administrative solutions are preferable to waiting
for the Supreme Court to review a case on point and clarify its position on the appropriate balance between the right to counsel and com179 See Maher, supra note 103, at 89 (noting that Congress established the Uniform Code
of Military Justice (UCMJ) in federal statute (Title 10, Chapter 47) in 1950 to codify a disparate
legal system among the several services). For additional historical perspective on the UCMJ, see
John S. Cooke, Introduction: Fiftieth Anniversary of the Uniform Code of Military Justice Symposium Edition, 165 MIL. L. REV. 1 (2000).
180 See Maher, supra note 103, at 92 (citation omitted).
181 Id. at 93.

182 Nichols, 23 C.M.R. at 345.
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pelled security clearances. Reliance on the Supreme Court to address
the issue quite possibly is futile and could possibly deprive many criminal defendants of their constitutional right to counsel.
CONCLUSION

When the government seeks to restrict defense counsel, it raises
questions about the vitality of the defendant's constitutional right to
counsel. In these cases, the circumstances of protective orders teamed
with the practical impediments of an inefficient clearance system significantly restrict the defendant's Sixth Amendment right.
There is nothing new about the tension between maintaining government secrets and the fundamental rights of criminal defendants.
Rather than acquiesce to these fundamental violations of the right to
counsel, DOJ should develop an expedited clearance system, one that
ensures the dual goals of protecting classified information from disclosure at trial and preventing delay of counsel's ability to represent the
defendant. A system allowing for clearance processing prioritization
and interim clearances for defense counsel provides the most immediate and balanced solution to an increasingly important constitutional
debate.
Until the development of other tools, methods, or technologies to
use classified evidence at trial while simultaneously preventing its
inadvertent or intentional disclosure, an improved system within DOJ
for issuing security clearances provides the best method to ensure that
those who access classified information are not a threat to disclose it.
If the executive branch takes these steps it can insulate itself against
legal challenges by criminal defendants while protecting its classified
information from undesirable disclosure.

