FRUSTRATION STATION:
ATTEMPTING TO CONTROL YOUR CREDIT

Erin Dowe*

INTRODUCTION

Imagine this: After searching for months, you have finally found
the house of your dreams. It has only been on the market for a couple
days and the owners want to sell it fast. You make a bid that is subsequently accepted. You go to a bank seeking a mortgage to fund your
purchase of the house. The bank, upon hearing of your wish for a
loan, requests your credit history from one of the three major credit
bureaus: Trans Union, Experian, or Equifax. Later, the bank comes
back to you and says your mortgage loan is denied because you have
bad credit. You stand in shock. You have always paid your bills on
time, never gone into bankruptcy. You think you have excellent credit.
You try another bank and get the same result. You lose the house.
How did this happen?
You were the victim of identity theft. Likely you will never learn
who stole your identity. What you will most probably learn, and intimately so, is the bureaucracy behind these credit bureaus, as you will
spend the next few days, months, or even years of your life attempting
to repair your credit history. This is not an imaginary situation.1 In a
2003 survey report, the Federal Trade Commission ("FTC") stated
that victims of identity theft crimes spent a total of 300 million hours
and $5 billion to correct problems relating to these crimes in one year
alone.2 The Fair Credit Reporting Act ("FCRA"), 3 as amended by the
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1 See, eg., Cousin v. Trans Union Corp. 246 F.3d 359 (5th Cir. 2001) (where, in 1993, plaintiff informed the credit bureaus of the fraud perpetrated under his name and in 2001 the plaintiff
was still caught up in litigation to clear his name).
2 FTC.gov, "FTC survey report" [hereinafter "FTC survey"], http://www.ftc.gov/os/2003/09/
synovatereport.pdf (last visited Mar. 6, 2006).
3 15 U.S.C. §1681 (2003).
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Fair and Accurate Credit Transactions Act of 2003 ("FACT"),4
attempts to address identity theft problems and maintain accuracy in
the field of credit reporting by requiring credit bureaus to adopt reasonable procedures when compiling credit histories.' It must be

remembered, however, that in the end the onus is on you, the individ6
ual consumer, to ensure your credit report is correct.

Like the situation just described, in most cases the consumer does
not find out that his credit history is marred by identity theft until
after he applies for, and is denied, credit. 7 At this point, he is responsi-

ble for calling the credit bureaus, with which he has no prior relationship, and the different banks and lending institutions that the identity
thief used, again with which he has no prior relationship, and asking
that a fraud investigation be conducted. 8 The consumer is now at the
mercy of underpaid wage workers getting 10 fraud cases each hour to
properly investigate his claims of fraud and clear his history.9 Sometimes, even when credit bureaus are judged to have used reasonable
procedures in compliance with the FCRA, the individual consumer
4 Fair and Accurate Credit Transactions Act of 2003, Public Law No: 108-159, 117 Stat 1952;
available at http://thomas.loc.gov/cgi-bin/bdquery/z?d108:HR02622:@@@L&summ2=m&TOM:/bss/dl08query.html-#summary (last visited Mar. 6, 2006) (summarizing the statute).
5 "It is the purpose of this subchapter to require that consumer reporting agencies adopt
reasonable procedures for meeting the needs of commerce for consumer credit, personnel, insurance, and other information in a manner which is fair and equitable to the consumer, with regard
to the confidentiality, accuracy, relevancy, and proper utilization of such information in accordance with the requirements of this subchapter." 15 U.S.C. §1681(b).
6 See FTC.gov, "Facts for Consumers" [hereinafter "FTC's Facts"] www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm (last visited Mar. 6, 2006) (instructing individuals about how to keep
a clean credit history).
7 See, eg., Acton v. Equifax Credit Info Serv, Inc. 293 F. Supp. 2d 1092 (D.C.Ariz. 2003)
(where plaintiff discovered inaccurate information in his credit report only upon being denied a
new home mortgage loan).
8 The FACT creates a nationwide fraud alert system so that the consumer will only need to
make one phone call to receive advice and protect his credit standing. Public Law No: 108-159,
117 Stat 1952. However, since repairing a credit history remains the consumer's own responsibility, it would still be wise for the consumer himself to endure the hassle of calling each credit
agency and lending institution in order to ensure that all relevant bodies know of the fraud. In
fact, the FTC instructs consumers to do just that. See FTC's Facts, supra note 6, (describing the
four steps fraud victims should take to repair their credit).
9 Cushman v. Trans Union Corp. 115 F.3d 220, 222 (3rd Cir. 1997) (noting the overworked
and underpaid credit bureau clerks when questioning whether the credit bureau's fraud investigation procedures were reasonable) see also, Jeff Sovern, The Jewel of Their Souls: Preventing
Identity Theft Through Loss Allocation Rules, 64 U. PI-T. L. REV. 343, 353 (2003) (noting that
credit bureaus "have automated telephone answering systems that make it impossible for victims
to reach a human being for aid").
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finds himself fighting with the bureaus for years to clear his mistaken
credit history.1"
Though you might think 'ah, who cares, this could never happen
to me,' identity theft is a widespread and growing problem." According to the same FTC survey report, in the five years preceding the
report, 27.3 million Americans discovered that they were a victim of
some form of identity theft. In the year 2003 alone,10 million Americans discovered they were victims. 12 Mr. J. Howard Beales, director of
the FIC's Consumer Protection Bureau, said the agency surveyed a
large group in its 2003 report because "we were afraid we'd have a
hard time finding victims. Unfortunately that was not the case."13
Especially in today's digital age, with increasing hacker technology,
identity theft is becoming more pervasive. 1
This paper argues that, in light of the growing identity theft problem, and the consumer's primary role in ensuring the validity of his
credit report, individuals should have a property right in their credit
information. If we are the ones who must alert the credit bureaus to
possible fraud and ask for an investigation, we should have some prior
relationship with the bureaus so that they are answerable to us. Part I
of this article describes the impact of identity theft on a victim's ability
to obtain credit and the subsequent procedures that victim must
undertake to clear his credit history. Part I also discusses the FCRA's
attempt to provide individuals with recourse to the credit bureaus.
Part II examines the legal debate about whether individuals can and
should have property rights in their personal information. Part III discusses the limitations of the FCRA, including the FACT, and proposes
that a property rule in credit information would work to curb those
limitations by giving the consumer the power to establish ongoing
relationships with the credit bureaus.

10 See, e.g., Cousin v. Trans Union Corp. 246 F.3d 359, 363 (5th Cir. 2001).
11 FTC survey, supra note 2, at 6.
12 Id.
13 Caroline E. Mayer, FTC Says Identity Theft Is Rampant, WASH POST, Sept. 4, 2003, at
E5.
14 Byron Acohido and Jon Swartz, Tech Industry Presents Less-than-Unified Defense,
USA TODAY, Sept. 9, 2004, at B1 (stating that "compromised PCs are being transformed into
obedient zombies slotted into underground networks to... carry out identity theft scams").

CIVIL RIGHTS LAW JOURNAL

I.

[Vol. 16:2

ROBBED! THE MADDENING PROCESS OF OBTAINING CREDIT
AFTER IDENTITY THEFT OR MISTAKE

According to the FTC, "identity theft occurs when someone uses
your personal information without your permission to commit fraud
or other crimes."15 Perhaps the "without your permission" facet of
identity theft is the most frustrating thing about this crime for, unlike
in a traditional burglary where the victim will often immediately
notice a missing item, theft of personal information is not so readily
apparent.16 While some are lucky enough to see a discrepancy in their
bank statements and therefore discover the fraud relatively quickly,
others only realize the truth after being denied credit, 17 or upon
receiving a call from a collection agency. 18 The emotional shock and
embarrassment that comes from being told by a third party about bad
credit,19 however, is only the beginning of the victim's distress.2"
One irritating factor about the crime of identity theft is that,
more often than not, the actual offenders are never caught. Despite
statutes with greater penalties for perpetrators of identity fraud,21
enforcement officials are sometimes reluctant to even file a criminal
report. The reason for this reluctance is that, due to the mobility of
the crime, the fraudulent purchases can occur in a remote state and
15 FTC.gov, "Your National Resource About Identity Theft," http://www.consumer.gov/
idtheft/ (last visited Mar. 14, 2006).
16 FTC survey, supra note 2, at 20 (noting that 41% of victims discovered the theft within a
week, 26% discovered the theft within a week to a month, and 12% of victims took six months
or more to discover the theft).
17 See, e.g., Acton v. Equifax Credit Info Serv, Inc., 293 F. Supp. 2d 1092, 1096 (D.C.Ariz.
2003); Morris v. Credit Bureau of Cincinnati, Inc., 563 F. Supp. 962 (D.C.Ohio 1983) (where
plaintiff discovered the inaccuracies in his credit report only after being denied the credit he
needed from an energy company to heat his home); Comeaux v. Experian Info Solutions, No.
Civ.A.2:02 CV 0304, 2004 WL 1354412 (E.D. Tex. June 8, 2004) (where plaintiff realized her
credit file was mixed with the adverse credit file of another consumer only after being denied a
home mortgage loan).
18 See, e.g., Cushman v. Trans Union Corp. 115 F.3d 220, 222 (3rd Cir. 1997) (where plaintiff, a college student, was informed by a bill collector that $2.400 had been charged in her
name); Stevenson v. TRW, Inc., 987 F.2d 288 (5th Cir. 1993) (where plaintiff was informed by
bill collectors about arrearages under his name in more than sixteen accounts that were not his).
19 See Acton, 293 F. Supp. 2d at 1096; see, Cushman, 115 F.3d at 222.
20 See, e.g., supra, text accompanying notes 44-47.
21 18 U.S.C.A. § 1028 (2004) (prescribing punishments for those who engage in fraudrelated activity in connection with identification documents, authentication features, and
information).
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the perpetrator might already be long gone.22 Also, because it takes
awhile for victims to realize that they have been robbed,2 3 committing
the crime becomes that much more low-risk and alluring to
criminals. 4 Indeed, identity theft is growing at a geometric rate, 5
largely due to the ease with which the crime can be committed. 6
Not only does the consumer need to worry about criminals marring his credit history by running up false charges, he also should be
aware that the credit bureaus themselves could, even unintentionally,
propagate an inaccurate credit report. 7 No matter who is at fault for
the inaccurate report, it is the victims who are left to clean up the mess
left behind.2 No matter how shocking his original discovery of the
process will often be that
mistaken credit history was, the clean-up
29
much more unpleasant for the victim.
A.

Case Studies

Perhaps the best way to understand the feelings of frustration and
utter helplessness that victims of mistaken or stolen identity suffer is
to examine, in depth, the respective ordeals of Joe Morris, Dale
22 Timothy L. O'Brien, Officials Worried Over a Sharp Rise in Identity Theft, N.Y. TIMES,
Apr. 3, 2000, at Al (noting also the limited manpower available to track down identity thieves);
Mark Jewell, Cyber-thieves Delight in One-stop Swiping, THE PHILADELPHIA INQUIRER, Aug. 11,

2004, at D1 (stating that Judith Collins, a criminal-justice professor, said the tougher sentencing
that the new federal law required was a move in the right direction, "but it does nothing to
preempt identity theft"); Vera Bergelson, It's PersonalBut Is It Mine? Toward Property Rights in
PersonalInformation, 37 U.C. DAVIS L. REV. 379, 404 (2003) (noting that laws that punish identity theft really aim at future crime and, absent the intent to commit that future crime, "an
unlawful use or transfer of identifying information does not constitute a theft of identity").
23 See FTC survey, supra note 2.
24 Harry A. Valetk, Mastering the Dark Arts of Cyberspace, 2004 STAN. TECH. L. REV. 2, 14

(2004).
25 Lynn M. LoPucki, Human Identification Theory and the Identity Theft Problem, 80 TEX.
L. REv. 89 (2001).
26 Valetk, supra note 24, at 12 (noting technological advancements that have allowed
criminals to gain personal information by such scams as "phishing"); Brian Krebs, Companies
Forced to Fight Phishing, N.Y. TIMES, Nov. 19, 2004, at A6 (detailing complicated phishing
schemes where identity thieves set up fake websites designed to look like a real bank's, store's,
or credit card company's webpage, and thereby trick the consumer into providing his identifying
information); see also FTC, "How can someone steal my identity?", http://www.consumer.gov/
idtheft/conabout.htm (last visited Mar. 14, 2006).
27 See, e.g., Morris v. Credit Bureau of Cincinnati, Inc., 563 F. Supp. 962, 964 (D.C.Ohio
1983), see also infra Part II(A).
28 See FTC's facts, supra note 6.
29 See, e.g., Cousin v. Trans Union Corp. 246 F.3d 359 (5th Cir. 2001) (where, in 1993,
plaintiff informed the credit bureaus of the fraud perpetrated under his name and in 2001 the
plaintiff was still caught up in litigation to clear his name).
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Acton, and Jennifer Cushman.3" The three cases detail the devastating
experience of trying to clear one's good name in identity theft cases.
Joe Morris discovered the mistake in his credit history just as he
was trying to become established in a new community. 31 His wife,
prior to their marriage, had filed for bankruptcy and her poor credit
history ended up attaching to his.32 Apparently the credit bureau was
unable to determine who exactly had filed for bankruptcy and, according to its common practice, placed that information in the husband's
file until the status of the debt could be determined.3 3 After experiencing difficulty acquiring loans to buy home heating oil, a house, and a
truck, Mr. Morris went to the offices of the credit bureau in April of
1980 and explained to the bureau's employees, in person, that he had
never filed for bankruptcy, and that it was his wife who had done so
before they were married.3 4
After Mr. Morris' personal visit, the credit bureau deleted the
incorrect information from the file of Joe T. Morris. However, when
in August of 1980 Mr. Morris again applied for a loan, this time in
order to purchase tools for his business, the tool company made an
inquiry with the credit bureau in the name of Joseph T. Morris.35
Though Mr. Morris had never gone by the name of Joseph, the credit
bureau opened up a new file under this name, along with Mr. Morris'
current address and an SSN only one digit off from Mr. Morris', and
added in the bankruptcy information. 36 His credit line with the tool
company was subsequently limited and a later attempt to secure an
automobile loan through Chrysler Corporation was denied.37
Again, in October of 1980, Mr. Morris visited the credit bureau
and there learned about the new file on Joseph T. Morris.3 8 And again
the credit bureau fixed the problem by deleting the inaccurate information from the "Joseph" file and combining that file with the original
"Joe" file.3" However, in December of 1980, Mr. Morris was back at
30 Morris, 563 F.Supp. at 964; Acton v. Equifax Credit Info Serv, Inc. 293 F. Supp. 2d 1092,
1096 (D.C.Ariz. 2003); Cushman v. Trans Union Corp. 115 F.3d 220 (3rd Cir. 1997).
31 Morris, 563 F.Supp. at 967.
32 Id. at 964.
33 Id.
34 Id.
35 Id.

36 Id.
37 Id.
38 Id.
39

Id.

at 965.

2006]

FRUSTRATION STATION

the credit bureau after being denied on three different loan applications.4" The inaccurate information regarding his wife's bankruptcy
was back on his credit history, and the credit bureau had no explanation as to how this happened.4 1 This time, the credit bureau addressed
letters to the financial institutions concerned, correcting the information that had previously been sent. Mr. Morris hand-delivered these
letters to those financial institutions himself.4 2
Though this was not a case of identity theft where the victim had
to be distressed about an unknown party running up debt under his
name, the inaccuracies perpetrated by the credit bureau nevertheless
took a toll.43 Each time Mr. Morris visited the credit bureau, he had to
take an unpaid day off work and travel approximately sixty miles
roundtrip." At the first two visits, Mr. Morris was treated disrespectfully by credit bureau employees and made to feel as if he had done
something wrong.4 5 Additionally, since he lived in a small town, Mr.
Morris was humiliated by the fact that many of his new neighbors
were aware of his difficulty obtaining credit.4 6 And finally, his marriage suffered because, as his wife testified, Mr. Morris would often
blame her for his difficulties.4 7
Like Mr. Morris, Dale Acton's credit history also contained an
inaccurate notation of a prior bankruptcy as well as a debt with Bank
One.48 Unlike Mr. Morris' case, there was no explanation here as to
how the false entry came to appear on his credit report in the first
place.4 9 Mr. Acton learned of the bankruptcy allegation attached to
his name when he was denied a mortgage loan.5" In April of 1999,
after being denied his loan, Mr. Acton wrote to the three major credit
bureaus-Equifax, Experian, and Trans Union-and formally complained about the inaccurate report.5" In May of 1999, Equifax sent a
consumer dispute verification form ("CDV") to Bank One, asking
Id. at 966.
Id.
42 Id.
43 Id. at 967.
44 Id.
45 Id.
46 Id.
47 Id.
48 Acton v. Equifax Credit Info. Serv., Inc., 293 F. Supp. 2d 1092, 1096 (D.C.Ariz. 2003).
49 Id.
50 Id.
51 Id.
40
41
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them to verify the debt, and meanwhile informed Mr. Acton that it
would complete its investigation within 30 days.5 2
Bank One sent the completed CDV form back to Equifax stating
that Mr. Acton was not in bankruptcy or in any delinquencies to them
and Equifax promptly informed Mr. Acton that the investigation was
complete and the adverse information would be deleted from his
file.53 However, when Mr. Acton subsequently obtained credit reports
in both July of 1999 and in September of 1999, he discovered the false
Bank One information remained. 4 In his continuing efforts to correct
his credit report, Mr. Acton had to take unpaid leave from work, and
as a result of the stress associated with these efforts, "he had difficulty
sleeping and was required to take large amounts of Tylenol." 5 Additionally, Mr. Acton claimed he was embarrassed by the perception of
others in the community that he was having money troubles.56
Jennifer Cushman endured an ordeal similar to that of Mr. Morris
and Mr. Acton after her personal information was misappropriated
and used to open three credit cards with three different credit grantors.57 While she was away at college in Vermont, an unknown person
near Ms. Cushman's home in Pennsylvania charged approximately
$2,400 to these new accounts.5 8 Ms. Cushman only found out about
the debt from a bill collector. 9
She immediately informed the credit bureau, Trans Union, that a
third party had fraudulently run up the debt under her name, but all
that Trans Union did in response was verify the debt with the credit
grantors. Because the identifying information the credit grantors had,
including Ms. Cushman's name, address, and SSN, matched the information Trans Union had, and because Ms. Cushman had not opened a
fraud investigation with the credit grantors, Trans Union let the false
information stand.6" Trans Union testified that it was up to Ms.
Cushman to communicate with the credit grantors and initiate a fraud
investigation with them.61 Even after Ms. Cushman wrote a second
Id.
53 Id. at 1097.
52

54 Id.

55 Id. at 1100.
56 Id.
57 Cushman v. Trans Union Corp., 115 F.3d 220, 222 (3rd Cir. 1997).
58 Id.
59

Id.

60 Id.
61 Id.
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letter complaining again about her incorrect credit report, Trans
Union merely performed the same investigation as it had before and
did nothing more.62

Adding insult to injury, after Ms. Cushman had commenced suit
against the credit bureau, she was informed through her attorneys that
a previously deleted false entry had been reentered on her report.6 3
When Trans Union originally verified the debt with the three credit
grantors, Citibank had not replied and so its entry had been deleted.'
A year later, and once litigation had begun, Trans Union finally got in
touch with Citibank, verified the information, and added the false
debt back onto Ms. Cushman's report.6"
B.

Recourse in the Law
Mr. Morris, Mr. Acton, and Ms. Cushman each sought redress in

the courts under the FCRA 66 for the humiliation suffered, time

wasted, and opportunities lost while hassling with the credit bureaus.67
Section 1681(i) of the FCRA, titled "procedure in case of disputed
accuracy," demands that credit bureaus investigate disputed entries, if
a consumer so requests, free of charge and within 30 days of notice.68

In response, credit bureaus have come up with the system outlined in
Acton, where, upon notice of a dispute from the consumer, the credit
69
bureau will issue a CDV to the financial institutions in question. If

those institutions do not respond, or respond that the credit entries
62 Id.
63 Id.

64 Id.
65 Id.
66 15 U.S.C. §1681 (2003).

67 Morris v. Credit Bureau of Cincinnati, 563 F. Supp. 962, 964 (D.C.Ohio 1983); Acton v.
Equifax Credit Info. Serv., Inc., 293 F. Supp. 2d 1092, 1096 (D.C.Ariz. 2003); Cushman, 115 F.3d
at 220.
68 "If the completeness or accuracy of any item of information contained in a consumer's
file at a consumer reporting agency is disputed by the consumer and the consumer notifies the
agency directly of such dispute, the agency shall reinvestigate free of charge and record the
current status of the disputed information, or delete the item from the file... before the end of
the 30-day period beginning on the date on which the agency receives the notice of the dispute
from the consumer." 15 U.S.C. §1681i(1)(A).
69 See Acton, 293 F. Supp. 2d at 1096; see also, FlC's Facts, supra note 6 (stating that the
credit bureau "must forward all relevant documents you provide about the dispute to the information provider. The information provider then must investigate, review all relevant information
provided by the credit bureau, and report the results to the credit bureau. If the information
provider finds the disputed information to be inaccurate, it must notify any nationwide credit
bureau to which it reports, so that the credit bureau can correct this information in your file").
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are inaccurate, the adverse history will be deleted.7" If however, those
institutions respond that the debt does exist, the credit bureau will
change nothing in the report and close the investigation.71 If the credit

bureau does delete an entry on a credit report, it must follow reasonable procedures in order to prevent that entry's reappearance.72

Under §§ 1681n and 1681o of the FCRA, credit bureaus may be

held liable for willfully and/or negligently violating § 1681i.7 3 If a
credit bureau is found to have willfully disregarded § 1681i, it will not
only have to reimburse the plaintiff his actual damages, but may have
to pay punitive damages as well. 74 To recover under a § 1681n willful
noncompliance action, however, the plaintiff must prove that the
credit bureau "engaged in willful misrepresentations or acts of concealment during the reinvestigation process."75 For example, in Jennifer Cushman's case, she would have to prove the credit bureau

adopted its reinvestigation policy knowing it was in contravention of
the rights given to consumers by the FCRA or in reckless disregard of
the FCRA. 76 Thus, a § 1681n action is very hard to prove, unless
agent(s) of the credit bureau act to deliberately thwart the rights of
the plaintiff. 77 In a typical case, like that of Ms. Cushman, Mr. Acton,
or Mr. Morris, where the consumer is frustrated by the bureaucracy

70 See Acton, 293 F. Supp. 2d at 1096; FTC's Facts, supra note 6.
71 See Acton, 293 F. Supp. 2d at 1096; FTC's Facts, supra note 6.
72 "A consumer reporting agency shall maintain reasonable procedures designed to prevent
the reappearance in a consumer's file, and in consumer reports on the consumer, of information
that is deleted pursuant to this paragraph." 15 U.S.C. §1681i(a)(5)(C).
73 "Civil liability for willful noncompliance," 15 U.S.C. §1681n; "Civil liability for negligent
noncompliance" 15 U.S.C. §1681o.
74 Any person who willfully fails to comply with any requirement imposed under this title
with respect to any consumer is liable to that consumer in an amount equal to the sum of (1)(A)
any actual damages sustained by the consumer as a result of the failure or damages of not less
than $100 and not more than $1,000; or (1)(B) in the case of liability of a natural person for
obtaining a consumer report under false pretenses or knowingly without a permissible purpose,
actual damages sustained by the consumer as a result of the failure or $1,000, whichever is
greater; (2) such amount of punitive damages as the court may allow; and (3) in the case of any
successful action to enforce any liability under this section, the costs of the action together with
reasonable attorney's fees as determined by the court. 15 U.S.C. §1681n.
75 See Acton, 293 F. Supp. 2d at 1102.
76 Cushman v. Trans Union Corp., 115 F.3d 220 at 227 (3rd Cir. 1997).
77 See, e.g., Yohay v. City of Alexandria Employees Credit Union, 827 F.2d 967 (4th Cir.
1987) (awarding plaintiff punitive damages under § 1681n since an agent of the credit bureau
knowingly and illegally furnished plaintiff's ex-wife with a copy of plaintiff's credit report).
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and procedural hoops of the credit bureau system, it will be next to
impossible for him to prove willfulness.7"
Most cases, if they are successful, are won under the § 1681o negligent noncompliance action. 79 Though consumers may not win punitive damages ° under a § 1681o action, credit bureaus are still liable
for any actual damage caused, along with reasonable attorney's fees.81
In order to recover under a § 1681o action, the plaintiff must prove
that: (1) the credit bureau was negligent in that it failed to follow reasonable procedures to assure maximum possible accuracy of information about the plaintiff; (2) the credit bureau reported inaccurate
information about the plaintiff; (3) the plaintiff was injured; and (4)
the credit bureau's negligence was the proximate cause of such
injury. 2 If the plaintiff fails to prove any one of these items, his
§ 1681o action will fail.83
The FACT amendment, passed in 2003, strengthens certain provisions of the FCRA in order to further protect the consumer. 84 For
example, instead of being entitled to a free credit report only during
periods of dispute, now consumers have a right to a free credit report
every year.85 Additionally, FACT calls for the creation of a national
system of fraud detection so that consumers will only need to make
78 See, e.g., Acton, 293 F. Supp. 2d at 1102; Cushman, 115 F.3d at 227; see also, Stevenson v.
TRW, Inc., 987 F.2d 288 (5th Cir. 1993) (overturning district court's award of punitive damages
under § 1681n since, though the credit bureau was slow and negligent in its investigation and
deletion of false information, "the record does not reveal... any intention to thwart consciously
[plaintiff's] right to have inaccurate information removed promptly from his report").
79 15 U.S.C. §1681o.
80 Some consumers will also attempt to sue the credit bureaus under state defamation law,
but it should be noted that the FCRA severely limits defamation claims. § 1681h(e). To overcome the qualified immunity given under the FCRA, the plaintiff must prove malice. Thornton
v. Equifax, Inc., 619 F.2d 700 (8th Cir. 1980) (citing the standard for malice defined in New York
Times v. Sullivan, 376 U.S. 967 (1964)).
81 Any person who is negligent in failing to comply with any requirement imposed under
this title with respect to any consumer is liable to that consumer in an amount equal to the sum
of (1) any actual damages sustained by the consumer as a result of the failure; (2) in the case of
any successful action to enforce any liability under this section, the costs of the action together
with reasonable attorney's fees as determined by the court. 15 U.S.C. §1681o.
82 Morris v. Credit Bureau of Cincinnati, 563 F. Supp. 962, 967 (D.C.Ohio 1983) (citing
Bryant v. TRW, Inc., 487 F. Supp. 1234, 1238 (E.D.Mich. 1980), affd by Bryant v. TRW, Inc.,
689 F.2d 72 (6th Cir. 1982)).
83 Id.
84 FACT, supra note 4.
85 Id.; see also "Fact Sheet: President Bush Signs the Fair and Accurate Credit Transactions
Act of 2003," http://www.whitehouse.gov/news/releases/2003/12/20031204-3.html (last visited
Oct. 22, 2004).
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one phone call to set off a nationwide fraud alert.86 The amendment
also requires regulators to devise a list of indicators of identity theft in
an attempt to preempt the damage caused by this crime.87
C.

ProceduralSummary

It is important to note that the accuracy of a consumer's credit
report is, first and foremost, the consumer's own responsibility.88 First,
an individual must be alert to discrepancies in his bank statements or

credit reports. 89 Neither a credit bureau nor a financial institution will
be held liable to a consumer for inaccurate information if the consumer never informed the relevant organization of the inaccuracy. 90
Second, once the individual becomes aware of a discrepancy, it is his
duty to call the credit bureaus and relevant financial institutions and
set the wheels in motion for a fraud investigation. 91 When asking for a
fraud investigation, the consumer should supply the credit bureaus
with any evidence that supports his position. 92 In fact, if he does not
supply the credit bureau with supporting documents, the credit bureau

can dismiss the dispute as frivolous. 93 The credit bureaus are not

required to gather evidence themselves, under the FCRA, but are
asked to verify the consumer's identifying information with the identi86 FACT, supra note 4; but see, FT7C's Facts, supra note 6.
87 FACT, supra note 4.
88 See, e.g., FTC Facts, supra note 6.
89 See id. (noting that consumers should maintain vigilance in protecting their personal
information, should order copies of their credit reports to check for accuracy, and should place
passwords on credit card, bank, and phone accounts); see also, FACT, supra note 4 (requiring
free yearly credit reports presumably to make it easier for consumers to verify the accuracy of
their credit reports).
90 Liability under 15 U.S.C. § 1681 exists if the credit bureau violates § 1681i. However,
§ 1681i only mandates that credit bureaus follow reasonable procedures in cases of disputed
accuracy. § 1681i(a)(1)(A). In other words, credit bureaus must follow reasonable procedures
after the consumer alerts the bureau to the problem. See also Hensen v. CSC Credit Servs., 29
F.3d 280, 286 (7th Cir. 1994) (ruling that a credit bureau is not liable under the FCRA for relying
on a court's Judgment Docket "absent prior notice from the consumer that the information may
be inaccurate").
91 See FTC's Facts, supra note 6 (noting that the consumer needs to: (1) place a fraud alert
on credit reports; (2) close any credit accounts; (3) file a report with the police; and (4) file a
report with the FTC).
92 15 U.S.C.A. § 1681i(4). See also FTC's Facts, supra note 6 (instructing consumers to
submit paperwork from the creditor and/or a police report, and an identity theft affidavit).
93 15 U.S.C.A. § 1681i(a)(3)(A).
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fying information that financial institutions have on record for the disputed debt.94
Once a consumer does complain to the credit bureau about an
alleged mistake in his credit history, the credit bureau will initially
send a CDV to the relevant financial institution(s).9 5 If the financial
institution(s) do not reply, or reply but say that there is indeed fraud,
the debt is deleted from the consumer's credit report.96 If, on the other
hand, the financial institution(s) reply and say they can find no fraud
97
and the debt is accurate, the credit bureau will leave the report as is.
Whether the disputed debt is deleted or not, the consumer will be
informed of the outcome of the credit bureau's investigation. 98 If the
consumer is not happy with the outcome, he then has an option to add
a consumer statement to his credit report explaining why the negative
information appears on the report. 99 He may also contest the debt
directly with the financial institution(s). 00
II.

CONTROLLING REGIME: WHAT RULE BEST PROTECTS AN
INDIVIDUAL'S INTEREST IN

His

PERSONAL INFORMATION?

The individual's ability to control the accuracy and transmission
of his credit information currently rests upon a liability regime.1"' In
94 See Acton v. Bank One Corp., 293 F.Supp. 2d 1092, 1096 (D. Ariz, 2003); FTC's Facts,
supra note 6. See also 15 U.S.C. §1681i(a)(5)(C).
95 See Stevenson v. TRW, Inc., 987 F.2d 288, 291 (5th Cir. 1993); Acton, 293 F.Supp. 2d at
1096 - 97; see also FTC's Facts, supra note 6; TransUnion, "Credit Report Dispute Process,"
available at http://www.transunion.com/content/page.jsp?id=/personalsolutions/general/data/
DisputeCreditReport.xml (last visited Oct. 22, 2004); Experian, "Experian's Fraud Victim
Assitance Process," available at http://www.experian.com/identity-fraud/fraud.prevention.html
(last visited Mar. 8, 2006).
96 See Stevenson, 987 F.2d at 291; Acton, 293 F.Supp. 2d at 1096 - 97; see also FTC's Facts,
supra note 6; TransUnion, supra note 95; Experian, supra note 95.
97 See Stevenson, 987 F.2d at 291; Acton, 293 F.Supp. 2d at 1096 - 97; see also FTC's Facts,
supra note 6; TransUnion, supra note 95; Experian, supra note 95.
98 See, Stevenson, 987 F.2d at 291; Acton, 293 F.Supp. 2d at 1096 - 97; see also FTC's Facts,
supra note 6; TransUnion, supra note 95; Experian, supra note 95; see also 15 U.S.C.S.
§ 1681i(a)(6)(A).
99 Transunion, supra note 95; see also Stevenson, 987 F.2d at 291.
100 Transunion, supra note 95; see also Stevenson, 987 F.2d at 291.
101 Liability is "[t]he quality or state of being legally obligated or accountable; legal responsibility to another or to society, enforceable by civil remedy or criminal punishment[.]" BLACK'S
LAW DICTIONARY (8th ed. 2004). See also discussion supra Part I(B) (noting that the FCRA,
which protects the individual's interest in his credit information, imposes civil remedies on credit
bureaus when they willfully or negligently fail to comply with FCRA provisions and demands an
investigation into consumer complaints about inaccuracy and reasonable procedures to remedy
any problems).
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fact, his control over the transmission of his credit information is
largely limited only to those instances where the information is inaccurate.1 °2 Credit bureaus are free to disclose an individual's credit
report, and charge a fee for that disclosure, for a variety of purposes
under the FCRA. 1°3 Only in certain circumstances t0 4 must the credit5
bureau secure the individual's authorization for such transmission.1
This lack of individual control over the transmission of one's own
credit history is just one example of the lack of individual control over
102
103

See supra text accompanying note 90.
15 U.S.C.A. § 1681b details the permissible purposes of consumer reports, stating in

section (a):
[A]ny consumer reporting agency may furnish a consumer report under the following
circumstances and no other:
(1) In response to the order of a court having jurisdiction to issue such an order, or a
subpoena issued in connection with proceedings before a Federal grand jury.
(2) In accordance with the written instructions of the consumer to whom it relates.
(3) To a person which it has reason to believe(A) intends to use the information in connection with a credit transaction involving
the consumer on whom the information is to be furnished and involving the extension
of credit to, or review or collection of an account of, the consumer; or
(B) intends to use the information for employment purposes; or
(C) intends to use the information in connection with the underwriting of insurance
involving the consumer; or
(D) intends to use the information in connection with a determination of the consumer's eligibility for a license or other benefit granted by a governmental instrumentality required by law to consider an applicant's financial responsibility or status; or
(E) intends to use the information, as a potential investor or servicer, or current
insurer, in connection with a valuation of, or an assessment of the credit or prepayment risks associated with, an existing credit obligation; or
(F) otherwise has a legitimate business need for the information(i) in connection with a business transaction that is initiated by the consumer; or
(ii) to review an account to determine whether the consumer continues to meet
the terms of the account.
(4) In response to a request by the head of a State or local child support enforcement
agency...
(5) To an agency administering a State plan under section 654 of Title 42 for use to set an
initial or modified child support award.
104 See e.g., 15 U.S.C.A. § 1681b(2) (explaining that when a consumer report is requested
for employment purposes, the consumer must authorize the transmission of the report); 15
U.S.C.A. § 1681b(e)(1) (detailing an "opt out" provision where a consumer, by notifying the
credit bureaus, can withdraw his otherwise implicit authorization that the bureaus can furnish
credit reports in connection with credit or insurance transactions that are not initiated by the
consumer).
105 Note that there is no need to secure a consumer's authorization for credit or insurance
transactions in which the consumer does initiate the transaction, nor is there an "opt out" provision for these "initiating" consumers where they might disallow the credit bureaus from divulging their credit histories. See 15 U.S.C.A. §1681b. Thus, in cases like Morris's, Acton's, and
Cushman's, where the loan agency requested a credit report only upon the individual consumer's
(or individual identity thief's) application for credit, the consumer has no right to bar the credit
bureaus from furnishing his credit history. See supra Part I(A).
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personal information in general.10 6 Though the law recognizes the
value that such information contains, that value is deemed to belong
to no one until collected, 0 7 which would explain why consumers do

not have a right to control credit histories that have been compiled by
the credit bureaus.

8

There is another framework through which the law might view
and organize the control of personal information. As Guido Calabresi
and A. Douglas Malamed instruct, the state may choose to protect an

entitlement, in this case an individual's personal information, with a
liability rule or, instead, with a property rule.10 9 Property rights give

the owner control over whether and for how much to sell his entitlement. Therefore, if consumers had control over their personal information, they would also have the ability to dictate who could use and

disperse that personal information. 110 Of course, to recognize an individual property right in one's personal information, current perceptions about that information must change and the law must
acknowledge the value of personal information in and of itself, before
it is collected. 1 '
To advocate such a change, there should be a reason to switch
from a liability to a property rule. Calabresi and Malamed provide
guidelines detailing how to choose between the two regimes, 112 highlighting the goal of economic efficiency. 113 A property rule is, in most
114
cases, more efficient because it requires less state intervention.

Bergelson, supra note 22 at 403.
Id. (comparing treatment of personal information under today's law to the law's historic
treatment of wild animals: "[i]n
that famous early American case [Pierson v. Post, 3 Cai. 175
(N.Y. Sup. Ct. 1805)], the court concluded that wild animals in the state of nature are not owned
by anyone until captured, and that whoever captures the animal first has the prior claim to it.
Today, courts view personal information in a similar fashion").
108 See 15 U.S.C.A. §1681b.
109 Guido Calabresi & A. Douglas Malamed, Property Rules, Liability Rules, and Inalienability: One View of the Cathedral,85 HARV. L. REv. 1089, 1092 (1972) (stating that "an entitlement is protected by a property rule to the extent that someone who wishes to remove the
entitlement from its holder must buy it from him in a voluntary transaction in which the value of
the entitlement is agreed upon by the seller").
110 Id.
111 See Bergelson, supra note 22 at 403; see also 15 U.S.C.A. §1681b.
112 Calabresi & Malamed, supra note 109 at 1093-1105 (focusing on economic efficiency,
distributional goals, and other justice reasons).
113 Id. at 1106.
114 Id. at 1092 (noting that a property rule "is the form of entitlement which gives rise to
the least amount of state intervention: once the original entitlement is decided upon, the state
does not try to decide its value... Obviously, liability rules involve an additional stage of state
106
107
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However, a liability rule can be more efficient when it is more expensive to individually, rather than collectively, value an entitlement. 115 It

is necessary, then, to examine the positive and negative effects that
acknowledging a property right in personal information would have

with emphasis upon the efficiency concerns that the protection of personal information entails.
A.

"Owning" PersonalInformation
If society acknowledges a property interest in an individual's per-

sonal information, questions will surface regarding freedom of speech
and alienability, the possible hindrance of steep transaction costs, as
well as the prospect of a personal information market failure." 6

According to the definition of property outlined in first-year law textbooks, one factor that denotes a possessory interest in a thing is the
right to exclude others from using that thing. 11 7 From this right to
exclude follows the right of transferability." 8 Concerns about both
freedom of speech and alienability arise from this "exclusivity
axiom. "119

If excluding others from using an individual's personal information means that the individual has the "right to control [another's]

communication of personally identifiable information about [himself]" and this equates to "a right to have the government stop
[others] from speaking about [him]," such a proposition would, of
course, be at odds with the First Amendment's guarantee of free
intervention: not only are entitlements protected, but their transfer or destruction is allowed on
the basis of a value determined by some organ of the state rather than by the parties themselves"
(footnote omitted)).
115 Id. at 1106 (noting the problem of both free-riders and holdouts in concluding: "Often
the cost of establishing the value of an initial entitlement by negotiation is so great that even
though a transfer of the entitlement would benefit all concerned, such a transfer will not occur").
116 See Bergelson supra, note 22 at 397; Pamela Samuelson, Privacy as Intellectual Property? 52 STAN. L. REV. 1125, 1127 (2000); Paul M. Schwartz, Property, Privacy, and Personal
Data, 117 HARV. L. REV. 2055, 2080 (2004).
117 JEsse DUKEMINIER & JAMES E. KRIER, PROPERTY 99 (2002).
118 Id. (noting that the right to both include and exclude provides the necessary conditions
for the transferability of property).
119 See Carol M. Rose, Canons of Property Talk, or, Blackstone's Anxiety, 108 YALE L.J.
601, 603 (1998) (coining the term "Exclusivity Axiom" as a way of referring to the description of
property as exclusive dominion, a description first put forth by William Blackstone in his Commentaries on the Laws of England).
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speech. 120 The equation, though, does not necessarily hold. There is a
difference between everyday speech and commercial speech.12' A
property right in the latter form of speech, which denotes the collection and exchange of personally identifiable information, does not
preclude another from talking about the information, but it could
place limitations on another's right to market or sell that information
for profit. 2 2 The compilation of an individual's credit information for
sale would certainly fall under commercial speech, and indeed restrictions already exist on a credit agency's right to use and exclude that
information.12 3
In addition to the fear that exclusivity over personal information
might infringe on others' free speech rights, scholars also wonder how
transferability might be affected by the fact that the "good" to be
alienated in this case is personal information. 124 Since the owner has
exclusive control over a good in a property-rights system, he can also
transfer that good to whomever he wishes. 125 Thus, once the individual
sells his personal information to a buyer, that buyer now has control
over it and the right to sell it to anyone else that he wishes, no matter
whether the individual approves of the new buyer or the new purpose
for which his personal information will be employed. 12 6 When the
good is credit information, however, the problem of alienability
becomes less obvious because a compiled credit history retains its
value only for a finite period of time unless continually updated, and
because the FCRA dictates a limited number of situations in which
the information may be used.12 7
Defining property by the exclusivity axiom may actually distort
the choice between a property regime and liability regime. Neither
free speech nor alienability concerns seem to apply to the entitlement
120 Eugene Volokh, Freedom of Speech and Information Privacy: The Troubling Implica-

tions of a Right to Stop Peoplefrom Speaking about You, 52 STAN. L. REV. 1049, 1050-51 (2000).
121 Bergelson, supra note 22 at 397.
122 See id. at 397-98 (citing U.S. West, Inc. v. FCC, 182 F.3d 1224 (10th Cir. 1999)).
123 For example, § 1681(b) of the FCRA indicates the only permissible purposes of consumer reports, and the FACT demands that a consumer be furnished his credit report for free
upon request. FACT, supra note 4.
124 Samuelson, supra note 116 at 1138.
125 See DUKEMINIER AND KRIER, supra note 117.
126 Samuelson, supra note 116 at 1138 (noting the fact that the individual may not be able
to properly value his personal information before selling it because he cannot foresee what it
may be used for down the road).
127 15 U.S.C.A. 1681b(a).
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at issue in this article, namely credit information. 28 Perhaps this is so
because the flaws in the credit information system have more to do
with the individual's lack of control over the accuracy of his credit
report than with his lack of control over the value or distribution of
the report. In the cases discussed in Part I of this article, the plaintiffs
did not care that the credit bureaus were compiling and selling their
credit histories; in fact, in the majority of the cases, it was the plaintiff
himself who applied for a loan and thereby triggered the need for a
credit report in the first place. 2 9 The real problem was that the credit
reports were inaccurate, due to either a credit bureau mistake or an
identity thief.13
One way to cure the inaccuracy, besides trying to prevent the mistakes and thievery altogether, is to set up a relationship between the
credit bureau and the individual whereby the individual might have an
opportunity to correct the credit report before it is sent out. The benefit that a property regime supplies is the ability to structure such social
relationships, in this case by giving the individual a possessory interest
in his credit information so that the credit bureaus will have to deal
with him before selling the credit report. 131 When property is defined
solely on the exclusivity axiom, the benefit of social structure is overshadowed 132 and the role of alienability takes on inflated importance. 33 A property model for credit information would not
necessarily challenge a credit agency's right to distribute credit histories and assess a price for those reports, but would challenge that

128 See supra notes 123 and 127.
129 See, e.g., Morris v. Credit Bureau of Cincinnati, Inc., 563 F. Supp. 962 (D.C.Ohio 1983)
(describing Mr. Morris' attempt to obtain loans for home heating oil, a house, and a truck).
130 Id.
131 Schwartz, supra note 116 at 2092 (stating that even William Blackstone, who defined
property primarily as exclusivity in his Commentaries on the Laws of England, was aware of the
social implications in a property regime: "Blackstone carefully notes how property in land during
the feudal era was a means of structuring not merely the ownership of the lord over his land, but
also the relationship of the lord to his vassal or tenant.").
132 See Rose, supra note 119 at 632 (stating that the exclusivity axiom "overstate[s] the
case, concealing the interactive character of property and giving an inappropriately individualistic patina to this most profoundly sociable of human institutions"); see also DUKEMINIER &
KRIER, supra note 117 at 54 (describing property not as a relationship between an owner and the
thing owned, but between "people with respect to things.").
133 Schwartz, supra note 116 at 2092 (noting that modern copyright law does away with the
alienability requirement altogether, providing statutory inalienability for individual authors).
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agency to ensure the accuracy of the information with the individual
3
before any sale.1 1

In addition to exclusivity concerns, critics also point to greater
transaction costs under a property regime. If individuals had to con-

tract separately with each potential buyer of their personal data, and if
buyers were required to pay individuals for the use of their personal
information, the cost of doing business would obviously rise.'35 Also,

in the short-term, collectors of the personal information might face
transition costs as they set up the necessary institutional infrastructure
to make a property-rights system work. 3 6 Sometimes, though, both

transitional and transactional costs can make the market more efficient. For example, firms that collect customer preferences for marketing or advertising purposes might find that their own databases are
more reliable when they do pay individuals for the use of their per-

sonal information, given that an individual is not likely to release data
about a favorable preference if he is not willing to receive information

about it in the future.'37 Additionally, a pre-existing contract between
134 Pamela Samuelson admits the possibility that under a property-rights regime "people
might invest more time, money and energy" culling their personal data, but claims that they
"may be willing to do this even without a grant of property rights in the data." Samuelson, supra
note 116 at 1140. This is correct, but Samuelson is looking at the wrong relationship. Granting an
individual a property right in his credit information is not meant to incentivize him, the individual, to take better care in compiling a credit history (he likely will take interest in his credit
history if he is applying for a loan, irregardless of any property right in the information). Instead,
awarding the individual a property right in his credit information forces the credit bureaus to
take better care and ensure the accuracy of the reports, for they could no longer perpetuate
inaccuracies without the knowledge of the individual.
135 Samuelson, supra note 116 at 1135-37.
136 Id. at 1136-37 (explaining one such proposed institutional framework, a National Information Market where "individuals would first 'establish information accounts and deposit their
information assets and informational rights in a local information bank"' to which they would
have a unique identifier that "would help [the individuals] keep track of who is using their information"' (quoting Kenneth C. Laudon, Markets and Privacy, COMM. OF THE ACM, Sept. 1996,
at 92)).
137 Id. at 1133 (stating that if firms must pay individuals for the use of their personal information, "perhaps firms would collect or process less personal data than they currently do...If so,
this would simultaneously achieve information privacy goals and... enable firms to make fewer
wasteful investments in personal data and to develop higher quality databases, since individuals
would presumably agree to release personal data to firms from whom they would be willing to
receive information, and would have less incentive to lie as a way to protect their privacy"); but
see Electronic Privacy Information Center [hereinafter EPIC], Privacy and Consumer Profiling,
http://www.epic.org/privacy/profiling/ (last visited Jan. 8, 2005) (stating that "self-reported data,
such as information solicited on product warranty cards, tends to be exaggerated [and] individuals tend to report higher salaries than they actually earn and indicate interests in which they may
not actually participate").

CIVIL RIGHTS LAW JOURNAL

[Vol. 16:2

firms purchasing personal information and the individuals selling it
would save ex-post litigation costs for both parties, and would especially relieve the individual from the difficult task of proving actual
138
damages to a court in the context of privacy.
In particular, with regard to establishing a property right in an
individual's credit information, the above-mentioned costs may well
be worth it: "If an individual has no control over dissemination of her
personal information, does not know what facts may determine a
counterparty's decision, and has no ability to correct errors in her
record, that by itself may lead to economically inefficient behavior by
all parties to a transaction. '139 The individual would likely face less
expense, in terms of time spent and emotional hassle, if he were to
commission a credit report from one of the credit agencies himself,
confirming pre-existing information or providing the necessary information outright, than attempting to get the agency to change a mistake after the transaction.1 4 ° The credit agency would also likely face
less expense under a property-rights regime because it would still
receive its fee for the report from the loan institution but, due to the
report's enhanced reliability, would avoid ex-post investigative and litigation costs.' 4 ' Also, unlike an advertising or marketing firm, a credit
agency would not have to pay an individual for his credit information
since the individual is the one requesting the report. Finally, loan institutions could make more efficient use of their resources since they

138 Schwartz, supra note 116 at 2108 (noting first that in some cases "litigation for privacy
violations under a tort theory has foundered because courts determined that the actual harm
that the plaintiffs suffered was de minimus" and second that "an individual's personal data may
not have a high enough market value to justify the costs of litigation").
139 Bergelson, supra note 22 at 425.
140 See, e.g., Morris v. Credit Bureau of Cincinnati, Inc., 563 F. Supp. 962, 964 (D.C.Ohio
1983)(detailing Mr. Morris' difficulties in fixing an admitted credit bureau error and his resulting
emotional distress); see also, Acton v. Equifax Credit Info. Serv., Inc., 293 F. Supp. 2d 1092, 1096
(D.C.Ariz. 2003)(describing Mr. Acton's immediate loss of a home mortgage loan because of a
mistaken credit report). It should also be noted that the individual would not necessarily have to
deal with the credit bureaus. See infra Part Ill(C). An opt-in system could be implemented so
that only those who are concerned about mistake or identity theft would exercise the right for
greater control over credit reports. See infra Part Ill(C).
141 Currently, under the FCRA, credit bureaus are liable for civil remedies when they willfully or negligently fail to comply with any provision of the Act and, furthermore, are required to
investigate any consumer complaints about inaccuracy and implement reasonable procedures to
remedy any problems. See supra Part I(B).
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would receive more accurate credit reports, unmarred by mistake and
identity theft. 4 2
A last overarching concern about establishing property rights in
personal information is whether a market for such information would
even work.1 43 When the reason for instituting a property rights regime
is to preserve an individual's privacy, by allowing him to control the
commercial sale of his personal information, there is a fear that "a
reliance on data trade will simulate a race to the bottom" and "place
poor people and others ('those who could not purchase sufficient privacy') at a disadvantage when they trade for privacy."' 44 These concerns suggest that privacy is not just an individual concern, but also a
social good that self-rule might not adequately protect. 45 In the case
of credit information, however, the purpose for instituting a propertyrights regime is not so much privacy as it is accuracy.1 46 Giving an
individual a property right in his credit information does not ensure
secrecy of that information, but it does allow the person best able to
recognize mistakes in his credit history to correct them before any
1 47
loan transaction takes place.
B.

(Yet) Another View of the Cathedral

Though the reason to grant an individual a property right in his
148
credit information would be to ensure that information's accuracy
moreso than the individual's privacy, if that individual did not want
others to collect and profit off his credit information, he could certainly exercise his property right in the interest of privacy. 4 9 It is
142 Lenders are liable for any debt occurring as a result of identity theft. 14 U.S.C.A. § 1643
(2004). See also Brandon McKelvey, Note, FinancialInstitutions' Duty of Confidentialityto Keep
Customer's Personal Information Secure from the Threat of Identity Theft, 34 U.C. DAvis L.

REV. 1077, 1086 (2001) (stating that MasterCard "reported that identity fraud represented
approximately ninety-six percent of its member banks' overall fraud loss").
143 Schwartz, supra note 116 at 2086.
144 Id.

145 Id. at 2088-89 (noting that "information privacy can be seen as a commons that requires
some degree of social and legal control to construct and then maintain" but going on to conclude
that "a public goods perspective on information privacy... does not preclude the propertization
of personal data").
146 See Samuelson, supra note 116 at 1135-37.
147 Id.
148 An assurance brought about more efficiently under a property-rights regime. See supra
Part II(A).
149 Credit information is not the only item for sale in a credit report. While restrictions
exist regarding the permissible uses of credit information, the FCRA allows the unregulated sale
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important to note, however, that exercising a property right in order
to maintain one's privacy in today's digital world is almost impossible.'5 0 So what would be the purpose of holding a property right in
information that could never be kept secret? Before one makes a
choice between a liability rule and a property rule based on a traditional conception of privacy as secrecy, one must give some thought to
151
the competing definition of privacy as control.
The historical rule for protecting privacy is "structured around
the secrecy paradigm" and demands liability for intrusion by others
into any area where the individual has a "right to be let alone.115 2 The
only areas where an individual retains such a right regards activities
that are normally kept secret and out of public view.1" 3 The flipside,
then, of this traditional liability regime is that once a fact happens to
be divulged in public, it can no longer be private.154 The fear of some
scholars that a property right in personal information will bring a race
to the bottom and disenfranchisement to those who cannot afford to
purchase their privacy is a fear of this flipside condition.15 If privacy is
defined as secrecy, then once the individual releases any bit of his
information to the public, he has forever relinquished any privacy
of credit headers, that information which appears "above the line" in a credit report and contains the individual's name, address, phone number, social security number, date of birth, and
previous address. See EPIC, Credit Reporting Agencies and the Credit "Header," http://www.
epic.org/privacy/profiling/ (last visited Jan. 8, 2005).
150 EPIC, supra note 149 (detailing how much information about individuals is already out
there, compiled and for sale, without the individual's knowledge).
151 See Bergelson, supra note 22 at 401.
152 Id; see also Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L.
REV. 193 (1890).
153 For example, of the four privacy torts, the first two actually use the word "private" to
define the plaintiff's protected interest, and the last two use the word "publicity" and "appropriation" to define the barred conduct: (1) intrusion upon the plaintiff's seclusion or solitude, or
into his private affairs; (2) public disclosure of embarrassing private facts about the plaintiff; (3)
publicity which places the plaintiff in a false light in the public eye; (4) appropriation, for the
defendant's advantage, of the plaintiff's name or likeness. William Prosser, Privacy, 48 CAL. L.
REV. 383, 389, 407 (1960); see also Warren & Brandeis, supra note 152 at 193-197 (naming the
press, the institution whose job it is to bring things into the public view, as the party who should
be held liable for overstepping "the obvious bounds of propriety and decency" by publicizing
information normally deemed private, such as sexual relations).
154 Daniel J. Solove, Conceptualizing Privacy, 90 CAL. L. REV. 1087, 1107 (2002) (stating
that, for example, "the Court's Fourth Amendment jurisprudence adheres to the notion that
matters that are no longer completely secret can no longer be private" and points out that in a
series of cases "the Court has held there can be no 'reasonable expectation of privacy' in things
exposed to the public").
155 See Schwartz, supra note 116 at 2086; see Samuelson, supra note 116 at 1135-37.
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interest he has in that information. 56 Moreover, the individual's decision to release certain pieces of his own information may have an
impact on other individuals' privacy since, when enough individuals
have sold comparable pieces of information, all of society may lose a
reasonable expectation in the privacy of such information.'5 7
There is an alternative, though, to weighing the difficulties of this
flipside regime. Instead of defining privacy as secrecy, define it as control.158 In this way, there is no flipside since "personal information is
not a personal right but rather a good."' 59 Personal information will
not cease to be "private" merely because an individual has sold it or
because, somehow, it is otherwise already known. a6 ° The individual
has not given up his right of control.16 ' This concept is best illustrated
when thinking specifically of credit information as the good. A person
can "sell" his credit information to a credit agency so that the agency
can distribute that information to a specific loan institution. This person has sold a good, his credit history, to this specific loan institution
at this specific moment in time. He has not sold his right to control his
credit information in the future. The next time he wants a loan, he can
again "sell" his information to the agency for distribution to another
specific loan institution. He has relinquished different goods, but not
his right of control. In the end, then, it becomes clear why it is so
important for the law to acknowledge the value of personal information in and of itself, before it is collected.16 2 It gives the individual,
rather than the collector, the right to control what is his and thus to
ensure the accuracy of what is collected.
156 See Solove, supra text accompanying note 154.
157 See Schwartz, supra note 116 at 2086; see Samuelson, supra note 116 at 1135-37.
158 "The control paradigm implements the liberal autonomy principle by seeking to place
the individual at the center of decision-making about personal information use. In many
respects, it is a property paradigm." Bergelson, supra note 22 at at 402; see also Schwartz, supra
note 116 at 2058 (defining information privacy as "concerned with the use, transfer, and processing of the personal data generated in daily life").
159 Bergelson, supra note 22 at 403 (also noting that the control model does not necessitate
a further erosion of privacy).
160 Id. (stating that in a tort/liability/secrecy case the role of the court is to "determine what
kind of infringement amounts to a violation of the individual's privacy" whereas in a property/
control case, the individual's right to privacy is already defined and the role of the court is to
"determine who has a prior claim to that good and how to regulate any coexisting and competing
claims").
161 Id.

162 See Bergelson, supra note 22 at 403; see 15 U.S.C.A. §1681b.
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ANALYZING THE CURRENT CREDIT

REPORTING SYSTEM AND THE WAYS IT

COULD BE BETrER

Upon examining the facts of most any lawsuit brought under the
FCRA, 613 one comes away with the impression that the victim is left
holding the short straw at the end of the day. After all, it is the individual, the victim of identity theft or credit bureau mistake, who is left
to clean up the mess of such credit reporting errors.1 64 The bureaus, on
the other hand, suffer very little from the fraud since lenders will continue to demand and pay for credit reports, regardless of occasional
inaccuracies. 161 While it is vital for the individual to correct his credit
report immediately so that he may sustain his good credit, the credit
bureaus "need only maintain procedures sufficiently reasonable to
'
avoid the wrath of public enforcement agencies. "166
The FCRA attempts to cure this imbalance by regulating the circumstances under which credit bureaus can sell an individual's credit
information, and by demanding reasonable procedures from credit
bureaus in the event of fraud or mistake. 167 The FACT tries to give the
individual even more control over his credit history by creating a
nationwide fraud alert system, and instructing the credit bureaus to
provide free credit reports each year, if asked. 68 Though these measures might give individuals greater recourse in the event of error,
they do nothing to curb identity theft or credit bureau mistake before
it occurs. For example, reviewing credit reports once a year, as the
FACT allows one to do, might lead to early detection of fraud and a
quicker end to any crime spree,'169 but the damage to one's credit hisSee, e.g., supra Part I(A); see infra Part III(A).
164 15 U.S.C.A. § 1681i(4). See also, FTC's Facts, supra note 6.
165 Sovern, supra note 9 at 362 (noting that "because credit bureaus do not engage in transactions directly with consumers, they need not fear losing business if they alienate consumers
[and] accordingly, the only incentive credit reporting agencies have to prevent identity theft is
altruism, and that appears to be insufficient motivation").
166 LoPucki, supra note 25 at 93.
167 See 15 U.S.C.A. §1681b; see also 15 U.S.C. §1681i(a)(5)(C).
168 See FACT, supra note 4; but see, FTC's Facts, supra note 6.
169 Jean Chatzky, Ending The Paper Trail, MONEY, Nov. 1, 2003, at p. 176 (quoting James
Van Dyke, an analyst at Javelin Strategy & Research, "Once you spot it, the crime spree ends
very quickly"); see also J. Howard Beales III, Director, Bureau of Consumer Protection, Federal
Trade Commission Subcommittee on Social Security Committee on House Ways and Means
[hereinafter "Beales Statement"] (June 15, 2004) (stating that the FACT's assurance of free
credit reports to consumers once a year is an improvement to the FCRA because these reports
163
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tory could already be complete.17 ° And though the FACT also asks
that credit bureaus develop methods to identify fraud before it can

cause major damage,171 it remains the individual who suffers the most

from credit mistakes and who bears the burden of catching and fixing
those mistakes. 7 2 The individual suffers most because the liability
structure of the FCRA and FACT fails as a threat to the credit
bureaus. 7 3
A.

Limitations of the FCRA

Credit bureaus do have an obligation to maintain reasonable pro-

cedures in the event that an error is brought to their attention,1 74 but
what a consumer thinks reasonable is oftentimes at odds with how a
credit bureau thinks and acts. For example, what happens when a
credit bureau follows its usual system,17 5 issues a CDV to the relevant

lending institution(s), and the lender replies saying the debt remains?
Case closed? Certainly this would not seem like much of an investiga-

tion from the individual's standpoint, but the CDV procedure is generally thought to meet the requirements of the FCRA. 176 To any cries
of unfairness regarding the abrupt nature of the inquiry, credit
will help the consumer monitor for fraud and benefit from discovering the fraud earlier rather
than later).
170 FTC survey, supra note 2 at 24 (noting that 25% of identity theft victims said misuse of
their information occurred within a single day versus only 12% of victims who said their information was misused for more than six months; over half of the victims surveyed said their information was misused over a period of less than a week); see also Identity Theft Resource Center,
"Victim Guide" http://www.idtheftcenter.org/vg1l3.shtml (last visited Jan. 23, 2005) (stating that
a person who has been a victim of identity theft before is likely to become a victim again since
the identity thief already has the necessary personal information).
171 See FACT, supra note 4; but see, FTC's Facts, supra note 6.
172 See, e.g., Beales Statement, supra note 169 (assuming that it is the consumer who should
be monitoring for fraud since it is the consumer who benefits from early discovery of the fraud,
but failing to question the lack of influence that consumer often has to make the credit bureau
agree an error exists and to remedy that error without further hassle).
173 See infra Parts Ill(A) and (B).
174 See 15 U.S.C. §1681i(1)(A).
175 See supra Part I(C).
176 See, e.g., Acton v. Equifax Credit Info. Serv., Inc., 293 F. Supp. 2d 1092(D.C.Ariz.
2003); Stevenson v. TRW, Inc., 987 F.2d 288, 291 (5th Cir. 1993); Kronstedt v. Equifax, No. 01-C0052-C, 2001 WL 34124783 (W.D.Wis. Dec. 14, 2001) (replying to plaintiff's argument that the
benefit of the doubt should go to the complaining individual and adverse information should be
immediately deleted when alleged as fraud, the court said that the FCRA "does not go that far"
and explained that the credit bureau has no duty to report only favorable information about an
individual); see also FTC's Facts, supra note 6 (instructing the individual to open a fraud investigation with both the credit institutions and the lenders).
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bureaus would reply, and the FTC and courts of law would generally
echo, that the individual is always able to add a consumer statement to
his credit report explaining the dispute.177
So, again, the burden shifts back to the individual to call the
credit bureaus and, this time, write up and request that a consumer
statement be placed in his file. And again, like the bureau's fruitless
investigation before it, requesting the statement could be a waste of
time. First, the bureau may refuse to include a consumer statement if
it thinks the individual's dispute is "frivolous or irrelevant. ' 17 Second,
lending institutions always have the option to ignore the statement
when weighing the individual's credit application. 179 Some financial
advisors warn that, because consumer statements cannot change the
"facts" contained in a credit report, lenders may view the statement's
explanations as mere excuses. 8 0
Even when a credit bureau investigation does reveal a verifiable
error and the information in question is deleted from the individual's
credit report, in many cases that information will creep back in,8 l
either because it is re-reported by a lender or because of a mistake in
177 See FTC's Facts, supra note 6; TransUnion, "Credit Report Dispute Process," http://
www.transunion.com/content/page.jsp?id=/personalsolutions/generaUdata/DisputeCreditReport.
xml (last visited Oct. 22, 2004); Experian, "Fraud Prevention," http://www.experian.com/identity
_fraud/fraud-prevention.html (last visited Oct. 22, 2004); Kronstedt, No. 01-C-0052-C (stating
that "consumers who dispute how a particular dispute is characterized or interpreted on their
credit report are not without a remedy: under § 1681i(b) [of the FCRA], they may file a statement as to their version of the dispute" so that future lenders have both versions and can independently determine how to treat a disputed account); but see Cushman v. Trans Union
Corp.,115 F.3d 220, 223 (3rd Cir. 1997) (stating that a credit bureau must do more than merely
verify the loan with the bank and rejecting a fraud alert as the only remedy available to
individuals).
178 15 U.S.C. § 1681(i)(c) (2003); see also Elwin Griffith, The Quest for Fair Credit Reporting and Equal Credit Opportunity in Consumer Transactions,25 U. OF MEM. L. REV. 37, 88-89
(pointing out that "the consumer may want to dispute not only the information in his file, but
also the agency's assessment of the consumer's statement").
179 With a consumer statement, it is the individual's word against the credit bureau's. Note
the language of the courts: "In this way, potential creditors have both sides of the story and can
reach an independent determination of how to treat a specific, disputed account." Kronstedt, No.
01-C-0052-C at 9 (quoting Cahlin v. General Motors Acceptance Corp., 936 F.2d 1151, 1158
(11th Cir. 1991)). The lending institution's independent determination may be to believe the
credit bureau and deny credit to the identity theft victim. Id.
180 See Quicken, "Banking: When Consumer Statements Can Help" (stating that consumer
statements may even have a negative impact if the individual forgets to remove them when they
do not apply anymore because this would draw a lender's attention to past situations that have
been remedied), availableat http://www.quicken.com/cms/viewers/article/banking/39623 (last visited Feb. 1, 2005).
181 See supra Part I(A).
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the credit bureau's own system. Of course, credit bureaus must also
maintain reasonable procedures to ensure that fraudulent information
does not reappear in an individual's report, and are liable under the
FCRA if they willfully or negligently allow such a reappearance. i 2
The reality, however, is that of the many individuals who might be
adversely affected by unreasonable credit bureau procedure, very few
will want to spend their time and money pursuing FCRA damages
through litigation.'83 Of those few who do choose to sue the credit
bureau, fewer still will be able to win their case. A credit bureau's
willful noncompliance under the FCRA is extremely hard to establish," and even under a negligence action the individual bears the
burden of proving that: (1) the credit bureau was negligent in that it
failed to follow reasonable procedures to assure maximum possible

accuracy of information about the plaintiff; (2) the credit bureau
reported inaccurate information about the plaintiff; (3) the plaintiff
was injured; and (4) the credit bureau's negligence was the proximate
cause of such injury.' 85
(1)

Reasonableness

In Stevenson v. TRW, the Fifth Circuit ruled that allowing inaccurate information back onto a credit report after deleting it is per se
negligent.1 86 Most other circuits have not followed the Fifth Circuit's
lead here,'8 7 likely because such a per se rule would slow down the
efficiency of the entire credit reporting system. 88 Six years later in
182 See 15 U.S.C. §1681n; see also, 15 U.S.C. §1681o.
183 See Sovern, supra note 9 at 383-84 (noting that "the stakes tend to be small in [consumer litigation] cases relative to the cost of litigation" and, specifically in erroneous credit
reporting cases, "much of the loss suffered...is not financial in nature").
184 See, e.g., Acton v. Equifax Credit Info. Serv., Inc., 293 F. Supp. 2d 1092(D.C.Ariz.
2003); Cushman v. Trans Union Corp.,115 F.3d 220, 223 (3rd Cir. 1997); see also, Stevenson v.
TRW, Inc., 987 F.2d 288 (5th Cir. 1993); see also U.S.C. §1681n.
185 Morris v. Credit Vureau of Cincinnati, Inc., 563 F. Supp 962, 967 (S.D.Ohio 1983) (citing Bryant v. TRW, Inc., 487 F. Supp. 1234, 1238 (E.D.Mich 1980)), aff'd Bryant v. TRW, Inc.,
689 F.2d 72 (6th Cir. 1982).
186 Stevenson, 987 F.2d 288.
187 See e.g., Cushman, 115 F.3d 220; see also Stewart v. Credit Bureau, Inc., 734 F.2d 47, 51
(D.C. Cir. 1984) (stating that the reasonableness of a credit bureau's procedures involves
"weighing the potential harm from inaccuracy against the burden of safeguarding against such
inaccuracy").
188 Under a per se negligence rule, no matter how reasonable the credit bureau's procedures the bureau would nevertheless be liable for any reappearance of erroneous information.
Not only does this mean that the bureau would have to compensate individuals for any errors its
own clerks might make in compiling the reports, but it would also have to compensate individu-
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Cousin v. Trans Union Corp., while stating it ruled in accord with Stevenson, the Fifth Circuit itself decided that a credit bureau's "cloaking" procedure could not be per se negligent and allowed the question
of reasonableness to go to a jury.189 Thus the plaintiff was forced to go
to trial and counter the credit bureau's argument that its procedure
was not negligent because it could not have foreseen that the procedure would fail.' 9°
(2)

Accuracy

In addition to proving credit bureau procedure unreasonable, the
plaintiff must also show that the disputed credit information was inaccurate. As the Eleventh Circuit stated in Cahlin v. General Motors,
"accuracy is quite clearly not a self-defining concept." 191 A credit
report can be technically accurate but still misleading or incomplete.1 92
In Cahlin, the plaintiff had disputed a debt with the General Motors
Acceptance Corporation ("GMAC") and eventually settled the
claim.'9 3 Meanwhile, GMAC had told the credit bureau that plaintiff
had a bad debt.194 After the settlement, GMAC told the bureau that
the debt had been paid off, but instead of deleting the bad debt entry
from the plaintiff's credit report, the bureau changed the report to
read that the plaintiff had a bad debt of $0.195 When plaintiff complained, GMAC again communicated to the credit bureau that the
debt had been paid off within 30 days of billing and to change plaintiff's report accordingly.' 96 The bureau did change the GMAC tradeline to reflect this new information, but added the bad debt notice to
plaintiff's "previous history" section. 97 The court ruled that, even if
als for any errors the lending institutions made in re-reporting fraudulent information. To guard
against liability, the bureau would likely check and double-check its credit reports, and would
place greater strictures in accepting a lending institution's notice of outstanding loans. Of course,
such measures would work to improve the overall accuracy of credit reports, but that accuracy
would come at a great price. This would slow down the entire credit reporting process and thus
conflict with the original purpose of the FCRA which is to make the banking (lending) process
more efficient. 15 U.S.C. § 1681.
189 Cousin v. Trans Union Corp., 246 F.3d 359, 368 (5th Cir. 2001).
190 Id.
191 Cahlin v. Gen. Motors Acceptance Corp., 936 F.2d 1151, 1157 (11th Cir. 1991).
192 Id.
193 Id.

at 1154-55.

194 Id. at 1155.
195 Id.
196 Id.
197 Id.

2006]

FRUSTRATION STATION

the bureau "mischaracterized and misinterpreted" the debt "as being
a negative credit event," it was not liable to the plaintiff since the
information was technically accurate. 9 '
(3)

Injury
Since "much of the loss suffered by consumers due to identity

theft is not financial in nature" but instead consists of emotional dam-

ages,199 many FCRA claims fall apart at the stage where the plaintiff

must prove injury. For example, in Cousin, the Fifth Circuit rejected

the plaintiff's alleged emotional distress damages as too speculative.2"'
Other courts have allowed emotional distress claims to go forward,0 i
but remain split regarding what types of emotional claims to allow.20 2
Questions about what sort of evidence needs to be admitted when

asking for emotional damages leaves courts disagreeing about
whether a denial of credit is a "prerequisite to recovery.

'23

It is prob-

ably wise for a potential litigant to play it safe rather than sorry and
apply for credit while her report is under dispute, with the option of
using any denial as proof of damage at trial. In doing so, she should
ignore Trans Union's advice that "when you have a dispute pending,

we recommend that you not apply for credit, as the results of the
'20
investigation may affect a new credit decision.

198 Id. at 1160.

199 Sovern, supra, note 9 at 384 (noting that the determination of "damages attributed to
such losses is particularly difficult because the value of the damages are not readily ascertainable"); see also, supra Part I(A).
200 Cousin v. Trans Union Corp., 246 F.3d 359, 371 (5th Cir. 2001) (stating that plaintiff's
testimony about being upset, angry, and feeling trapped was not proof of actual injury since
there was no "evidence of the injured party's conduct and the observations of others").
201 See, e.g., Acton v. Bank One Corp., 293 F. Supp. 2d 1092 (D.C. Ariz. 2003).
202 See, e.g., Guimond v. Trans Union Credit Info Co., 45 F.3d 1329 (N.D.Cal 1995)
(allowing a claim of lost opportunity damages but noting that such damages will be hard to prove
at trial); but see Casella v. Equifax Credit Info Servs., 56 F.3d 469, 475 (2nd Cir. 1995) (disallowing lost opportunity claims as too speculative).
203 Guimond, 45 F.3d 1329 at 1333 (stating that a denial of credit is not a "prerequisite to
recovery"); but see, Cousin, 246 F.3d at 371; Casella, 56 F.3d 469 at 475 (stating that the plaintiff
cannot recover for "pain and suffering when he has failed to show that any creditor or other
person ever learned of the derogatory information from a credit reporting agency").
204 Transunion Credit Report Dispute Process: Learn More on Dispute, available at http:/l
www.transunion.com/content/page.jsp?id=/personalsolutions/general/data/DisputeCreditReport.
xml (then follow the "learn more on dispute" hyperlink)(last visited Jan. 30, 2005).
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Causation

One final element that the plaintiff must prove is that the credit
bureau's negligence is the proximate cause of his injury. In most cases,
if the plaintiff demonstrates that the bureau unreasonably propagated
inaccurate information about him and can show a related injury, the
causation link is all but assumed.2 °5 Sometimes, though, if another
party can also be blamed, the court will refuse to hold the credit
bureau liable. For example, the Casella court declined to blame the
credit bureau for the reappearance of erroneous information on plaintiff's credit report since it was the lender who had re-reported the
information. 2°6 Even when a court might agree that a credit bureau is
at fault rather than a lender or some other third party, the alleged
wrongdoing and resultant injury must be tied to the particular credit
bureau being sued.20 7
B.

Limitations of the FACT

The FACT aims to strengthen the FCRA by giving the individual
a greater ability to view and correct his credit report. 8 Assuming that
such measures could curb the problem of bureau mistake or identity
fraud,2 °9 it remains questionable whether the FACT provisions really
do strengthen individual control. For example, FACT does require
credit bureaus to provide consumers with a free credit report once a
year, but good luck trying to find out how to receive that free report
from the websites of the credit bureaus.1 0 One must first wade
through offers of identity theft insurance and "Just $29.95 Instant 3-in1' ' 2a1 credit reports before locating the small-font links for the free
stuff.2 12 And though FACT creates a nationwide fraud alert system, if
205 See, e.g., Acton, 293 F. Supp. 2d at 1098.
206 Casella, 56 F.3d 469 at 473 (noting that, in the lower court's view, "Casella had not
shown that [the credit bureaus], rather than San Diego, were the cause of his injuries").
207 See Cousin v. Trans Union Corp., 246 F.3d 359, 369 (5th Cir. 2001)(linking plaintiff's
injury, a denial of credit, to GMAC's reliance on an Equifax credit report rather than a credit
report prepared by defendant Trans Union).
208 See supra, note 169 and accompanying text.
209 See FACT, supra note 4; but see, FTC's Facts, supra note 6. See also, Beales statement,
supra note 169.
210 Don Oldenburg, In Md., Credit Reports Come Free but Not Easy, WASH POST, Feb. 10,
2004, at C10; Caroline E. Mayer, Order Free Credit Reports, Then Cross Your Fingers, WASH
POST, Sept. 1, 2005 at D1.
211 Transunion homepage, available at www.transunion.com (last visited Feb. 1, 2005).
212 See, e.g., Equifax homepage, available at www.equifax.com (first click on the "Online
Dispute" tab at the top of the page; then, do not click on the large icon, "Get Your Credit
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the individual is not sure yet about whether his identity has been compromised, the alert is only guaranteed to remain on file for 90 days. 13
Worse still, lenders might ignore an individual's fraud alert when
weighing the identity thief's application, granting credit regardless.214
C. Solutions

After admitting that the credit reporting system has serious
faults, many ideas come to mind about how to save an individual victim the headache of identity theft or bureau mistake. Two suggestions,
on opposite sides of the same coin, ask for increased liability from
either the lenders or the credit bureaus. 215 Brandon McKelvey argues

that courts should recognize "a broad tort duty of confidentiality that
requires financial institutions to properly secure and guard customer

information. ' 216 Then, when a lender grants credit to an identity thief,
the individual victim may get tort damages for breach of confidential-

ity. 21 7 Jeff Sovern argues that credit bureaus "should be made strictly

liable for attributing the transactions of identity thieves to innocent
consumers" and a table of average damages should be calculated so
that damages can be more easily dispensed. 18
McKelvey and Sovern are trying to incentivize the lenders and
the credit bureaus to take better care before either granting credit or

compiling credit histories. It certainly is true that with more liability,
and thus with more to lose, credit bureaus and lenders might try
Report" (which makes no mention of free credit reports), but instead click on the tiny link
entitled "Fair Credit Reporting Act Information"; then, scroll down, past more details on how to
purchase credit reports, to a link at the bottom: www.annualcreditreport.com; finally, after arriving at this completely new website, one can find information on how to obtain free credit
reports) (last visited Feb. 1, 2005).
213 Fair and Accurate Credit Transactions Act Public Law No: 108-159 § 112(a)(1)(A).
Extended alerts of between 5 and 7 years are available, but only upon filing an identity theft
report. § 112(b). Thus, if the individual is merely wary or suspicious of identity theft, but does
not have enough information to file an identity theft report, she may request a fraud alert, but it
will only last for 90 days. Id.
214 Sovern, supra note 9, at 352, 358-59 (noting that "consumers complain that even after
they place fraud alerts in their credit files, identity thieves are still able to borrow their names"
and "numerous victims tell stories... in which lenders issued credit despite a 'fraud alert' on the
victim's credit reports).
215 See McKelvey, supra note 142 at 1124; Sovern, supra note 9 at 405-06.
216 McKelvey, supra note 142 at 1112.
217 Id.

at 119-20.

218 Sovern, supra note 9 at 405-06.
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harder to curb identity theft and mistake.2 19 In any liability scheme,
though, the burden remains on the individual to initiate the clean-up
of her own credit history. 220 Her relationship, or lack thereof, with the
credit bureau and the lender remains the same.22 1 Yes, it might be easier to win damages, considerably easier with Sovern's table of average
damages,2 22 but it is still the individual's duty to sue and collect. The
victim, upon discovering she is a victim of identity theft, is not saved
any of the shock or resulting hassle that comes from having to deal
with unfamiliar bureaucracies.
An individual property right in credit information could preempt
damage in the first place. Under a property-rights system, the individual would have an ongoing relationship with his credit bureau, established before any identity theft threat. Identity thieves could not buy
based on someone else's good credit history if the credit bureaus
could not sell a report to the lender without their individual client's
release. Sovern talks about loss allocation rules and says that his goal
is to "put the loss on the party who can avoid the loss at the least
cost. '223 Sovern assumes the credit bureaus, with their knowledge
about systems for granting credit, would best be able to advance new
technologies aimed at preventing identity theft. 224 He is right, if in fact
the problem of identity theft requires new technology. But, is it not
true that the individual can avoid the loss at the least cost through
much simpler methods? She can refuse to sell a credit report to a
lender with which she has no business. She can immediately recognize
an aberration in her credit history.
Greater liability for lenders or credit bureaus does not guarantee
sufficient protections against identity theft. It may be cheaper for the
banks and bureaus to pay their tort claims than to develop anti-theft
technology. Identity thieves might learn to circumvent whatever protections had been put in place. In any case, the cost of identity theft
219 Id. at 375 (stating that the goal of increased liability "is to give those who have...the
most knowledge about systems for granting credit the incentive to prevent identity theft").
220 See Acton v. Bank One Corp., 293 F.Supp. 2d 1092, 1096 (D. Ariz, 2003); FTC's Facts,
supra note 6. See also, 15 U.S.C. §1681i(a)(5)(C).
221 See supra Part II.
222 Sovern advocates a table of average damages because emotional distress damages are
so hard to prove. Sovern, supra, note 9 at 385-86. He must admit, however, that an average
figure "will necessarily result in overcompensation and undercompensation in some cases." Id. at
386.
223 Id. at 375.
224 Id.
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will continue to trickle down to the consumer. To cover liabilities,
credit bureaus would charge more for their credit reports, and banks
would in turn charge a higher interest on their loans. Identity theft
would remain a huge problem. The only thing that changes under an
increased liability format is that the costs are spread out among all
consumers rather than being shouldered by the unlucky few who find
themselves victims of the theft.
There is another way. Give the consumer a role in the transaction. Currently, the identity thief will contract with the lender and the
lender will contract with the credit bureau.2 25 If the credit bureau had
to contract with the individual before selling a credit history, then the
victim would also have a place in the business deal. His credit bureau,
with which he has an ongoing relationship, would contact him before
any credit could be amassed in his name. Of course, if the individual
thinks it more of a hassle to talk to both a credit bureau and a lender
any time he wanted to open a new credit account, he could "opt out"
of this property-rights system by signing those rights over to the credit
bureau. However, those who wish to save themselves the shock and
aggravation of trying to fix a credit history after identity theft or mistake, could opt to control the use of that history from the very start.
IV.

CONCLUSION

Last year all of us at George Mason University received an email
stating that the university server containing the information relating to
ID cards, which includes names, addresses, and SSNs, was illegally
entered by computer hackers. Identity theft is becoming a bigger and
bigger problem, and we are all more vulnerable than we think.
Though a consumer might cross his fingers and hope he will never be
a victim, once he realizes his identity has been stolen, he will have to
do much more than cross fingers in order to repair his credit. He will
be the one to alert the credit bureaus to the fraud; he will most likely
be the one to alert the lending institutions to the fact that they have
been dealing with an identity thief; he will be the one whose ability to
buy on credit will be put on hold. The FCRA provides some protection for the consumer, but not enough. Since it is the consumer's
responsibility to repair his own credit, he should have a property
interest in his credit information to start. This would provide him an
appropriate working relationship with the credit bureaus.
225 See supra Part II.

