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I. INTRODUCTION

Classified Information. The phrase conjures the set piece images
of a James Bond movie. For a large number of Americans, however,
classified information, and the associated security clearances that
allow access to this information,' evokes less of a James Bond image
and more the humdrum aspects of the nine to five job. Literally mil-
lions of Americans hold security clearances.2 Within the Department
of Defense alone, almost 2.5 million people currently hold clearances,
with approximately 400,000 new background checks processed
annually.3

The commonplace nature of security clearances does not diminish
their importance in ensuring U.S. national security, and espionage car-
ried out by those granted security clearances has caused untold dam-
age to U.S. interests. By granting a security clearance, the federal
government bestows upon the recipient a position of trust.4 With this
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1 See Exec. Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 2, 1995), reprinted in 50 U.S.C.
§ 435 (1995).

2 See U.S. GEN. ACCOUNTING OFFICE, PUB. No. GAO/NSIAD-00-215, MORE ACCURATE
ESTIMATE OF OVERDUE SECURITY CLEARANCE REINVESTIGATIONS Is NEEDED 3 (2000), avail-
able at http://www.gao.gov/new.items/ns00215.pdf (last visited Apr. 17, 2004). More than 2.4
million government employees and contractors held security clearances in 1998. Of this total,
96,000 were at the confidential level (the lowest level of clearance), 1.8 million were at the secret
level, and 524,000 were at the top secret level. Although the Department of Defense is by far
the largest grantor of security clearances, the Departments of Energy, Justice, Transportation,
and many other federal agencies require security clearances as well.

3 See Paul Stone, Defense Security Chief Vows to End Clearance Backlog, AMERICAN
FORCES PRESS SERVICE, Mar. 2, 2000, at http://www.defenselink.mil/news/Mar2000/n03022000-
20003021.html (last visited Apr. 17, 2004).

4 50 U.S.C. § 435 (2000) ("The national interest requires that certain information be main-
tained in confidence through a system of classification in order to protect our citizens, our demo-
cratic institutions, and our participation within the community of nations. The unauthorized
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trust comes a significant employment credential. Obtaining a security
clearance opens the door to many respected and well-paid careers.6
Denial or the revocation of a security clearance may serve as a justifi-
cation for, and commonly leads to, termination of employment.7

Aside from the economic effects, there is also the element of stigma
that trails an individual who has had a security clearance denied or
revoked, despite the Supreme Court expressly stating that to be
denied a security clearance "in no way implies disloyalty or any other
repugnant characteristic." 8

In addition to providing an indirect benefit in employment oppor-
tunities, there are indications that security clearances may soon pro-
vide direct benefits unrelated to the handling of classified information,
such as in private travel.9 Indeed, as scrutiny of our personal lives
increases in the name of national security, those with security clear-
ances may increasingly derive benefits denied to others.

Denial and revocation of security clearances occurs because the
clearance applicant or holder is judged to lack either the level of
responsibility or loyalty to the United States that has been deemed

disclosure of information classified in the national interest can cause irreparable damage to the
national security and loss of human life.").

5 See Amy Joyce, More Jobs than Security Clearances, WASH. POST, May 19, 2003, at El
(reporting that civilian industry had 107,513 clearance requests from October 2000 to September
2001, and approximately 148,000 requests from October 2001 to September 2002).

6 See Uncle Sam Wants You If You Can Keep a (Top) Secret, WASH. Bus. J., Feb. 22, 2002,
at http://washington.bizjournals.com/washington/stories/2002/02/25/focus5.html (last visited Mar.
5, 2004) (stating that signing bonuses from private employers of $5,000 to $10,000 are not
uncommon for prospective employees with security clearances).

7 Executive Order 10,450 authorizes the agency to remove an employee when the agency
head deems it "necessary in the interests of national security." Exec. Order No. 10,450 § 6, 18
Fed. Reg. 2,489 (April 27, 1953), reprinted in 5 U.S.C. § 7311 (2003).

Typically, however, employees are removed, not under a rationale of national security, but
in the interests of efficiency to the service for which they work under sections 7512 and 7513 of
the Civil Service Reform Act (CSRA) of 1978. See 5 U.S.C.A. § 7512-13 (2003); see also David
C. Mayer, Reviewing National Security Clearance Decisions: The Clash Between Title VII and
Bivens Claims, 85 CORNELL L. REV. 786, 795-96 (2000); Victor R. Donovan, Administrative and
Judicial Review of Security Clearance Actions Post Egan, 35 A.F.L. REV. 323, 327-28 (1991).

8 Dept. of the Navy v. Egan, 484 U.S. 518, 529 (1988) (quoting Molerio v. FBI, 749 F.2d
815, 824 (D.C. Cir. 1984)).

9 Notices, Privacy Act of 1974: System of Records, 68 Fed. Reg. 45,265, 45,266, 45,268 (Aug.
1, 2003). The Transportation Security Administration (TSA) proposed implementation of the
Computer Assisted Passenger Prescreening System (CAPPS II) to utilize public databases to
derive an airline passenger's "risk score" which will determine whether a passenger poses a high,
low, or unknown risk to aviation security. Included within the system will be "[n]ames of and
other identifying information about government officials or other persons holding security clear-
ance or positions of trust and confidence, such as do not warrant heightened scrutiny." Id.
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necessary for access to classified information. Such assessments are
made according to explicit guidelines."0 These guidelines have
evolved dramatically over time, however, as a result of changes within
the international environment as well as domestic norms and atti-
tudes. For example, having a close relative who is a citizen of Russia
or an Eastern European country is far less significant today than it
was during the Cold War. Past drug usage is of less importance today
than it was thirty years ago (so long as this usage is disclosed),"1 and
homosexuality, which used to serve as a disqualifying factor, is now
exempted from consideration.12

Although the rationale for granting or denying a security clear-
ance continues to evolve, the underlying power to deny certain infor-
mation to the general public is firmly grounded within the Executive
Branch's responsibility for national defense and to conduct foreign
relations.13 Accordingly, individuals who have claims against the gov-
ernment that relate to state secrets traditionally have had very little
access to the courts. 4 Similarly, individuals who seek to challenge an

10 Comprehensive guidelines for eligibility for access to classified information were first
established through Executive Order 10,865, which required that in order to have access to clas-
sified information a person must be (1) a United States citizen, (2) of sound judgment and char-
acter, (3) trustworthy, and (4) free from potential foreign allegiances and coercion. Exec. Order
10,865 § 3.1, 3 C.F.R. 398 (1959-1963), reprinted in 50 U.S.C. § 435 (1995).

11 See Defense Office of Hearing and Appeals (DOHA) Case No. 98-0364 (Aug 25, 1998),
at http://www.defenselink.mil/dodgc/doha/industrial/98-0364.hl.html (last visited Apr. 17, 2004)
(allowing a security clearance despite an applicant's usage of marijuana from 1986 to 1997 (one
year before her application for a clearance), as well as cocaine, ecstasy, and LSD).

12 Executive Order 12,968 states: "The United States Government does not discriminate on
the basis of race, color, religion, sex, national origin, disability, or sexual orientation in granting
access to classified information." Exec. Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 2, 1995),
reprinted in 50 U.S.C. § 435 (1995). However, security clearance decisions may still be nega-
tively influenced by homosexual behavior if an applicant's homosexuality could be used to black-
mail that individual into disclosing classified information. See Adjudicative Guidelines For
Determining Eligibility For Access To Classified Information, 32 C.F.R. § 147.6 (2004). Guide-
line D of this section considers sexual behavior to the extent that it "causes an individual to be
vulnerable to coercion, exploitation or duress." Id.

13 Although the Executive Branch formally asserted its power to protect information
related to national defense and foreign relations only during World War II, when President Tru-
man issued Executive Order 9,835, this power was implicit as far back as the Revolutionary War.
See generally Arvin S. Quist, Security and Classification of Information, at http://www.fas.org/
sgp/library/quist/ (last visited Apr. 17, 2004). The U.S. Supreme Court first recognized the ability
of the Executive Branch to maintain confidential information during the Civil War. See Totten
Adm'r v. United States, 92 U.S. 105, 106 (1875).

14 Totten, 92 U.S. at 106 (denying administrator of claimant's estate access to the courts
regarding a secret contract made during the Civil War between President Lincoln and the claim-
ant). The Court found that the preclusion of outside intervention "is implied in all secret



CIVIL RIGHTS LAW JOURNAL

adverse security clearance decision through the judicial system have
been almost universally denied access on the principle of separation of
powers, based upon the Executive Branch's responsibility to provide
for national security.15

In affording deference to Executive Branch determinations
regarding the denial or revocation of security clearances, the courts
have dealt almost exclusively with the sporadic and isolated claims of
specific individuals as opposed to wide-scale constitutional claims that
affect an entire class.16 This, however, is likely to change. The indefi-
nite continuation of the "war on terrorism" may bring a string of new
claims to the courts alleging unconstitutional discrimination in secur-
ity clearance determinations. Unless the Executive Branch takes
proactive steps, the courts may soon be confronted with security clear-
ance cases that, because of their number and their nature, will suggest
that systematic discrimination is occurring. This would place the judi-
ciary in the uncomfortable position of balancing two competing princi-
ples: separation of powers and constitutionally protected individual
rights. 17

Since the September 11th terrorist attacks, there has been a sig-
nificant rise in individual acts of violence directed against Muslim and
Arab-Americans.18 For example, hate crimes against Muslims in 2001
increased by over 1,600% from the prior year, for a total of 481
reported incidents. 9 The U.S. government has stated clearly that it

employments of the government in time of war, or upon matters affecting our foreign relations."
Id.

15 Dept. of the Navy v. Egan, 484 U.S. 518, 527 (1988).
16 The partial exception to this statement is claims brought by homosexuals. See infra Part

II.D.
17 In the past, the United States Supreme Court has deferred to the prerogatives of

national security as determined by the Executive Branch. See, e.g., Korematsu v. United States,
323 U.S. 214 (1944). However, subsequent and official regret for such acts should serve as a
warning against letting such deference go too far. See War and National Defense Restitution For
War II Internment of Japanese-Americans and Aleuts, Pub. L. No. 100-383, §1, 102 Stat. 903
(1988), which states, in part, that the purposes of the Civil Liberties Act of 1988, 50 U.S.C. App.
§ 1989, are to

acknowledge the fundamental injustice of the evacuation, relocation, and internment of
United States citizens and permanent resident aliens of Japanese ancestry during World
la.... apI.n ,a hehalf of the neophnl of the United States for the evacuation,
relocation, and internment of such citizens and permanent resident aliens; [and) make
restitution to those individuals of Japanese ancestry who were interned.

18 See Federal Bureau of Investigation, Hate Crime Statistics 2001, at http://www.fbi.gov/
ucr/01hate.pdf (last visited Apr. 26, 2004).

19 Id.

[Vol. 14:2
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will not tolerate violent acts targeting these communities, ° yet the
actions of the federal as well as local governments suggest that these
communities are viewed with suspicion.2" It is, therefore, ironic that in
the coming years Muslim and Arab-Americans will likely apply for
security clearances in significantly larger numbers than in the past.

The number of Muslim and Arab-Americans in the United States
is growing,22 particularly in the Washington, D.C. metropolitan area,
where background checks for security clearances are commonplace.23

Additionally, agencies such as the FBI, CIA, and other intelligence
agencies are actively recruiting individuals with Arabic language
skills.24 As the number of Muslim and Arab-American applicants for
security clearances increases, there will likely be proportional
increases in the denial of security clearances for the standard reasons
such as financial irresponsibility and drug use, irrespective of any
doubts of loyalty to the United States.

As the United States government seeks to ensure the security of
the nation, the Executive Branch must also take precautions so that
unjustifiable prejudice, carried out by the granting official, is not
allowed to creep into the security clearance decision-making process.
Additionally, the Executive Branch must be careful in how it applies
institutional guidelines for the denial or revocation of security clear-
ances, lest express constitutional protections be infringed.

20 Uniting And Strengthening America By Providing Appropriate Tools Required To
Intercept And Obstruct Terrorism Act of 2001 (USA Patriot Act), Pub. L. No. 107-56, §102, 115
Stat 272, 276-77 (2001) (noting the sense of Congress condemning discrimination against Arab
and Muslim Americans).

21 See generally Don Babwin, Muslim Leader in Dark on Why INS Barred His Return to
U.S., CHI. SUN TIMES, Jan. 27, 2003, at 7; FBI Questions Iraqi Americans, BBC NEWS WORLD
EDITION, Jan. 25, 2003, available at http://news.bbc.co.uk/1/hi/world/2694297.stm (last visited
Apr. 17, 2001); Mass Arrests of Muslims in LA, BBC NEWS WORLD EDITION, Dec. 19, 2002,
available at http://news.bbc.co.uk/1/hi/world/americas/2589317.stm (last visited Apr. 17, 2004).

22 See G. Patricia de la Cruz & Angela Brittingham, U.S. CENSUS BUREAU, ARAB POPULA-

TION 2000: CENSUS 2000 BRIEF C2KBR-23, 2, 4 (2003), available at http://www.census.gov/prod/
2003pubs/c2kbr-23.pdf (last visited Apr. 17, 2004). Within the United States the Arab popula-
tion was officially tallied at 1.2 million in 2000, a 40% increase since the 1990s, with the popula-
tion growing by more than 50% in Virginia. Id. at 1, 4. Public Law 94-521 prohibits the U.S.
Census from asking questions on religious affiliation; therefore no official government source for
the population of Muslims in America exists. See 13 U.S.C. § 182 (2004).

23 Cruz & Brittingham, supra note 22 at 4 (finding that the Arab population has increased
by 50% in Virginia, with Arabs making up 1.2% of the population in the Washington, D.C.
suburbs in Arlington County, Va.; Fairfax County, Va., and the City of Alexandria, Va.).

24 See Susan Schmidt & Allan Lengel, Help Still Wanted: Arabic Linguists, WASH. POST,
Dec. 27, 2002, at A23.
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This article addresses the steps that the Executive Branch of the
United States government must take to ensure that unconstitutional
acts of discrimination do not occur within the security clearance deci-
sion-making process. These steps must be taken because (1) the Exec-
utive Branch is constitutionally obligated to do so, (2) the current lack
of judicial review of the security clearance process leaves the Execu-
tive Branch with the sole responsibility for ensuring that discrimina-
tion does not take place, and (3) the judiciary, if provided evidence of
wide-scale discrimination, may feel compelled to interject itself within
a realm best left to the Executive Branch.

Section II of this article discusses the security clearance process.
It begins with the procedural review open to individuals who have had
adverse security clearance decisions rendered against them. It con-
cludes with an analysis of precedent that limits judicial review of
security clearance decisions alleging violations of either Title VII of
the 1964 Civil Rights Act,25 or the Constitution directly. Section III
provides policy suggestions to reduce the likelihood of discrimination
creeping into the security clearance decision process as a result of
individual acts of discrimination, as well as lessen any likelihood of
judicial encroachment within the national security decision-making
authority of the Executive Branch.

II. BACKGROUND

Although a significant number of Americans hold security clear-
ances, the process for obtaining a security clearance and the adjudica-
tion of adverse security clearance decisions is not well known. This
section begins with an overview of the security clearance process, fol-
lowed by an analysis of security clearance decision criteria that may be
of concern for Muslim and Arab-Americans. The section concludes
with an analysis of the very limited role the courts currently play in
providing a forum for contesting adverse security clearance decisions.

25 42 U.S.C. § 2000e-16 (2001).

[Vol. 14:2
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A. The Security Clearance Process and Procedural Review26

The system of security clearances was established in 1953 under
President Eisenhower.2 7 Any individual requiring access to classified
information must first acquire a security clearance.28 The process
begins with the applicant filling out a form29 on which the applicant
lists past employment, residences, financial information, foreign con-
tacts, and other relevant information. The Department of Defense
and other government agencies have their own procedures for acces-
sing whether to deny or revoke a security clearance, as well as for
adjudication of such decisions. Federal government contractors, who
receive the greatest number of clearances after the Department of
Defense, follow a unified procedure and therefore serve as a good
illustration of the process.

Following a contractor applicant's submission of his or her back-
ground information, an investigation is begun by the Defense Security
Service (DSS), the body that conducts personnel security investiga-
tions.3° Upon completion of the investigation, the applicant's file is
then forwarded to the Defense Office of Hearings and Appeals
(DOHA) for adjudication. Whether an individual should be granted a

26 Part II.A is derived from a number of sources, including the Defense Office of Hearing
and Appeals (DOHA) website at http://www.defenselink.mil/dodgc/doha/ (last visited May 15,
2004); SHELDON I. COHEN, DEFENSE PERSONNEL SECURITY RESEARCH CTR, SECURITY CLEAR-

ANCES AND THE PROTECTION OF NATIONAL SECURITY INFORMATION: LAW AND PROCEDURES

(2000); Report of the Commission on Protecting and Reducing Government Secrecy, S. Doc No.
105-2 (1997), available at http://www.access.gpo.gov/congress/commissions/secrecy/ (last visited
Apr. 17, 2004); and Walter Dillon, Industrial Security Risks, 12 AM. JUR. TRIALS 513 (1966).

27 See Exec. Order No. 10,450, 18 Fed. Reg. 2,489 (Apr. 29, 1953).
28 This list includes, but is not limited to, employees of nearly every government agency,

contractors to these agencies, as well congressional staffers.
29 Typically, government agencies use Standard Form 86 (SF86). See Questionnaire for

National Security Positions, at http://www.opm.gov/forms/pdf-fill/SF86.pdf (last visited March 1,
2004).

30 See Defense Security Services, Frequently Asked Questions, at http://www.dss.mil/
aboutdss/faq.htm#general (last visited Jan. 20, 2003). Investigations will consist of one or more
of the following inquiries, depending upon the level of clearance required:

1. National Agency Check (NAC): A search of investigative files and other records held
by various federal law enforcement agencies.

2. Local Agency Check (LAC): A review of appropriate criminal history records held by
local law enforcement agencies.

3. Financial checks.
4. Field interviews of an applicant's references.
5. Checks of records held by employers, courts, and rental offices.
6. An interview between the investigator and the applicant.
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security clearance is based on a number of guidelines31 that are used
to evaluate both the trustworthiness and loyalty of the applicant and
the applicant's susceptibility to coercion by a country or group hostile
to U.S. interests. Deficiency within one of the guidelines does not
automatically result in denial or revocation of the security clearance.
Adjudicators employ a "whole person concept '3 2 that takes into
account such aspects as the knowledge, frequency, and motivation of
the suspect conduct. The decision to grant a security clearance is
resolved on the basis of being "clearly consistent with national secur-
ity," with doubts resolved in favor of national security considera-
tions33-in other words, denial or revocation.

If the adjudicators come to the decision that a security clearance
should be either revoked or denied, a Statement of Reasons (SOR) is
issued by DOHA to the applicant. 34 The applicant then has twenty
days to submit a written answer to the SOR by admitting or denying
each separate allegation.3 An admission of an allegation may be
accompanied by an explanation of mitigating circumstances.36 The
applicant must then sign his or her answer in the presence of a notary,
and return the answer to DOHA.3 7 If the applicant does not respond
to the SOR within twenty days, a default judgment is issued and clear-
ance is subsequently denied or revoked.38

The applicant has the option of requesting a hearing, held in a
metropolitan area near the applicant, before a DOHA administrative
judge.39 If the applicant does not wish to have a hearing, the case is
decided by an administrative judge on the basis of the written materi-

31 See Adjudicative Guidelines for Determining Eligibility for Access to Classified Infor-
mation, 32 C.F.R. §§ 147.3-147.15 (2004). These guidelines include: allegiance to the United
States, foreign influence, foreign preference, sexual behavior, personal conduct, financial consid-
erations, alcohol consumption, drug involvement, criminal conduct, security violations, outside
activities, and misuse of information technology systems. Id. For further explanation of individ-
ual guidelines, see Defense Office Hearing and Appeals (DOHA), Adjudicative Guidelines for
Determining Eligibility for Access to Classified Information, at http://www.dss.mil/nf/adr/adjguid/
adjguidF.htm (last visited Jan 24, 2004).

32 32 C.F.R. § 147.2 (2004).
33 Id.
34 32 C.F.R. Pt. 155, App. A (2004).
35 Id.
36 r,.

37 See Overview: Industrial Security Program at http://www.defenselink.mil/dodgc/doha/
isp-o.html (last updated on Oct. 31, 1997).

38 32 C.F.R. Pt. 155, App. A (2004).
39 See Overview: Industrial Security Program at http://www.defenselink.mil/dodgc/doha/

isp-o.html (last updated on Oct. 31, 1997).

[Vol. 14:2
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als provided by the applicant.4" If a hearing is requested, the applicant
may either represent him or herself, or be represented by an attorney.
Before the hearing the Department Counsel, who represents the rele-
vant government agency, must send the applicant a copy of the docu-
ments that will be presented to the administrative judge (usually the
records collected during the DSS background investigation) to sup-
port the allegations in the Statement of Reasons.41 It is the applicant's
responsibility to bring to the hearing any witnesses or written docu-
mentation in his or her favor for the administrative judge to
consider.42

At the DOHA hearing, an administrative judge presides over a
trial-like proceeding which provides the Department and the appli-
cant the opportunity to present their respective cases.4 3 The applicant
may provide witnesses to testify to the character of the applicant.4 In
some very rare instances, DSS special agents may be asked to attest to
the fact that they collected the records.41 Once the hearing is com-
plete, the administrative judge issues a written decision. The decision
contains the factual findings of the case and the conclusions of law
based upon the record evidence, security suitability criteria, and case
law. 46 As with the initial security clearance determination, in all deci-
sions DOHA applies a standard for granting a security clearance
which is based upon being "clearly consistent with the interests of
national security. 4

Either party may appeal the decision of the administrative judge
to a DOHA appeal board. The appeal board gives deference to the
initial judge's decisions as to the facts of the record and evaluation of
the credibility of witnesses.48 The appeal board's primary purpose is
to ensure that the administrative judge adhered to the procedures

40 32 C.F.R. Pt. 155, App. A (2004).
41 See Overview: Industrial Security Program at http://www.defenselink.mil/dodgc/doha/

isp-o.html (last updated on Oct. 31, 1997).
42 32 C.F.R. Pt. 155, App. A (2004).
43 Id.

44 Id.

45 See Overview: Industrial Security Program at http://www.defenselink.mil/dodgc/doha/
isp-o.html (last updated on Oct. 31, 1997).

46 32 C.F.R. Pt. 155, App. A (2004).
47 Exec. Order No. 12,968, 60 Fed. Reg. 40,245 (Aug. 2, 1995), reprinted in 50 U.S.C. § 435

(1995).
48 32 C.F.R. Pt. 155, App. A (2004).
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required by Executive Order 10,86549 and DoD Directive 5220.6,50
and that the administrative judge's rulings or conclusions were not
arbitrary, capricious, or contrary to law.51

A case may bereconsidered either because of the passage of time
(which allows the individual to demonstrate trustworthiness or correc-
tion from past behavior, such as alcohol addiction), or a change in
status.52 If, for example, a security clearance applicant had been
denied a security clearance because his or her mother lives in a coun-
try hostile to the United States, the applicant may petition for a new
hearing if the mother subsequently moves to the U.S. and attains U.S.
citizenship.53

B. Individual Discrimination and Organizational Bias Following
September 11
For Muslim and Arab-Americans seeking security clearances, two

possible sources of discrimination are of concern: discrimination at the
individual level of the granting official, or, even more worrisome, offi-
cial institutional bias in the weighting of the criteria used in clearance
decisions. Each of these will be discussed in turn.

1. Individual Discrimination: An Anecdote
The attacks of September 11, 2001 have left an indelible impact

upon many Americans, and those responsible for investigating and
adjudicating security clearances are not immune from the feelings
engendered by these attacks. The possibility exists that determina-
tions of security clearances will be made not upon the facts of an
impartial investigation, but upon the subjective opinion of the adjudi-
cator influenced by the September 11th terrorist attacks, as well as the
ongoing "war on terrorism." The thought-process of even well mean-
ing individuals is best illustrated by the following discrimination claim

49 Exec. Order No. 10,865, 25 Fed. Reg. 1,583 (Feb. 20, 1960).
50 Department of Defense, Directive No. 5220.6, 32 C.F.R. 155 (Jan. 2, 1992).
51 This adjudicative process was established under Executive Order No. 10,865, which was

released in response to the Supreme Court decision of Greene v. McElroy, 360 U.S. 474 (1959).
McElroy held that the then-existing security clearance process was invalid because "in the
absence of explicit authorization from either the President or Congress." the governmental body
in charge of granting or denying security clearances was not empowered to deprive an individual
of a position requiring a security clearance "in a proceeding in which he was not afforded the
safeguards of confrontation and cross-examination." 360 U.S. at 508.

52 32 C.F.R. Pt. 155, App. A (2004).
53 See generally Dillon, supra note 26.

[Vol. 14:2
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from 1997.1' The plaintiff, Asad Asadi, was a government employee
who worked as a mechanical engineer at a government military facil-
ity." Asadi, originally from Iran, was a naturalized American citizen
since 1981.56 Claiming that he was routinely passed over for promo-
tions, 7  Asadi produced the following memo, as evidence of
discrimination:

58

Although a great level of effort is being directed to solving this prob-
lem the fact remains that we know of a Reg [sic] which serves us with
a limited warning or advisory information for firing Asadi. Failure to
do so could have [an] adverse effect on our troops, mission and Amer-
ican lives in combat!59

Another document read as follows:

Because of security concerns, I have discussed Asadi's job situation
with Col. Karr. He agreed that we can not [sic] and will not consider
him [Asadi] for any promotion regardless of his high credentials and
hard work. Although he is capable and highly qualified to get almost
any [level] 14 or higher position, we cannot compromise our national
security by keeping and promoting him because he is from Iran.6°

The court of appeals found that "remarks made about Asadi's
national origin do not necessarily prove that national origin was
instrumental in particular employment actions,, 61 and affirmed the
ruling of summary judgment in favor of the government.62

It is a reality that Muslim and Arab-Americans are likely to face
quiet and covert forms of discrimination that are difficult to prove and
easily rationalized on the individual level. Fortunately, however, if the

54 Asadi v. West, No. 96-3761, 1997 WL 577548 (7th Cir. Sept. 11, 1997) (unpublished
opinion).

55 Id. at *1.
56 Id.
57 This case does not directly involve the issuance of security clearances, as Asadi had been

granted a clearance. See id. at *3.
58 The official positions of the individuals who wrote the following memos are not specified

within the case. However, Asadi claimed that because the authors of the two notes signed some
of the personnel action forms that were pertinent to his case, one of the individuals constituted a
"decision-maker" for the purposes of his discrimination claim. Id. at *2.

59 Id. at "1.
60 id. at *2.
61 Id.
62 id. at *4.
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Executive Branch takes preventative action, individuals who suffer
such discrimination in the denial or revocation of a security clearance
will have a means of redress. That is, of course, unless the govern-
ment, in conducting the "war on terrorism," officially sanctions such
discrimination.

2. Institutional Bias: Another Anecdote

An unnamed American woman was denied a security clearance
in 2002 on the grounds of "foreign influence."63 The primary reason
for the denial was that her father, who lives in Iran, could be used as a
source of leverage by the Iranian government against her. At the
DOHA adjudicative hearing, the adverse decision was reversed. 64

The administrative judge found that the Iranian government's poten-
tial leverage upon the applicant was mitigated because the applicant's
ties of affection with her father had lessened, as demonstrated by the
applicant's limited contact with him in the intervening years.65

Upon appeal and reviewing the decision as to whether it was arbi-
trary, capricious, or contrary to law, the appeals board stated that,
"even if a case is a 'close' one, it must be resolved in favor of the
national security, not in favor of an applicant."66 The board found
that the claim of estrangement between the applicant and her father
was substantiated solely by the applicant's testimony.67 Additionally,
the board argued, even if the applicant did not have ties of affection to
her father, feelings of obligation as well as the indirect influence

-63 DOHA Case No. 02-04786 (June 27, 2003), available at http://www.defenselink.mil/
dodgc/doha/ industrial/02-04786.al.html (last visited Apr. 17, 2004). The basis for foreign influ-
ence as an adjudicative guideline for determining eligibility for access to classified information is
that:

[a] security risk may exist when an individual's immediate family, including cohabitants
and other persons to whom he or she may be bound by affection, influence, or obligation
are not citizens of the United States or may be subject to duress. These situations could
create the potential for foreign influence that could result in the compromise of classified
information. Contacts with citizens of other countries or financial interests in other coun-
tries are also relevant to security determinations if they make an individual potentially
vulnerable to coercion, exploitation, or pressure.

Adjudicative Guidelines For Determining Eligibility for Access to Classified Information, 32
C.F.R. § 147.4 (2004).

64 nOA C- k lo-2A478 fune 27, 2n 3), available at httn:/www.defenselink.mil/
dodgc/doha/ industrial/02-04786.al.html (last visited Apr. 17, 2004).

65 The applicant had never returned to Iran to see her father, despite his cancer in the early
1990s. Id.

66 Id.
67 Id.
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applied by other members of the family who do have such ties may
make the applicant susceptible to foreign influence: "[F]amily rela-
tionships can be complex in nature, involving more than just the one-
on-one relationship between two family members."68

In response, the applicant argued that she had been granted a
security clearance in 1995, with the U.S. government's knowledge of
her father's situation in Iran, and that the guidelines related to foreign
influence had not significantly changed since that time.69 Rather than
address the merits of this argument, the board simply responded: "An
applicant does not have a right or vested interest in retaining a secur-
ity clearance. Applicant is not entitled to retain a security clearance
merely because she was granted a security clearance in 1995. "7o

In a dissenting opinion, Administrative Judge Michael Y.
Ra'anan suggested that the standard applied by the appeals board was
unacceptably high:

I read the majority opinion today as saying that even where an Appli-
cant has only one family member in a foreign country, and they are
estranged from that one individual, the adjudicator must still assume
that the Applicant is vulnerable via other family members to the
potential exploitation of the estranged foreign family member. This
comes close to rendering the mitigating condition meaningless. 71

Indeed, given the rationale of the appeals board, it does not seem pos-
sible that anyone with immediate family members living in a state hos-
tile to the U.S.-no matter how tenuous the relationship between
them-is deemed sufficiently trustworthy to obtain a security
clearance.

C. The Bases for Security Clearance Decision-Making of Concern
to Muslim or Arab-Americans Following September 11
In both cases mentioned above, the apparent concern surround-

ing the applicants 72 was that they were either sympathetic to the Ira-

68 Id.
69 Id.
70 DOHA Case No. 02-04786 (June 27, 2003), available at http://www.defenselink.mil/

dodgc/doha/ industrial/02-04786.al.html (last visited Apr. 17, 2004).
71 Id. (Ra'anan, M., concurring in part, dissenting in part).
72 As Mr. Asadi and apparently the unnamed applicant were both originally from Iran,

their ethnic heritage was likely, but by no means certain, to be Persian, not Arab-American. See
Asadi v. West, No. 96-3761, 1997 WL 577548 at *1 (7th Cir. Sept. 11, 1997) (unpublished opin-
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nian government (foreign preference)73 or susceptible to pressures
that it could place upon them (foreign influence).7 4 Denial or revoca-
tion of security clearances because of foreign influence and foreign
preference have always been closely tied to national origin, and there-
fore should be of particular concern to Muslim and Arab-Americans.
A large portion of these communities is made up of recent immi-
grants. For those Middle Eastern immigrants with ties to countries on
the State Department list of state sponsors of terrorism75 -such as
Syria, Libya, Sudan and Iran-a legitimate case can be made that gov-
ernmental agents of these countries could try to exert pressure upon
applicants of security clearances within the United States, through
close relatives remaining in the home country. Unfortunately, these
criteria were more suited to the Cold War era, when the enemies of
the United States could be easily found on a map, and have little
applicability in today's security environment, in which terrorists (who
pledge allegiance to no particular state) are a large concern.

The "war on terrorism" is not a conflict waged between govern-
ments. Not a single hijacker who engaged in the terrorist attacks on
September I1th was a citizen of a state on the State Department list of
countries that sponsor terrorism. Rather, most of the hijackers were
from Middle Eastern countries allied with the United States, and all
shared the same Islamic faith.76 To address the exigencies of the "war
on terrorism," the Executive Branch may take the incongruous posi-
tion of adopting guidelines for security clearances that allow for

ion); DOHA Case No. 02-04786 (June 27, 2003), available at http:/(www.defenselink.mil/dodgc/
doha/ industrial/02-04786.al.html (last visited Apr. 17, 2004).

73 Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,
32 C.F.R. § 147.5 (2004) ("The concern. When an individual acts in such a way as to indicate a
preference for a foreign country over the United States, then he or she may be prone to provide
information or make decisions that are harmful to the interests of the United States.").

74 Id. ("The concern. A security risk may exist when an individual's immediate family,
including cohabitants and other persons to whom he or she may be bound by affection, influ-
ence, or obligation are not citizens of the Untied States or may be subject to duress.").

75 COUNTER TERRORISM OFFICE, U.S. DEP'T. OF STATE, PUB. No. 11038, PATTERNS OF
GLOBAL TERRORISM 2002 (2003), available at http://www.state.gov/s/ct/rls/pgtrpt/2000/2441.htm
(last visited Apr. 17, 2004). As of the date of this writing, the official list contained the following
seven countries: Iran, Iraq, Syria, Libya, Cuba, North Korea, and Sudan.

76 The Central Intelligence Agency. Unclassified Version of Director of Central Intelli-
gence George J. Tenet's Testimony before the Joint Inquiry into Terrorist Attacks Against the
United States, June 8, 2002, at http://www.cia.gov/cia/public-affairs/speeches/archives/2002/
dcijtestimony_06182002.html (last visited Jan. 24, 2004). The nationality of the hijackers
included one from Egypt, two from the United Arab Emirates, one from Lebanon and, seven-
teen from Saudi Arabia. Id.
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heightened scrutiny of naturalized American citizens from countries
to which the United States is formally allied, or perhaps more troub-
ling, those who could be regarded as unduly religious.77

Perhaps the criterion most relevant to today's security environ-
ment is that of loyalty. Denial of a security clearance may occur for
lack of allegiance to the United States.78 During the Cold War, this
typically involved affiliation with a communist organization.79 As the
"war on terrorism" continues, Muslim and Arab charities and political
groups will come under increasing scrutiny for links to terrorist groups
that masquerade as legitimate organizations.8" Individuals who sup-
port or contribute to unlawful organizations, not knowing of such
activities, can be adversely affected by such connections,81 and the
possibility exists that even involvement or monetary contributions to
legitimate organizations will raise suspicions. Additionally, many
Muslim Americans are strongly opposed to U.S. policy in the Middle
East.' As the "war on terrorism" continues, it remains unclear how
constitutionally enshrined First Amendment rights of political dissent

77 To take such a dramatic step would almost certainly force the judiciary's involvement
within the security clearance process, as it would involve a violation of due process, See generally
JOHN NOWAK & RONALD ROTUNDA, CONSTITUTIONAL LAW § 13.5(c) 6th ed. (2000) (explaining
the constitutional limitations upon the government in the denial of the distribution of govern-
mental benefits).

78 See Adjudicative Guidelines for Determining Eligibility for Access to Classified Infor-
mation, 32 C.F.R. § 147.3 (2004). The guidelines include, in part:

(a) The concern. An individual must be of unquestioned allegiance to the United States.
The willingness to safeguard classified information is in doubt if there is any reason to
suspect an individual's allegiance to the Untied States.

(b) Conditions that could raise a security concern and may be disqualifying include:
(1) Involvement in any act of sabotage, espionage, treason, terrorism, sedition, or

other act whose aim is to overthrow the Government of the United States or alter
the form of government by unconstitutional means;

(2) Association or sympathy with persons who are attempting to commit, or who are
committing, any of the above acts....

Id.
79 See, e.g., Greene v. McElroy, 360 U.S. 474, 478 (1959) (appeal of revocation of security

clearance for associating with Communists and officials of the Russian Embassy).
80 See, e.g., Eric Lichtblau, Agency to Expand Units Tracing Terrorist Finances, N.Y. TIMES,

Jan. 10, 2003, at A12.
81 Manuel Roig-Franzia, Florida Arrest Renews Debate Over Muslim Charities, WASH.

POST, Jan. 4, 2003, at Al.
82 The websites for the American-Arab Anti Discrimination Committee (http://www.adc.

org) and Council on American-Islamic Relations (http://www.cair-net.org) provide a sample of
common grievances felt by many Muslim and Arab-Americans with regards to U.S. foreign pol-
icy toward the Middle East.
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will be squared with the need to ensure absolute loyalty to the United
States prior to the granting of a security clearance.83

In the absence of explicit guidance in areas with such large consti-
tutional ramifications, adjudicators of security clearance decisions
may instead rely upon their own subjective and personal assessments
of risk. Obviously, security clearance decision-making will not be as
easy as in the past, when constitutionally protected rights were not so
clearly at stake. The question remains as to how the U.S. government
is to ensure that denial or revocation of security clearances occurs
only for good cause. Whether guidelines allowing for greater scrutiny
of Muslim and Arab-American applicants are officially adopted by the
Executive, or adjudicators apply such scrutiny on their own, applicants
who feel that they have been unjustifiably discriminated against will
eventually turn to the courts.

D. Judicial Review by the Supreme Court

Under the principle of separation of powers courts generally
defer to the Executive Branch in issues involving national security.
The Supreme Court explicitly expressed its deference to the Executive
in the area of security clearance decisions in the 1988 case of Depart-
ment of the Navy v. Egan,' which held that the Merit Systems Protec-
tion Board (the organization which serves as the "guardian of the
Federal Government's merit-based system of employment 8 5 ) was
prohibited from reviewing decisions related to the granting or revoca-
tion of security clearances.86 The Egan Court went on to state that
unless Congress "specifically has provided otherwise, courts tradition-
ally have been reluctant to intrude upon the authority of the Execu-
tive in military and national security affairs. ' 87 This deference to the
Executive is not without limit, and courts will insist that those federal
agencies that do deny or revoke security clearances at least follow

83 See Beattie v. Boeing Co., 43 F.3d 559, 561-66 (10th Cir. 1994). The Tenth Circuit held
that it could not review national security clearance decisions in a case involving a federal govern-
ment contractor denied access clearance to work on Air Force One because of his off duty anti-
nuclear activities. Id. at 566.

84 484 U.S. 518, 518 (1988).
85 See Merit Systems Protection Board website, at http://www.mspb.gov/ (last visited Dec.

11, 2004).
86 Egan, 484 U.S. at 530.
87 Id.
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their own procedures. 88 Yet once the courts have found that the
appropriate bureaucratic regulations have been followed, the avenues
for redress of cognizable claims of discrimination become narrow
indeed.

Title VII of the 1964 Civil Rights Act prohibits discrimination on
the basis of race, color, religion, sex, or national origin.8 9 On its face,
Title VII significantly broadens the constitutional protections pro-
vided under the Fifth and Fourteenth Amendments. 90 However, these
increased protections, which expand the rights of most citizens, ironi-
cally serve as a snare for those who seek to work with classified infor-
mation within the federal government.

The Egan Court only implied judicial deference to administrative
decisions related to the denial or revocation of security clearances.91
The majority of lower courts have significantly extended the logic and
the scope of Egan to require express congressional authorization for
courts to review security clearance decisions, as well as applied Egan
deference to claims under Title VII, which lacks such express authori-
zation. 92 Taken alone such holdings would deny judicial review to
claims of discrimination based upon sex or national origin, while dis-
crimination based upon race and religion would still be protected
directly under the Constitution. In this respect, plaintiffs with colora-
ble constitutional claims based on racial or religious grounds could
bring suit against a federal official directly in the form of a Bivens
action.

93

In Bivens v. Six Unknown Named Agents of the Federal Bureau of
Narcotics, the claimant brought a suit for violations of the Fourth

88 Hill v. Dep't of Air Force, 844 F.2d 1407, 1412 (10th Cir. 1988) ("Constitutional ques-
tions aside, however, courts do have the power to compel agencies to follow their own
regulations.").

89 42 U.S.C. §§ 2000e to e-16 (2004).
90 Note that the Fourteenth Amendment does not provide protections against discrimina-

tion based upon sex or national origin.
91 Egan, 484 U.S. at 530 ("[U]nless Congress specifically has provided otherwise, courts

traditionally have been reluctant to intrude upon the authority of the Executive in military and
national security affairs.").

92 See, e.g., Ryan v. Reno 168 F.3d 520, 524 (D.C. Cir. 1999) ("[W]e hold that under Egan
an adverse employment action based on denial or revocation of a security clearance is not
actionable under Title VII."); Becerra v. Dalton, 94 F.3d 145, 149 (4th Cir. 1996) ("We agree that
there is no unmistakable expression of purpose by Congress in Title VII to subject the decision
of the Navy to revoke Becerra's security clearance to judicial scrutiny.").

93 See 403 U.S. 388 (1971) (holding that damages may be awarded to plaintiffs upon viola-
tion of the Fourth Amendment by federal officials).
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Amendment based upon the warrant-less search of the claimant's
apartment by federal narcotics agents without probable cause.94

Accordingly, a "Bivens action" allows individuals to sue under an
extension of 42 U.S.C. § 1983 for damage caused by grossly negligent
or willful violations of the Fourth Amendment by federal employees.
In Davis v. Passman, federal courts expanded the cause of action in
Bivens to include the violation of other constitutional rights under the
Due Process Clause of the Fifth Amendment.95

This avenue of redress provided by a Bivens action may have
been closed off completely, however, through the intertwining of
Egan with a separate strand of precedent. In Brown v. General Ser-
vices Administration, the Supreme Court held that Title VII "provides
the exclusive judicial remedy for claims of discrimination in federal
employment," '96 as Congress has provided a comprehensive mecha-
nism for redress of such discrimination. In combination, Egan and
Brown stand for the proposition that federal employees who have
been denied security clearances as a result of discrimination based
upon race, religion, national origin, and gender have no recourse
within the courts.97

The possibility of judicial review of all security clearance deci-
sions would appear completely closed off were it not for the Supreme
Court decision of Webster v. Doe,98 which followed a mere four
months after Egan. In Webster, a homosexual employee was termi-
nated from his position with the CIA.99 The Court rejected the gov-
ernment's contention that despite the possibility of constitutional
claims, judicial review of the case was precluded by § 102(c) of the
National Security Act.10 While suggesting that it is possible for judi-
cial review to be precluded by Congress, even for constitutional
claims, the Court held that such statutory bars must be express and

94 Id.

95 442 U.S. 228, 228 (1979) (holding that a cause of action and damages may be applied
directly under the Constitution for violations of the Fifth Amendment).

96 425 U.S. 820, 835 (1976).
97 Note that the courts have also extended lack of judicial review to rehabilitated alcoholics

and drug users who ordinariiy are provided protections under the Rehabilitation Act. See Guil-
lot v. Garrett, 970 F.2d 1320 (4th Cir. 1992).

98 486 U.S. 592 (1988).

99 Id. at 595.

100 Id. at 603.
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not implied, 1 ' "in part to avoid the serious constitutional question
that would arise if a federal statute were construed to deny any judi-
cial forum for a colorable constitutional claim."'01 2

It is clear that the courts will always provide the Executive
Branch with significant deference with regard to issues involving
national security. 10 3 However, Egan and Webster are in conflict with
one another, with Egan standing for the proposition that security
clearance decisions are not reviewable by the courts and Webster
standing for the proposition that equitable constitutional claims are
reviewable. These two extremes, when coupled with other considera-
tions, lead to a confusing mix of possibilities, which may range among
the following:

1. Egan prohibits all judicial review of security clearance
determinations.

2. Egan prohibits judicial review of security clearance determinations,
except constitutional claims other than those protected under Title
VII.

3. Egan prohibits judicial review of clearance determinations for fed-
eral employees, with the effect of Brown v. GSA upon government
contractors as yet to be determined.

4. Webster allows plaintiffs to bring forth all colorable constitutional
claims.

As of this date, it has been up to the lower courts to determine
which of these courses to follow, and there has been no clear consen-
sus as to which alternatives provide the proper guidelines for judicial
review of security clearances.

E. Judicial Review Within the Lower Courts

Anyone who would challenge an administrative decision on the
validity of a security clearance revocation or denial would be wise to
choose their forum carefully, for the lower courts that have indicated
a willingness to enter into such difficult constitutional questions are
few in number. The Tenth Circuit in Hill v. Department of the Air

101 Id. ("[W]here Congress intends to preclude judicial review of constitutional claims its
intent to do so must be clear").

102 Id.
103 See Brazil v. United States Dep't of Navy, 66 F.3d 193 (9th Cir. 1995); Perez v. FBI, 71

F.3d 513 (5th Cir. 1995); Hill v. Dep't of Air Force, 844 F.2d 1407 (10th Cir. 1988).
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Force has held that the ruling in Egan is an outright prohibition of
judicial review,"°4 and other lower courts within the circuit have
appropriately followed suit.1"5 The Tenth Circuit reiterated this posi-
tion in Duane v. United States Department of Defense, stating: "While
Egan explicitly applied only to review by an external administrative
board, we have joined other circuits in extending the Egan holding to
any external review (including judicial review) of security clearance
decisions."1 °6 The Tenth Circuit Court was, perhaps, overly enthusias-
tic in declaring that other circuits concur with an absolute ban upon
judicial review of security clearance decisions, as a survey of the case
law from other circuits suggests a slightly less sweeping conclusion." 7

In contrast to the Tenth Circuit, the Ninth Circuit has approached
the issue of judicial reviewability of security clearance decisions with
more nuance and evolution. Traditionally a more liberal circuit, the
Ninth Circuit has not been willing to allow constitutional protections
to perish, even when such protections come into conflict with the
imperatives of national security. In High Tech Gays v. Defense Indus-
trial Security Clearance Office, the court initially addressed, and then
dismissed, the constitutional claims of the homosexual plaintiff
Timothy Dooling, who suggested that security judgments based upon
his membership in homosexual organizations violated his First
Amendment rights.10 8 The decision of the Defense Industrial Security
Clearance Office (DISCO)10 9 was not deemed to be a violation of
First Amendment rights of freedom of association because it was only
"one of the many facets of the criteria being considered as part of
Dooling's homosexual activities.""'  Although the Court rejected the

104 844 F.2d at 1409 (stating that "the case removes any doubt regarding the authority of
federal courts to review the merits of the grant or denial of security clearances. Under any
circumstances which might be germane to this case, there is no such authority.").

105 Peterson v. Dep't of the Navy, 687 F. Supp. 713, 715 (D.N.H. 1988) (determining that
"[i]f the statutory constraints imposed by Egan could be bypassed simply by alleging illegal dis-
crimination, Egan would be vitiated").

106 275 F.3d 988, 993 (10th Cir. 2002) (citing Beattie v. Boeing Co., 43 F.3d 559, 565 (10th
Cir. 1994)); see also Stehney v. Perry, 101 F.3d 925, 932 (3d Cir. 1996); Becerra v. Dalton, 94 F.3d
145, 148-49 (4th Cir. 1996); Dorfmont v. Brown, 913 F.2d 1399, 1401 (9th Cir. 1990).

107 Dorfmont, 913 F.2d at 1404 (stating that "[w]e do not today decide if the court may hear
constitutiona! attacks on these decisions, or the precise contours of such claims if allowed.").

to 895 F.2d 563, 578-580 (9th Cir. 1990).
109 DISCO is a portion of DSS which "processes, issues and maintains industrial security

program facility clearances and industrial security personnel security clearances." See DSS Who
We Are, at http://www.dss.miUaboutdss/index.htm (last visited Jan. 21, 2004).

110 High Tech Gays, 895 F.2d at 579.
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First Amendment claim, it did not rule out the possibility that such
claims could be viable."' Later, in Dorfmont v. Brown the Ninth Cir-
cuit provided even more ambiguity by dismissing the plaintiff's consti-
tutional claim of violation of due process under the Fifth Amendment
stemming from the revocation of a security clearance.'12 However,
the court left open the possibility that federal courts retain the ability
to "entertain colorable constitutional challenges to security clearance
decisions."'

In Brazil v. United States Department of the Navy, an African-
American civilian Navy employee challenged the revocation of his
nuclear weapons certification on the grounds of discrimination on the
basis of race in violation of Title VII.114 There, the court found that,
as a result of Brown v. GSA, all constitutional claims are unavailable
to federal employees who would normally have redress through Title
VII. 15 Hence, the Ninth Circuit appears to have left open a window
of justicability for security clearance decisions, in the limited cases in
which Title VII or Brown v. GSA do not foreclose a remedy.116

In Jamil v. Secretary, Department of Defense, the Fourth Circuit
declined to reach a decision as to whether the decision in Egan pre-
cludes all judicial review of security clearance decisions.1 7 Just two
years later, in Guillot v. Garret the court extended judicial deference
to executive decisions to the point that "unless Congress specifically
has provided otherwise, the courts will not intrude upon the authority
to grant or deny access to national security information.""' The
Fourth Circuit came to the same conclusion as the Ninth Circuit

111 Id. at 580. At the time, homosexuals were considered to present a greater security risk
because homosexuality was considered suggestive of a personality disorder that exposed the
individual to greater susceptibility to blackmail. Id. at 576-77. In 1995 President Clinton signed
Executive Order No. 12,968, which prohibits discrimination based on sexual orientation in grant-
ing security clearances. Exec. Order No. 12,968, 3 C.F.R. 391 (1995).

112 913 F.2d at 1403-04.
113 Id. at 1404.
114 66 F.3d 193, 195-96 (9th Cir. 1995).
115 Id. at 197 (citing Brown v. Gen. Servs. Admin., 425 U.S. 820, 835 (1976)).
116 Id. (stating that "Bivens-type actions . . . are unavailable where the claim involves

employment discrimination and the plaintiff is a civilian employee of the military"). Apparently,
the court left open the opportunity for contractors and those not protected by Title VII (homo-
sexuals) to challenge security clearance decisions on constitutional grounds.

117 910 F.2d 1203, 1207 (4th Cir. 1990) ("In this case we need not and do not reach the
question of whether Egan precludes courts from reviewing security clearance decisions for pre-
text in context of the third stage of a Title VII claim of discrimination.").

118 970 F.2d 1320, 1324 (4th Cir. 1992).
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regarding federal employees when it found they have no redress
under Title VII or other similiar anti-discrimination statutes.119 In
Reinbold v. Evers, the latest case of this circuit, the court, while deny-
ing review of statutory anti-discrimination laws, left unresolved the
question of whether a Fourth Amendment violation (not covered by
Title VII) would be justiciable.12 °

The Fifth Circuit, in Perez v. Federal Bureau of Investigation,
while recognizing the potential for abuse by agencies in denying or
revoking security clearances, held firmly to the established doctrine
that Bivens claims are not appropriate where federal employees have
the protections of Title VII, and the judiciary is not to review Title VII
claims.'21 The Sixth Circuit has little case history is this area of law,
but in the unpublished opinion of Tenenbaum v. Caldera, the court
pointed to the D.C, Fourth, Fifth, and Ninth Circuits to find that
security clearances are not justiciable under Title VII, while noting,
"Executive decisions regarding security clearance are not completely
immune from scrutiny. Judicial review may be appropriate, for exam-
ple where the plaintiff alleges a violation of constitutional rights." '

The final case on point is Ryan v. Reno, from the D.C. Court of
Appeals.123 In Ryan, Irish-Americans denied security clearances
brought a Title VII claim of discrimination on the basis of national
origin. The court declined to review the claim, but added, "We
emphasize that our holding is limited to Title VII discrimination
actions and does not apply to actions alleging deprivation of constitu-
tional rights. 1 12 4

The conclusions that may be drawn from these cases are that
courts are extremely reluctant to intrude into the realm of national
security through the review of security clearance decisions, and that
the constitutional rights that remain protected are undefined,
although they are undoubtedly few in number. The reluctance to

119 See id. at 1326 (holding that the court has no judicial review under Rehabilitation Act of
1973); Becerra v. Dalton, 94 F.3d 145, 149 (4th Cir. 1996) (holding that the court has no judicial
review under Title VII).

120 187 F.3d 348, 358 (4th Cir. 1999).
121 71 F.3d 513, 514 n.6 (5th Cir. 1995). ("We also understand the concern of federal agents,

.hse emp!yment is -d,.'tined nn securitv cernres, that the lack of judicial review creates
the potential for abuse by the agencies and bureaus employing them.").

122 45 Fed. Appx. 416, 418, No. 00-2394, 01-1704, 2002 WL 2026347 (6th Cir. Aug. 29, 2002)
(unpublished opinion), cert. denied sub nor. Tenenbaum v. White, 123 S. Ct. 2575 (2003).

123 168 F.3d 520 (D.C. Cir. 1999).
124 Id. at 524.
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intrude, however, does not appear to eliminate the possibility of judi-
cial review entirely. With the exception of the Tenth Circuit, most
federal courts, including the Supreme Court in Webster, have held that
judicial review may be possible in cases of colorable constitutional
claims.

The two cases that suggest the possibility of judicial review most
strongly are Webster and High Tech Gays, both of which involved alle-
gations of discrimination based upon homosexuality. With regard to
judicial redress, homosexuals have benefited from the anomalous situ-
ation that, because they have no protections under Title VII, adverse
security clearance decisions based upon homosexuality are not barred
and thereby homosexuals may more freely pursue constitutional rem-
edies.'25 Perhaps more significant, accepted and official policies of
discrimination against homosexuals were clear targets for judicial
review and the courts were able to scrutinize such official policies for
constitutional acceptability.' 26

III. DiscussioN

The "war on terrorism" will continue into the foreseeable future,
and its secondary effects upon the lives of every American citizen are
likely to grow beyond the inconvenience of airport searches and flight
delays. Whether all Americans will bear these burdens equally is still
open to question. The effects of the current response to the Septem-
ber 11th terrorist attacks have yet to reach an end point, and future
acts of terrorism by Muslim or Arab groups, particularly if carried out
on American soil, will undoubtedly further negatively affect these
minority communities.

In light of the existing realities, the possibility of lawsuits filed by
Muslim and Arab-American's challenging adverse security clearance
decisions may appear to be of little significance. There is a strong
argument to be made, however, that the Executive Branch has a sig-
nificant interest in ensuring that discrimination is not tolerated
through denial or revocation of security clearances to Muslim and
Arab-Americans. First, all branches of government are obligated to

125 See Mayer, supra note 7, at 806.
126 A plurality of cases involving challenges to security clearance decisions reviewed for

this article involved claims based upon homosexuality. See, e.g., Webster v. Doe, 486 U.S. 592
(1988); High Tech Gays v. Def. Indus. Sec. Clearance Office, 895 F.2d 563 (9th Cir. 1990); USIA
v. Krc, 905 F.2d 389 (D.C. Cir. 1990).
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uphold the Constitution. Supreme Court Justice Antonin Scalia, in his
dissent in Webster, pointedly (and ironically, for the purposes of this
article) drew the Court's attention to this fact, stating: "[T]he super-
vising officers of the Executive branch take the same oath to uphold
the Constitution that we do, and sometimes they are left to perform
that oath unreviewed, as we always are. 127

Second, by unjustifiably denying qualified applicants positions
within U.S. defense and security agencies, the federal government is
denying itself a valuable pool of resources that it needs, particularly
now. Finally, administrative agencies would be wise to take prophy-
lactic measures before an impression of discriminatory practice devel-
ops, or a significant number of test cases arise.

A number of measures present themselves as means of avoiding
all of the listed problems. First, the Defense Security Service, the
agency responsible for investigating applicants and adjudicating clear-
ance decisions, must clear up the backlog of pending security decisions
in addition to speeding up the security clearance process. In so doing,
the U.S. government would save millions of dollars,128 marshal human
resources effectively, and allow for the identification of prejudicial
tendencies among government officials.

Although there are a substantial number of challenges to security
clearance revocations, the evidence suggests that there are very few
challenges to security clearance denials. The process to acquire a
clearance may be very long, and a multi-year wait is not uncommon
for Top Secret clearance.129 Faced with bureaucratic delay, an individ-
ual may well accept a position without a security clearance require-
ment, or find another job altogether.13 ° If denial of a security
clearance is imminent, that individual has an incentive to withdraw
from the process in order to avoid any stigma that may result from this

127 Webster, 486 U.S. at 613 (Scalia, J., dissenting).
128 See U.S. GEN. ACCOUNTING OFFICE, PUB. No. GGD-81-105, FASTER PROCESSING OF

DoD PERSONAL SECURITY CLEARANCE COULD AVOID MILLIONS IN LOSSES (1981).
129 S. Doc No. 105-2 at 82 (1997). According to the Report of the Commission on Protect-

ing and Reducing Government Secrecy, it took between 175 days and 220 days to complete a Top
Secret clearance, and the Department of Defense estimated that in 2001 it would take approxi-
mately 278 days. The report is available at http://www.access.gpo.gov/congresslcommissions/
secrecy/.

130 S. Doc No. 105-2 at 84 (1997). "[Piersonnel security officials from one agency reported
that approximately 10 percent of applicants withdraw from consideration after having applied
for a security clearance-often because they can no longer afford to wait." Id.
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denial. Under these circumstances, the disincentives to challenge the
denial of a security clearance are great.

Long delays in decisions on security clearance must not serve as a
means by which covert discrimination can occur through the
"sandbagging" of an applicant. By eliminating the backlog of security
clearance decisions, a clearer understanding would exist as to whether
a problem was developing. In promotion of this process, an internal
or, if need be, external review must be made of security clearance
decisions.

Finally, limited judicial review should be available for constitu-
tional claims. The understandable hesitancy on the part of the Execu-
tive Branch to allow for the use of discovery suggests that full
discovery is not an option. Still, other options are open for plaintiffs
to demonstrate a violation of constitutional rights, either through
direct evidence, testimony, or by persuading the trier of fact to disbe-
lieve the involved decision-makers. Limited access to redress through
the courts will serve to ensure that constitutional protections are guar-
anteed. Without such actions, Muslim and Arab-Americans may find
that they are fighting against a phantom, which is declared not to exist
but haunts them nonetheless. Through marshalling enough cases,
Muslim and Arab-Americans may convince the courts that such phan-
toms do exist.

Of course, such policy suggestions would only be applied if the
government actually desired to avoid individual cases of institutional
discrimination. If, however, because of the exigencies of the "war on
terrorism" certain sectors of our population are deemed as less trust-
worthy in the keeping of America's secrets, the constitutional issues
could not be avoided. The ramifications of such a decision would
involve determinations of far greater magnitude than who does and
does not receive a security clearance, and are beyond the scope of this
article.

IV. CONCLUSION

There is currently very little judicial leeway by which applicants
for security clearances can seek redress for adverse security clearance
decisions due to discrimination on the part of the granting authorities:
The primary reason is that the courts have declined to intervene in
such decisions on the principle of separation of powers. The Execu-
tive Branch has a vested interest in assuring that discrimination does
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not occur within the security decision-making process, lest it tempt the
courts to enter into this realm in order to protect constitutional rights.
If the Executive. Branch does not take steps to ensure that the deci-
sion-making process for security clearances is more streamlined, spe-
cifically by reducing the security clearance backlog as a means to self-
check for incidences of possible discrimination, distrust in the system
will grow and the likelihood is that the number of cases brought by
Muslim and Arab-Americans claiming unconstitutional discrimination
will increase. If this does occur, courts will have to either turn a blind
eye to such discrimination, or abandon past restraint and encroach
upon the Executive through review of security clearance decisions.
Neither alternative is acceptable-nor predestined-for appropriate
policy measures can guard against unconstitutional discrimination and
avoid judicial encroachment upon the Executive Branch.

In the end, a position which grants an individual access to classi-
fied information is indeed a position of trust. But this trust goes both
ways. The process of Executive Branch security clearance decision-
making, although largely unreviewable by the judiciary, must be
streamlined so that individuals are not unfairly denied either the abil-
ity to serve their country or to reap the benefits derived from such
service.
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